
Android’s most impactful Botnet of 2018

Based on Maddie Stone, KasperskySAS2019.Chamois 

https://github.com/maddiestone/ConPresentations/blob/master/KasperskySAS2019.Chamois.pdf
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https://en.wikipedia.org/wiki/Ad_fraud
https://www.cequens.com/story-hub/7-deadly-types-of-sms-fraud
https://www.inc.com/john-koetsier/mobile-app-install-fraud-to-hit-126-billion-26-of-all-mobile-app-install-advertising.html
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https://en.wikipedia.org/wiki/Botnet
https://www.youtube.com/watch?v=UVFmC178_Vs
https://developers.google.com/android/play-protect/phacategories#backdoor
https://developers.google.com/android/play-protect/potentially-harmful-applications
https://transparencyreport.google.com/android-security/overview?hl=en
https://www.android.com/play-protect/
https://developers.google.com/android/play-protect
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https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html
https://android-developers.googleblog.com/2017/03/detecting-and-eliminating-chamois-fraud.html
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https://en.wikipedia.org/wiki/XXTEA
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https://github.com/maddiestone/ConPresentations/blob/master/VB2018.UnpackingThePackedUnpacker.Slides.pdf
https://repo.xposed.info/
https://developer.android.com/studio/test/monkey
https://www.youtube.com/watch?v=s0Tqi7fuOSU
https://github.com/maddiestone/ConPresentations/blob/master/VB2018.UnpackingThePackedUnpacker.Paper.pdf
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https://letsencrypt.org/2020/02/27/one-billion-certs.html
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● Chamois = Capră neagră

● Questions? 



● Android Reverse Engineering 101
● Tutorial for becoming a Android App Reverse Engineer:

● Android App Reverse Engineering 101 | Learn to reverse engineer Android applications!

https://maddiestone.github.io/AndroidAppRE/

