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Android 
Reversing:
Tales from 
the frontline

@hookgab
@SecureWithHuman



|   2HUMAN Confidential, 2023

INGENIOUS! A ROMANIAN 
managed
to modify public 
transportation cards!
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who
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who
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who
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1. cheap
2. powerful
3. decent camera
4. NFC
5. solid display
6. ???
7. what's the catch?

why
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1. brand new phone
2. rooted + custom cert

3. ...

4. oh my that's a load of data

how
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http://www.youtube.com/watch?v=oX2ygXNXHiM
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how
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how
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how
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slideception.j
pg

how



|   14HUMAN Confidential, 2023

sendHTTPReque
st()

how
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how
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1. visited URL
2. network type
3. device info
4. UUID (more later)

5. but wait, there's more

what
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1. MIUI id!!!

2. ...

3. INCOGNITO MODE

what
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1. MIUI id
2. UUID ('member it?)

you cannot create a MIUI 
id without your phone 
number/email/social 
media account

what
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but wait, there's more
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what
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what
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what
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1. download firmware
2. brotli extractor
3. sdat2img
4. pull APKs/VDEX from 

system.img

5. ???

6. prophit

what
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aftermath
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aftermath

● First they ignore you

● Then they laugh at you

● Then they fight you

● Then you win.
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aftermath
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iOS
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iOS
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iOS
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iOS
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iOS
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Android
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Android
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Android
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● Fire up AES interceptor
● https://11x256.github.io/Frida-hooking-android-part-5/
● Got the text, time to find the key

Android

https://11x256.github.io/Frida-hooking-android-part-5/
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Android
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Android
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Android



|   39HUMAN Confidential, 2023

Android
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where
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aftermath
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210 B$ market
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1000 views = ???
1000 clicks = ???

Quiz time!
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1000 views = 3-8$
1000 clicks = ???

Quiz time!
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1000 views = 3-8$
1000 clicks = >1000$

Quiz time!
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800k IPs           -4m $
2 days                +6m $

Total                   +2m $

MathBot
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Source: HP Enterprise: The business of hacking
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Hidden Ads

Out Of 
Context Ads

Ad Stacking
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Hidden Ads
Hidden?

Allows detection from the 
user side (depending on OS/SDK)

Pivatable to Ad Stacking
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Out Of Context Ads

Invasive

Hard to detect

Highly profitable



|   52HUMAN Confidential, 2023

Ad Stacking

Invasive

Hard to detect

Highly profitable
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ILLEGAL
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Tushu
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TushuTushu
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Tushu
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Tushu

build fake shortcut on 
homescreen
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Tushu
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Twoshu – adware evolved
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Twoshu – adware evolved
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Twoshu – adware evolved
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Poseidon
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Poseidon
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Poseidon
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Poseidon
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Poseidon
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Charybdis



|   69HUMAN Confidential, 2023

Scylla

Ad Networks / SDKs impersonated
● Google ads 
● IronSource (supersonic) 
● Facebook Audience Network 
● Unity3D 
● Vungle 
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Scylla
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Scylla
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Scylla
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Scylla
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● The total traffic pre-bid is 24M requests for the past month, with a daily traffic 
oscillating between 600k and 1.2M requests per day (see distribution below). 

Scylla



|   75HUMAN Confidential, 2023

DefPackage
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DefPackage
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DefPackage
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Rainbow Mix
com.badicecream.icepowers
com.badicecream.icepowers.bnn
com.badicecreamdeluxe.fruitattack
com.banjolab.ninetailstransformation
com.battleflag.senki.warofheroes
com.battleflag.senki.warofheroes2
com.battleofpirates.legendreturn
com.battleofsaiyan.universes
com.battleofsuper.warriorssuperblue
com.battleofz.sragonsmash
com.battleofz.sragonsmash2
com.battleofz.superwarriors
com.battletoads.dragonbro
com.battletoadsfighter.toadmania
com.bestclassic.supersmashflash
com.blackflag.piratesvsfairysuperbattle2
com.blazering.crazyworld
com.blazering.dashwarriors
com.bubblebobble.ghostmaze
com.buzzygames.worldtour
com.cactusteam.monstervshero
com.challenger.whitehatcowboy
com.championgame.supergodfist
com.chaosgames.kamebattle
com.circusclassic.lionjump
com.clashofdragon.stickheroes.ncr
com.classiccar.jackaljeep
com.classicnes.emulator.retrogames
com.cocolabs.magicstickwarriors
com.colorisland.bubblebobble
com.comicgames.animeninjaarena
com.comicgames.mangaworldbattlesaga
com.craftvalley.masterblockpe
com.dbzgames.resurrectionfrieza
com.dbziny.dragonkungfu
com.demonlabs.leagueofwarriors
com.denisnapoleon.felixpille.dbzauraofagod
com.denisnapoleon.felixpille.dbzauraofagod2
com.shadowdash.returnofknu
com.shadowrun.adventuresofdashheroes
com.shinigami.realmdeathfight
com.shinigami.realmdeathfight2
com.shinigami.tournamentofshinobi
com.simulators.blockartwarcraft.survival
com.smashbros.fightingarena
com.smashbros.shadowrun
com.smcgames.snesplayer
com.soldierforce.snowfield
com.somari2019.theadventurer

com.karolinagames.powerfighters2
com.kidicarus.angelland
com.kimmesegames.endlessring
com.kingdomguardian.rushwars
com.kingdomofbowmans.magicarrow
com.kingofsaiyan.dragonarena
com.kingofuniversefighters.ultrainstinct
com.kissonthebeach.lovelygirl
com.knucklesadvance.megamix
com.kog.zenexhibitionmarch
com.leagueofjustice.animewarriors
com.leagueofjustice.animewarriors2
com.leagueofjustice.animewarriorsreturn
com.leagueofninja.mobaarena
com.leagueofninja.mobabattle
com.leagueofninja.mobabattle2
com.legendarywarrior.powerofbroly
com.legendofmana.secret
com.legendstudio.bardockwarrior
com.leoneboy.zroyalaction
com.liongames.supermonkeykong
com.littlestardev.powerchampionship
com.lovelygames.swimmingpoolkissing
com.lufiagame.riseofthesinistrals
com.mangawar.battleofchaos
com.mazeescapeunblocked.kunmonkey
com.megagens.mdemulator
com.metalgear.superwarriors
com.mgba.romsemulators
com.minigames.icecreammazepuzzle
com.monfirered.gbaemulator
com.mortalfighting.arcadepro
com.msluggames.supervehicle
com.myboypro.gbcemulatorpro
com.namekgame.dragons
com.narugames.ninjafarewell
com.nauticalking.burningwill
com.nauticalking.burningwill2
com.ndsemuclassic.emulator
com.ndsemuclassic.emulatorv2
com.ndsplayer.ndsemuforandroid
com.neopop.neogeo.poco
com.nesfcbro.nesemulator
com.nicbros.thesecretrings
com.nido64.n64retrogames.emulator
com.ninjaarena.legendfighting2
com.SuperGG.FightingWorld.HerofromUniverse
com.supermjbuu.besttransformations
com.superrockheroes.battlenetwork
com.supersmash.n64emulator
com.superspeed.heroes2019
com.superturtleswarriors.ninjaproject
com.superturtleswarriors.secretproject
com.superzfighter.tournament

com.ninjabattle.shinobilegend
com.ninjabon.battleofninja
com.ninjagames.legendroad
com.ninjamoba.finalbattle
com.ninjarampage.legendarypower
com.ninjarevenge.bladevssoul2
com.ninjasurvival.deathmatch
com.nswon.legendaryshinobiwar
com.pandagames.skilldashpower
com.panicmaze.mushroomkingdom
com.persianwarrior.recuseprincessjasmine
com.PiSNES.SNESforAPK
com.pocketlabs.emeraldmonsters
com.pokeblack.ndsemulator
com.pokediamond.ndsemulator
com.pokeemerald.gbaemulator
com.pokegba.pokegamess
com.pokerubygames.gbaemulator
com.pokestadium.n64emulator
com.powerzfighters.superkakarot
com.puzzgmamesstudio.icecaveattack
com.puzzlegames.bombmaze
com.pwlegend.fiercefightingarcade
com.rabbitgames.ringchampion
com.racingbattle.zdragonjumpracing
com.redfirepoke.gbaemulator
com.rikigames.shenronblast
com.rikigames.shenronblast2
com.ringmania.lostworld
com.riseoftheninja.darkwar
com.riseoftheninja.darkwar2
com.roadfighterclassic
com.ronandgames.superzwarriors
com.roulettegame.soccerrandomteamgen
com.royalflush.princesssidestory
com.rubypoke.kingofmonsters
com.rushadventure.shadowrings
com.saiyanchampions.thelegacyofsaiyan
com.saiyanclassic.fightinggames
com.saiyanfight.vsninjapirate
com.saiyanfighters.kingofavengers
com.saiyanrevenge.zlegendaryz
com.saiyanvsninja.arena
com.sbo.awakeningofsaiyan
com.senamo.ultimateninjawar
com.sgs.superbluefullpower
com.sweetygames.animeavenger
com.sweetykiss.bedroomkissing
com.sweetykiss.bedroomkissing2
com.swimmingpoolkissing.princess
com.themagicalquest.mouse
com.thewildwestriders.bountyhunters
com.thronedefender.riseofarcher
com.tinygame.circusclassic
com.tournamentgames.zenoexpochampion
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Rainbow Mix
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Rainbow Mix
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Rainbow Mix
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DefPackage
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DefPackage
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Terracotta
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Terracotta
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Terracotta



|   88HUMAN Confidential, 2023

Terracotta
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Terracotta
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Terracotta
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Rainbow Mix
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Pareto
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Pareto

funny cat video funny cat videoad

funny cat video funny cat videoad?
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Pareto

ad

ad? ad? ad? ad? ad? ad?

ad ad ad ad ad
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Pareto
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Pareto
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Pareto
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21st April 2021: The final day

Disrupting PARETO

1645 BST: 
PARETO 
Command & 
Control servers 
stop responding 
after HUMAN-led 
disruptive action

Sun 18 Mon 19 Tue 20 Wed 21 Thu 22 Fri 23
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VASTFLUX



|   101HUMAN Confidential, 2023



|   102HUMAN Confidential, 2023

VASTFLUX
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Decrypted Config “mb_c”

Decrypted Config “idx”

Configuration Set for Impression C2
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VASTFLUX
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Sample Compressed Impression Config Sample Extracted Impression Config
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VASTFLUX
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VASTFLUX
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VASTFLUX

???
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FluBot
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android.permission.ACCESS_NETWORK_STATE 
android.permission.ACCESS_NOTIFICATION_POLICY 
android.permission.CALL_PHONE 
android.permission.DISABLE_KEYGUARD 
android.permission.EXPAND_STATUS_BAR 
android.permission.FOREGROUND_SERVICE 
android.permission.INTERNET 
android.permission.NFC 
android.permission.QUERY_ALL_PACKAGES 
android.permission.READ_CONTACTS 
android.permission.READ_PHONE_STATE 
android.permission.READ_SMS 
android.permission.READ_SYNC_SETTINGS 
android.permission.READ_SYNC_STATS 
android.permission.RECEIVE_SMS 
android.permission.REQUEST_DELETE_PACKAGES 
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS 
android.permission.SEND_SMS 
android.permission.WAKE_LOCK 
android.permission.WRITE_SMS 
android.permission.WRITE_SYNC_SETTINGS

FluBot
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FluBot
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Flubot

LOGOs ARE PROBLEMATIC
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Flubot
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BRATA
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BRATA
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BRATA
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Joker
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Joker
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Joker
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Joker
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Joker
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Facebook 
Stealer
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Facebook 
Stealer
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Facebook 
Stealer
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{"name":"AbaXXXXX1@yandex.com","password":"XXXXXXXXX","cookie":"locale=en_US; 
sb=pdFuYKVYXXXXXXocbCX; datr=pdFuYXXXXX23FvT6rH66AyKt; wd=980x1807; dpr=3; 
c_user=10003XXXXXX698; xs=34%3AycSKHXXXXXXXX%3A2%3A1617875462%3A15084%3A7724; 
fr=1MFuanJGigJztRAbY.AWWXXXXXXGXSeDnu4V7Q.BgbtGl.Q4.AAA.0.0.BgbtIF.AWVTgjd_0o4; 
spin=r.1003590795_b.trunk_t.1617875466_s.1_v.2_","page":0,"bm":0,"ua":"(https:\/\/
www.facebook.com\/raXXXXXXii.7)Mozilla\/5.0 (Windows NT 6.1; Win64; x64) 
AppleWebKit\/537.36 (KHTML, like Gecko) Chrome\/86.0.4240.185 Safari\/537.36"}

Facebook 
Stealer
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Facebook 
Stealer
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Facebook 
Stealer
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Triada
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Triada
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Triada
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Triada
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Triada



|   134HUMAN Confidential, 2023

Bahamut
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Bahamut
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Bahamut
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Bahamut
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Thank You
Visit us at www.humansecurity.com 

Reach out to us at 
botornot@humansecurity.com

@hookgab
@SecureWithHuman


