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Abstract. This work describes a framework for image hiding that exploits 
spatial domain color properties of natural images combined with spectral 
properties of the Fourier magnitude and phase of these images. The theory is 
that as long as the Fourier phase of an image is maintained intact, the overall 
appearance of an image remains specious if the Fourier magnitude of the image 
is slightly modified. This hypothesis leads to a data hiding technique that 
promises high fidelity, double the capacity of previous methods, higher 
security, and robustness to tampering. Experimental results are presented 
throughout the paper which demonstrate the effectiveness of this novel 
approach. 

Keywords: Steganography, Fourier Magnitude, Fourier Phase, Image Hiding. 

1 Introduction 

The proliferation and exchange of multimedia data over the internet and wireless 
networks has brought with it new prospects for covert communication. Data hiding 
techniques, commonly known as steganography, when dealing with hiding secret 
messages in a cover media [18], [20], [17], or watermarking when copyright 
protection of multimedia data is involved [29], have received a great deal of attention 
in recent years [2], [25], [10], [12], [13]. 

Techniques for data hiding inside digital images have been generally confined to 
one popular approach, namely the manipulation of the Least Significant Bit (LSB) of 
an image pixel value and the rearrangement of image colours to create LSB or parity 
bit patterns, which correspond to the message being hidden [4], with variants that try 
to improve three different aspects; capacity, security, and robustness [3]. Capacity 
refers to the amount of information that can be hidden in the cover medium, security 
refers to an eavesdropper’s inability to detect hidden information, and robustness 
refers to the amount of modification the stego medium can withstand before an 
adversary can destroy hidden information.  

This paper builds on the original frequency domain data hiding framework first 
introduced by the author in [20], [21] which exploits spectral properties of the Fourier 
magnitude and phase of natural images which has allowed for a fresh new approach to 
image hiding in the frequency domain. 
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2 Background 

The importance of Fourier magnitude and phase of the carrier image, as related to the 
problem of data hiding and watermarking, has been rarely discussed in the literature 
[26], [8], [23],[16]. In the early work of [23] they introduce the notion of data hiding 
in images in which only the magnitude of the discrete Fourier transform (DFT) 
coefficients are altered to embed the hidden information bits. While this technique 
proposes a similar idea to our approach, it differs completely in the actual 
methodology. In [8], a method of data embedding based on the convolution of the 
hidden message data with a random phase carrier is presented with results that 
promise robustness to printing and scanning. The shortcomings of that technique, 
which bears no resemblance to the novel approach discussed in this paper, is the 
requirement of a phase carrier which must be deconvolved from the cover host image 
to reveal the hidden message.  

3 Significance of Magnitude and Phase  

It is well known that for many images, the phase of the Fourier transform is more 
important than the magnitude [9], [14], [15],  [23]. Specifically if 

F(u,v) = |F(u,v)|.exp( j.θ(u,v) )                                            (1) 

denotes the two-dimensional (2D) Fourier transform of an image f(x,y), then the 
inverse Fourier transform of the phase of this 2D signal exp( j.θ(u,v) ) has many 
recognizable features in common with the original signal, whereas the inverse Fourier 
transform of the magnitude |F(u,v)| generally bears no resemblance to the original. 
This is illustrated in figure 1 where figure 1-(a) is an RGB color image and figure 1-
(b) is the phase-only image, i.e., the inverse Fourier transform of exp( j.θ(u,v) ). 

 

Fig. 1. (a) Zebras image, (b) Inverse Fourier transform of exp( j.θ(u,v) ) (the phase-only image 
of the Red-channel of the Zebras image). (c) Inverse Fourier transform of |F(u,v)| (the 
magnitude-only image of the Red-channel of the Zebras image). 
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Clearly, the phase-only image retains many of the features of the original. By 
contrast, the magnitude-only image, i.e., the inverse Fourier transform of |F(u,v)|, 
shown in figure 1-(c), bears no resemblance to the original image. As is evident in this 
example, the phase-only image often has the general appearance of a high-pass 
filtered version of the original with additive broadband noise. 

The importance of phase also extends to one-dimensional signals. It has been 
shown that the intelligibility of a speech sentence is retained if the inverse transform 
of the Fourier phase of a long segment of the speech signal is combined with unity 
magnitude to obtain the phase-only equivalent speech [14]. In fact, in listening to this 
processed sentence, total intelligibility is retained although the speech has the general 
quality associated with high-pass filtering and the introduction of additive white 
noise. The magnitude-only speech has some structure which provides a speech like 
characteristic but with no speech intelligibility. 

4 Fourier Magnitude Information Hiding 

The discussion in the previous section suggests that, as long as the Fourier phase of an 
image is maintained intact, the overall appearance of an image remains specious if the 
Fourier magnitude of the image is slightly modified. This hypothesis leads to a data 
hiding technique that promises high fidelity, capacity, security, and robustness of 
hidden message embedding and extraction which allows a virtually unsuspicious 
stego image to be transmitted unnoticed. The word stego will be used throughout  
the paper to describe the carrier image after having the hidden message embedded 
inside it. 

The extent to which the Fourier magnitude of the carrier image can be overloaded 
(with the hidden message embedding) depends on the amount of degradation that one 
is willing to allow to the stego image. Experimental results show that a typical hidden 
message image may be as large as half the size of the carrier image for an 
unnoticeable amount of noise artifacts in the stego image. 

Our choice of a carrier image is influenced by the most common image type 
exchanged over the internet, namely the Joint Photographic Experts Group (JPEG) 
image format. We thus start with a 24-bit Red, Green, Blue (RGB) color JPEG image 
as the carrier. One of the major concerns with typical data hiding techniques that use 
RGB color carrier images is the visible artifacts that may occur in the stego image due 
to embedding data directly in the individual (R,G,B) channels (which alter the 
carrier’s LSB of color values in common data hiding techniques). To overcome this 
potential problem, which compromises the security and raise suspicion of hidden data 
in the image, we adopt a color/brightness (also known as chrominance/luminance) 
separation strategy.  

There are several advantages to the separation of color from brightness information 
in image processing. Perceptual experimental evidence has established that the human 
visual system has a much higher sensitivity to changes in brightness than to color. 
Moreover, there seems to be general agreement that spatial resolution is markedly  
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lower in chromatic (chrominance) channels than in the achromatic (luminance) one, 
hence high frequency information, i.e. fine details and edges, come mainly from the 
luminance channel [27], [5]. Thus, in developing our data hiding framework we avoid 
altering the luminance information in the carrier image altogether. This is a stark shift 
from mainstream data hiding techniques used today. 

We choose to separate the color carrier image using the CIE L*a*b* color space 
[24], [11].  L*a*b* space is a nonlinear transformation of RGB space that specifies 
color in terms of human perception in a way that is independent of the characteristics 
of any particular imaging device. The L*a*b* color space separates the RGB image 
into a luminance channel (L), and two chrominance channels (a, b). In general the 
luminance channel suffers less noise artifacts than the chrominance channels [22]. 
Detailed information about the CIE color spaces can be found on their website at 
http://www.cie.co.at. 

These luminance/chrominance properties discussed above prompt us to embed two 
hidden messages inside the Fourier magnitude of the chrominance channels (one 
hidden message in the chrominance-a channel and a second hidden message in the 
chrominance-b channel) while preserving the luminance channel unaltered for optimal 
visual quality. This has an added advantage of reduced noise artifacts in the stego 
image with zero degredation in the original intensity brightness values, as well as 
increasing the capacity of data hiding by embedding double the amount of data since 
we are embedding in two chrominance channels instead of one luminance channel. 
The 2D Fourier transform of both the chrominance-a and chrominance-b channels are 
first computed and the magnitude spectrum is separated from the phase spectrum. Let 
Ca(u,v) be the Fourier transform of the chrominance-a channel and Cb(u,v) be the 
Fourier transform of the chrominance-b channel of the carrier image which can be 
expressed in polar form as: 

                                     Ca(u,v) = Ma(u,v).exp( j.θa(u,v) )  , 
Cb(u,v) = Mb(u,v).exp( j.θb(u,v) )                                     (2) 

where Mx = |Cx(u,v)| is the chrominance spectral magnitude of channel x, and θx(u,v) 
is its phase. 

The technique used to embed a hidden message image into the Fourier magnitude 
of the chrominance channels of the carrier image is to replace the high-frequency 
areas in the Fourier magnitude spectrum with the values of the hidden message’s 
image. This type of embedding prevents aliasing of the hidden message when 
extracted (which appears as a mirroring of parts of the hidden image from one side 
onto the opposite side and causes data loss). Figure 2 shows the ‘before’ and ‘after’ 
figures of the chrominance-a magnitude spectrum of a typical carrier image (figure 2-
(a)) when a hidden message image is embedded in the high frequency areas of this 
magnitude spectrum to produce a modified chrominance-a magnitude spectrum 
(figure 2-(b)). 
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Fig. 2. (a) A typical chrominance-a magnitude spectrum of the original carrier image before 
embedding occurs and (b) the embedded hidden image message in the high frequency region of 
this magnitude spectrum 

Similarly a second hidden message image is embedded in the high frequency areas 
of the chrominance-b magnitude spectrum of the same carrier image to produce the 
modified chrominance-b magnitude spectrum. These modified chrominance Fourier 
magnitudes Ma’(u,v) and Mb’(u,v) are then combined with the complex Fourier phase 
of the original chrominance channels to produce the Fourier stego spectrum of the 
chrominance channels as shown in equation (3), which when transformed back to the 
spatial domain gives us a modified chrominance-a channel (a’) and a modified 
chrominance-b channel (b’). Combining this with the L channel (L,a’,b’) and 
transforming back to the (R,G,B) color space, will produce the space-domain stego 
image which contains the hidden information. This is clearly depicted in the diagram 
of figure 3. 

Ca’(u,v) = Ma’(u,v).exp( j.θa(u,v) ) 
Cb’(u,v) = Mb’(u,v).exp( j.θb(u,v) )                                  (3) 

5 Recovery of Hidden Information 

Extraction of the hidden message image takes place in reverse order to the hiding 
process. Referring to figure 3 (bottom-up), first the (R,G,B) stego image is converted 
to the L*a*b* color space and the chrominance-a and chrominance-b channels are 
separated from the Luminance channel. The 2D Fourier transform of these extracted 
chrominance-a,b channels are then computed and their magnitude spectra are 
separated from their phase spectra. It is these magnitude spectra that contain the 
hidden secret images. The first hidden image is extracted from the high-frequency 
areas in the Fourier chrominance-a magnitude spectrum and the second hidden  
image is extracted from the high-frequency areas in the Fourier chrominance-b 
magnitude spectrum, making sure that the for-loop that is used to extract the  
hidden images is the same for-loop that was used to embed these hidden images.  
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This embedding-extraction loop can be considered as a security key for recovering the 
hidden data. Without knowing the correct embedding loop, it becomes a guessing 
game for successfully recovering the hidden information. 

 

 
Fig. 3. Block diagram showing the general steganography algorithm used to hide two message 
images inside the Fourier magnitude spectra of the chrominance-a and chrominance-b channels 
of the carrier image respectively after separating luminance from color information to 
preserving the luminance channel unaltered for optimal visual quality of the generated stego 
image 

To accurately compare our FFT-based data hiding techniques described in this 
paper with the most common methods used for data hiding it becomes necessary to 
assess the data loss issues (fidelity of stego and recovered data) that are inherent in 
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steganography algorithms. Steganographic systems that modify least-significant bits 
of the carrier image are often susceptible to visual attacks [28]. Visual attacks mean 
that one can see steganographic messages on the low bit planes of an image because 
they overwrite visual structures, which exists to some degree in all the image’s bit 
layers; this usually happens in BMP and GIF images. This is not true for our Fourier 
magnitude steganography method. The data hiding takes place in the frequency 
domain, and only the magnitude spectrum of the chrominance-a and chrominance-b 
channels of the carrier image are modified, leaving the luminance channel unaltered.  

Suspicious visual pattern artifacts may occur when data hiding takes place in the 
FFT magnitude of the luminance channel instead of the other two chrominance 
channels (figure 4-top). For our FFT-based technique, the implication of embedding 
two hidden images in the high frequency areas of the Fourier magnitude of the 
chrominance-a,b channels is an additive noise component in the spatial domain of the 
chrominance-a,b channels which appear as minor color artifacts in the stego image. 
The amplitude of the noise that appears in the stego image is proportionate to the 
variance of the hidden message image. The smaller the changes in the hidden image, 
the lower the noise that affects the colors of the stego image, and vice versa.  

Figure 4 shows a comparison between embedding a kitten 8-bit gray scale image 
(256 gray levels) in the high-frequency areas of the Fourier magnitude of the 
luminance channel (luminance stego shown in the top image set) and the same hidden 
kitten image embedded in the Fourier magnitude of the chrominance-a channel while 
not hiding any message in the chrominance-b channel for the sake of comparison with 
Luminance hiding (chrominance-a stego image shown in the middle image set). 
Looking at both the luminance and chrominance-a stego images it is clear that 
embedding the kitten gray scale image in the Fourier magnitude of the chrominance-a 
channel produces significantly less artifacts in the resulting stego image. Also when 
extracting the hidden kitten image it is very clear that the extracted kitten image from 
the chrominance-a stego image (bottom right image) has less noticeable artifacts in it 
than the extracted kitten image from the luminance stego image (bottom left image). 
Only when magnifying the chrominance-a stego image that one starts to see very 
unnoticeable color artifacts that do not affect the image and are unsuspicious, while it 
is clear from the magnified luminance stego image that it exhibits severe pattern noise 
artifacts that are much more suspicious. 

Figure 5 shows the results of embedding two 8-bit gray scale hidden images; the 
first is the kitten image and the second is a hand writing image, into the 24-bit Tiger 
color carrier image. The resulting color stego image shown in figure 5-(top) has no 
suspicious degradation which is visually confirmed from the high fidelity of the color 
stego image. Figure 5-(bottom) shows the two extracted hidden images from the color 
stego of figure 5-(top). It is clear that the extracted hidden images maintain their high 
quality and suffer minor degradations. 

6 Security Levels 

The data hiding process presented in this paper is based on manipulating spectral  
magnitude multiplied by spectral phase of color images (see equations (1) and (2)), 
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which is equivalent to manipulating the convolution of the spatial-domain magnitude 
image with the spatial-domain phase image (such as those in figure 1(b) and (c)). This 
has the effect of scattering the hidden image three times across all pixels of the carrier 
image; once when the embedded hidden image is transformed together with its 
magnitude spectrum host from the frequency domain to the space domain, and 
secondly, when this magnitude image is convolved with the phase image to produce 
the stego chrominance-a channel image, and finally when the colour stego (L,a,b)-
based image is transformed to the (R,G,B) color space, effectively distributing the 
hidden image information in the chrominance-a channel to all (R,G,B) channels, 
further enhancing the security of the final stego image. This FFT-based 
steganography method, thus, provides a three-layer security measure that can be 
exploited in secure data transmission over insecure networks. 

7 Robustness to Stego Medium Tampering 

To demonstrate the robustness of this image hiding technique to tampering 
degradations in the stego image, we simulate different tampering effects and attempt 
to extract the hidden image from the tamper-degraded stego image. We present a 
series of tampering applied to a red rose flower stego image which was embedded 
with the handwriting message image. The left column of figure 6 shows a series of 
Flower stego images with increasing areas of the images being removed. The right 
column of the figure shows the corresponding extracted hidden handwritten message 
images. It is clear that up to a 60% loss in the data of the stego image we will still be 
able to extract a relatively legible hidden message image, while at 98% data loss, the 
ghost of the image is still there but obviously unreadable. In these cases, a qualitative 
evaluation of the extracted hidden message image is more important than quantitative 
numbers, and clearly this image hiding technique works for severe cases of data loss 
in the stego image. 

Finally, in figure 7, we show two more tampering examples on the Flower stego 
image and the resulting extracted hidden message image. Figures 7-(a) and (b) show 
the Flower stego image with repaint tampering, and the corresponding extracted 
hidden message images. It is clear that even though with the increase in repaint 
tampering in the stego images, a corresponding increase in degradation occurs in the 
extracted hidden message images, the extracted handwritten message images are still 
legible to a high degree. 

Figure 7-(c) shows a tampered Flower stego image where the central area of the 
Flower is rotated by 90 degrees, and the corresponding extracted hidden message 
image. Figure 7-(d) shows an extreme case of rotation tampering where 80% of the 
Flower stego image is flipped vertical. The corresponding extracted hidden message 
image shown has been flipped horizontally after extraction from the tampered stego 
image to remove the mirror effect in the handwritten text due to the vertical flip of the 
stego image. In all these cases the extracted handwriting is still readable which 
demonstrates the robustness of our technique to these different types of tampering. 
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Fig. 4. (Top) Luminance stego image showing severe pattern artifacts, and (Middle) 
Chrominance_a stego image showing unnoticeable color artifacts, (Bottom Left) extracted 
kitten image from Luminance stego, (Bottom Right) extracted kitten image from 
Chrominance_a stego image 
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Fig. 5. (Top Left) Magnified area of original Tiger host image, (Top Right) Magnified area of 
the stego image with two different gray scale images embedded in its Chrominance_a and 
Chrominance_b spectra, showing unnoticeable color artifacts due to embedding the two hidden 
images, (Middle) Original Kitten and Hand Writing hidden images, (Bottom Left) extracted 
Kitten image from Chrominance_a and  (Bottom Right) extracted Hand Writing image from 
Chrominance_b, both showing minor degradations due to the embedding/extracting process 
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Fig. 6. A series of Flower stego images with increasing data loss tampering and their 
corresponding extracted hidden message images 
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Fig. 7. The Flower stego image with repainting and rotation tampering, and their corresponding 
extracted hidden message images 
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To understand how this image hiding technique is robust to these types of severe 
tamperings, we must recall that the hidden message image is not simply embedded in 
the individual pixels of the space-domain carrier image, but rather, in the frequency 
spectrum of the magnitude of the chrominance-a channel of the carrier image, and, as 
explained earlier, this is equivalent to scattering the hidden message image data over 
all the carrier image pixels. This explains why when 60% of the stego image data are 
lost or removed we can still retrieve the hidden message, albeit with some 
degradations. In other words, as long as 40% or more of the stego image data remains 
intact, we can extract the hidden message image with reasonable integrity. 

8 Conclusion 

This paper presented improvements to the original FFT-based data hiding framework 
which doubles the capacity of the stego image by allowing double the amount of data 
to be embedded in a color carrier image. This framework exploits spatial domain 
color properties of natural images combined with spectral properties of the Fourier 
magnitude and phase of these images to allow two relatively large sized hidden 
images (each to a maximum of half the size of the carrier image) to be robustly 
embedded and extracted with minor degradation. The advantages of this technique 
have been expressed throughout the paper and can be summarized in that this 
paradigm leads to a data hiding technique that provides high fidelity, double capacity 
with negligible degradation, high security, and robustness to tampering. 
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