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network crunch

Redistributia intre protocoale
de rutare
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Rute statice vs Protocoale de rutarecpPR

network crunch

» Protocoalele de rutare ofera:
Flexibilitate
Redundanta la nivel de rute
Scalabilitate
Automatizare

» Deci... de ce mai folosim rute statice?

Securitate
Simplitate

Siguranta

Universitatea Politehnica Bucuresti - Proiectarea Retelelor 4



P
Mai multe protocoale de rutare OPR

network crunch

» Conectivitate la fuzionarea companiilor
» Oferirea de servicii integrate de catre ISP catre clienti

» Obiective:
Folosire protocoale de rutare
Conexiune redundanta (la nivel de rute) intre cele 2 cladiri

Remote office Main office
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Redistributie OPR

network crunch

» Tn cadrul unui ruter pot rula mai multe protocoale de
rutare

» Redistribuirea rutelor

Informatiile invatate printr-un protocol trebuie transmise catre
alte protocoale

» Se poate realiza
Unde

One point
Multiple points
Cum
One-way: un protocol invata informatiile unui alt protocol

Two-way: ambele protocoale fac schimb de informatii
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Configurare

/OSPF

192.168.3.96/27 192.168.1.0/24

SPR

network crunch

s y

» Comanda “redistribute”
Unde?

EIGRPl\

Tn modul de configurare al protocolului de rutare in care se vor

adauga retelele
Ce?

Primeste ca parametru tipul de retele care vor fi adaugate
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Exemplu : OSPF — EIGRP O

network crunch

//bsPF : ‘ ' HGRhI\

192.168.3.96/27 192.168.3.160/27 192.168.3.192/27

S o 5 e

One-way:
router eigrp 1
network 192.168.3.0
redistribute ospf 1 metric|1000 100 1 255 1500
Two-way:
router ospf 1
redistribute eigrp 1 metric |100| metric-type 1 subnets
default-metric |50
network 192.168.3.33 0.0.0.0 area O

Metrica
injectata
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Metrica de intrare (seed metric) OPR

network crunch

» Setarea metricii implicite

Pentru toate rutele introduse

comanda (config-router)# default-metric

Pentru rute specifice la redistributia acestora

parametrul metric al comenzii ““redistribute”

» Se recomanda modificarea metricii implicite pentru a
satisface cerintele retelei

» A nu se confunda cu parametrul “metric-type” al OSPF.
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Metrici de intrare OPR

network crunch

Protocol sursa Protocol destinatie
/ RIP EIGRP OSPF ISIS BGP (MED)
Connected 1 Metrica int 20 (E2) 0 0
Static 1 Metrica int 20 (E2) 0 0
RIP - infinite 20 (E2) 0 Metrica IGP
EIGRP infinite - 20 (E2) 0 Metric3 IGP
OSPF Infinite Infinite 20 (E2) 0 Metrica IGP
ISIS Infinite Infinite 20 (E2) 0 Metrica IGP
BGP infinite infinite 1 (E2) 0 Metrica IGP
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Probleme potentiale OPR

network crunch

» Bucle de rutare

Se pot transmite informatii de rutare
despre un AS inapoi in acel AS

» Informatii incompatibile

Nemodificarea metricilor

» Inconsistenta timpilor de convergenta

Timpi diferiti de convergenta pentru
protocoalele intre care se realizeaza
redistribuirea
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Exemplu 1 - PoC

network crunch

0 OSPF/
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Exemplu 2 OWPR
/ [OLSOPOF]

QSPF

Realizeaza
redistribuirea
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Pasivizarea interfetelor O PR

network crunch

» Din modul de configurare al protocolului de rutare:

passive-interface [default] {interface-type interface-number}

Protocol Efect

RIP Actualizarile sunt primite - nu sunt trimise
EIGRP Nu mai sunt trimise pachete Hello

OSPF Nu mai sunt trimise pachete Hello

IS-1S

Nu mai sunt trimise pachete de Hello, dar sunt trimise
actualizari automate despre reteaua interfetei
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Exemplu - PoC
/RIP

network crunch

N

(ﬁ,

R4
S0/1 S0/0

\

S0/0 »
S<opp— Putem pasiviza

o S | una dintre
interfete

0 OSPF |
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Distante administrative

SPR

network crunch

» Din modul de configurare al protocolului de rutare

distance <value>

distance ospf {[intra-area <value>] [iInter-area <value>] [external <value>]}

Tipul rutei Distanta administrativa
Connected 0

Static 0 (interfata) / 1 (adresa IP)
EIGRP summary 5

EIGRP (internal) 90

OSPF 110

IS-IS 115

RIP 120

EIGRP (external) 170

iBGP 200

Universitatea Politehnica Bucuresti - Proiectarea Retelelor 17



Exemplu - PoC OPR

/RIP

Sursa de la
care primeste
update-uri

R3 (config)#router rip
R3 (config-router)#distance 100 192.168.34.4 0.0.0.0 2

R3 (config-router)#exit

R3 (config)#access-list 2 permit | LoO
R3 (config)#access-list 2 permit | Lol

Rutele ce
vor primi
DA=100

\OSPF
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Dezavantaje “distance” O P R

network crunch

» Greu de urmarit in configuratii complexe

» Nu e o solutie scalabila: se bazeaza pe intrari in ACL-uri

» IP-ul dat ca parametru in comanda reprezinta pentru
OSPF/IS-IS RID-ul, iar pentru celelalte protocoale de
rutare, IP-ul vecinului de |a care s-a primit update-ul

» Modificarea este locala:

Distanta administrativa noua nu este comunicata altor
rutere
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Liste distribuite OPR

network crunch

» Filtreaza numai update-urile de rutare, nu si pachetele
trimise

distribute-list {access-list-number | name} {in | out} [interface-type interface-number]
distribute-list prefix prefix_list_name {in | out} [interface-type interface-number]
distribute-list route-map route_name {in | out}

Protocol Efect

RIP Filtreaza actualizarile trimise/primite

EIGRP Filtreaza actualizarile trimise/primite din tabela de topologie
OSPF Filtreaza rutele ce vor intra in tabela de rutare

IS-1S Nu este suportat.
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Exemplu - PoC

network crunch

R3 (config)#router ospf 1
R3 (config-router)# distribute-list 1 in s0/1
R3 (config-router)#exit

R3 (config)#access-list 1 deny R4Lo0

R3 (config)#access-list 1 deny R4lol

R3 (config)#access-list 1 permit any

Despre ce /
QSPF retele sa nu j
primeasca din
OSPF
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Dezavantaje “distribute-list” O P R

network crunch

» Tn primul rand...

... filtrarea de rute se poate aplica in orice situatie; nu doar in
problema rutarii suboptimale

» Dezavantaje “aparente”?
Nescalabila: depinde de ACL-uri

» Optimizarea distribute-list

Folosind tehnici de route tagging (nu se mai folosesc ACL-uri
decat la identificarea initiala a traficului)
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Route-maps OPR

network crunch

» Cel mai puternic mecanism de manipulare de rute

» Structura
Asemanator IF/THEN/ELSE in programare
Actiune globala la nivelul fiecarei reguli (permit/deny)
Clauze match identifica traficul

Conform unui ACL
Conform protocolului de rutare
Conform dimensiunii pachetului, etc.

Clauze set specifica actiuni asupra pachetului identificat
Fortarea pachetului pe o anumita interfata (PBR)
Manipularea atributelor BGP

Metrica in protocolul de rutare
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Pacurgerea unui route-map OPR

network crunch

Actiunea

route-map my_map permit 10 ___— globala

{match statementl statement?2 =3-

Mai multe
statement-uri:
SAU logic

{match statement3 statement4 .}

by

Mai multe
match-uri:

Sl logic

{ set actionl }

route-map my map deny 20
{match statement 1}
route-map my map permit 30

{set action_default}

» Lipsa unei clauze match == match any
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Clauza match OPR

network crunch

Comanda Descriere
match interface | Interfata de iesire a rutelor
match ip address | Foloseste ACL si prefix-list

match ip next-hop | Adresa IP a urmatorului hop

match 1Ip route-

SoUrce ACL pentru sursa ruterului care a trimis actualizarea

match metric Metrica rutei
match route-type | Tipul rutei

match tag Tag-ul pe care il are ruta
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Clauza match — exemplu OPR

network crunch

» Daca nu este specificata comanda match, se considera
valide toate pachetele

» O declaratie match cu mai multe conditii — ACL1 sau ACL2

Router(config-route-map)# match ip 1 2

» Mai multe declaratii match — ACL1 si ACL2

Router(config-route-map)# match i1p 1
Router(config-route-map)# match i1p 2

Router(config)# access-list 1 permit 10.0.
0.0.

1.0 0.0.0.255
Router(config)# access-list 2 permit 1 2.0 0.0.0.255
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Clauza set OPR

network crunch

Stabileste urmatorul hop catre care sa fie trimis pachetul:

Router(config-route-map)#set i1p next-hop ip-address [... iIp-address]

Stabileste interfata de iesire pe care sa fie trimis pachetul:

Rougericonfig—route—map)#set interface iInterface-type interface-number [... type
number

Stabileste urmatorul hop, in cazul in care nu exista o ruta
explicita catre destinatie:

Router(config-route-map)#set ip default next-hop ip-address [...ip-address]

Stabileste interfata de iesire, in cazul in care nu exista o ruta
explicita catre destinatie:

Router(config-route-map)#set default interface interface-type interface-number
. type ..._.number]
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Logica unui route-map

ACL p13:
permit network 13
deny any

ACL d11p15

deny network 11
permit network 15
deny any

ACL d11p14
deny network 11

permit network 14 -

deny any

11,12,13,14,15,16

l

Permit

route-map RM
match ip address p13

13 (8]

v

11,12,14,15,16

|

Permit

route-map RM permit 19
match ip address d11p15

13,15 0O

v

11,12,14,16

|

route-map RM deny 28
match ip address d11p14

Deny

SPR

network crunch

rute distribuite

° rutele ce vor fi filtrare
° rute blocate

Null (C)

Null e

13,15 (8]

v

11,12,16

l

13,15

deny all

Deny

14 (c]

!

11,12,14,16 o
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/OSPF : EIGRPl\
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-
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M

Route-map in redistr

10.0.12.0/24 10.0.0.0/24

\_ Y, \{ "'/

R2(config)# router ospf 1
R2(config-router)# redistribute eigrp 1 subnets route-map eigrp_to_ospf
R2(config)#route-map eigrp_to_ospf permit 10
R2(config-route-map)#match i1p address eigrp_to_ospf
R2(config-route-map)#exit
R2(config-route-map)# do sh access-1 eigrp_to_ospf
Standard IP access list filter_isis
10 permit 10.0.12.0, wildcard bits 0.0.0.255
20 permit 10.0.0.0, wildcard bits 0.0.0.255
30 deny any

Doar retelele permise in ACL vor face match pe regula 10 si vor
fi redistribuite conform politicii globale ale regulii (permit).
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Policy-based routing




N
Policy-based routing OPR

network crunch

» Suprascrierea deciziilor de rutare implicite

» De ce?

» Rutarea traditionala este realizata doar pe baza adresei IP
destinatie

» Singura modalitate de a stabili inainte calea unui pachet ->
rutare statica (1p route)

» Permite rutarea pe baza mai multor factori, nu numai a adresei
destinatie

» Permite stabilirea de politici de rutare (in functie de
organizatie sau aspecte de securitate)

» Implementare: route-maps
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PBR facts OPR

network crunch

» Politicile de rutare se aplica la nivel de interfata
» Se poate aplica o singura politica pe o interfata

» Pentru a aplica o politica:

(config-1PH)# ip policy route-map <name>

» Pentru a afecta traficul generat de ruter:

(contig)# i1p local-policy route-map <name>

» Daca un pachet nu face match pe nici o regula de route-
map, acesta este trimis in procesul de rutare normal
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PBR — Exemplu OPR

______________________________________________________________________________________________________ network crunch

LAN 2
172.16.1.0/24

LAN 1
192.168.1.0/24

R1(config)#interface e0/0

R1(config-if)#ip policy route-map ISP1
R1(config)#interface e0/1

R1(config-if)#ip policy route-map 1SP2
R1(config)#route-map ISP1 permit 10
R1(config-route-map)#match ip address 1
R1(config-route-map)#set interface s0/0
R1(config)#route-map ISP2 permit 10
R1(config-route-map)#match i1p address 2
R1(config-route-map)#set interface s0/1
R1(config)#access-list 1 permit 192.168.1.0 0.0.0.255
R1(config)#access-list 2 permit 172.16.1.0 0.0.0.255

Universitatea Politehnica Bucuresti - Proiectarea Retelelor » 34



o
PBR - PoC O

network crunch

wip O

S0/1

R3 (config)#ip access-list extended LOR4
R3(config-ext-nacl)#permit ip any 4.0.0.0 0.255.255.255
R3 (config-ext-nacl)#exit
config)#route-map LOR4 permit 10
config-route-map)# match ip address LOR4

config-route-map)#exit

R3 (
R3 (
R3 (config-route-map)# set interface Serial0/0
R3 (
R3 (

config)# ip local policy route-map LOR4
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Sumar

network crunch

Redistributia protocoalelor de

rutare

Manipularea rutelor
Passive-interface
Distante administrative
Distribute-list

Policy Based Routing
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