
Curs 07 – Why Privacy?

Predicția în capitalismul supravegherii
1



Structura cursului

1. Why?

2. Cauzalitate

3. Măsurare

4. Modelare și eșantionare

5. Tehnici de analiză

6. Analiza datelor în RL

7. Why Privacy?
• Why? 
• Who cares?
• Capitalismul datelor
• Recoltarea datelor
• Reacții civice și legale

8. Anonimizarea, de-identificarea si 
pseudonimizarea datelor

9. Homomorphic Encryption. PIR

10. Differential Privacy

11. Membership inference

12. Federated Architecture. Multi-
Party Computation

13. Zero proof. Blockchain 
architectures
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Dar de ce?

Confidențialitatea datelor – dorință sau alegere?
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Privacy is not cake

Privacy is a choice



Privacy vs. Choice Enhancing 
Technology
• Information is fuel for choice

• The world becomes more predictable
• Google Search
• Google Maps & Waze
• Tripadvisor, Airbnb
• Facebook, LinkedIn
• Amazon, Tinder, Uber
• Generative AIs

• We become more predictable! (Harari)
• Who knows us?
• Who can manipulate us?
• Who can replace us?

https://www.bbc.com/news/av/technology-52441339


Tech = extending ourselves

• The plus side: Technologies extend us
• Extended memory
• Extended cognition
• Extended relationships
• Extended eroticism
• Extended imagination
• Extended desire
• Extended creativity? (Generative AI)

• The minus side: who pays?
• Technologies monetize selves
• For the profit of others

• Technologies downgrade us (Harris)

https://www.youtube.com/watch?v=vGx5n_CX72M


Tech = enhancing & monetizing  choice

• Tech = Vision + Business 

• Possible / Business / Probable
• How do business logics shape our 

choices?

• A new world order
• Surveillance capitalism
• Persistent data capture at scale
• To predict and change our actions
• 4th Industrial Revolution: integration of 

computing, big data and humans
• The AI/ML wave: organized algorithms 

make ethical decisions for and about us
• The Generative AI wave: algorithms 

predict what would we create

https://www.youtube.com/watch?v=FcADchWhwUk


When have I been manipulated?

•Manipulation through time

•Micro-moments: Cumulative, long-standing 
real-time intervention with feedback loops

•Invisible & un-explainable algorithmic 
decisions that classify and target us

•Deep change in culture and nature through 
fast-paced technological disruptions



Oliver Sacks:
The eternal present

•Oliver Sacks, 2019, The Machine Stops

•Manipulation is not a big change of mind or 
hearts, but minuscule shifts in relevance and 
action

- Induced through nudges, prompts, and 
feedback loops

- It occurs in the continuously adaptive present

https://www.newyorker.com/magazine/2019/02/11/the-machine-stops


Stewart Brand: 
Pace layering

•Stewart Brand, Pace layering diagram; see his discussion 
here 
•Fast changes in the upper layers trickle down to the 
deeper layers
•How do digital technologies change human nature?

• Creativity
• Reading & writing
• Memory
• Attention
• Love
• Friendship and trust

https://jods.mitpress.mit.edu/pub/issue3-brand/release/2


Why now?

• Global legal changes
• The AI Act – under elaboration
• The Digital Services Act in EU – from 2024 
• The GDPR in EU – since May 25th, 2018
• The California Consumer Privacy Act (CCPA) – 

since January 1st, 2020

• Anti-trust investigations
• Ex. EU anti-trust decisions against Google 

(2017, 2018, 2019, 2022, 2023)
• US House Judiciary Committee investigation on 

Google, Facebook, Amazon and Apple (Sept. 
2020 Report)

• US antitrust cases (Source) – eg California 
against Amazon, 2022

• Collective action through NGOs

https://www.europarl.europa.eu/news/en/headlines/society/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_1770
https://www.reuters.com/technology/eu-courts-wed-ruling-record-44-bln-google-fine-may-set-precedent-2022-09-14/
https://www.nytimes.com/2023/06/14/technology/google-antitrust-european-union.html
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519
https://www.channele2e.com/business/compliance/big-tech-antitrust-regulatory-breakup-updates/
https://www.theguardian.com/technology/2022/sep/14/california-amazon-antitrust-lawsuit-higher-prices
https://www.theguardian.com/technology/2022/sep/14/california-amazon-antitrust-lawsuit-higher-prices


AI Act – High stakes

• Live facial recognition

• Emotional recognition in 
workplaces, immigration

• If you make a weapon or biothreat 
with an AI model, the company will 
also be liable – fined up to 6% or 
banned from the EU

• Submitting list of data sources for 
model training to the Commission

• Reporting electricity consumption



Collective action 
through NGOs

• European Digital Rights EDRi (EU)

• Asociația pentru Tehnologie și Internet APTI 
(Ro)

• Center for Humane Technology (US)

• Privacy International (UK)

• Electronic Frontier Foundation EFF (US)

https://edri.org/
https://www.apti.ro/gdpr-pt-ong
https://www.humanetech.com/
https://privacyinternational.org/
https://www.eff.org/


Cui îi pasă?

Inechitățile și daunele capitalismului supravegherii
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• Shoshanna Zuboff: Noted for her work on surveillance 
capitalism.

• Roger McNamee: Early investor in Facebook.

• Tristan Harris: Former design ethicist at Google and co-
founder of the Center for Humane Technology.

• Jaron Lanier: Prominent tech philosopher and critic.

• Justin Rosenstein: Co-creator of the Facebook "like" 
button.

• Cathy O’Neill: Known for her insights on algorithms and 
data science ethics.

• Anna Lembke: Addiction expert at Stanford University, 
highlighting the addictive nature of technology

The Social Dilemma - Experts



Tristan Harris

• Computer scientist, ethicist, 
businessperson

• Founder of  Center for Humane 
Technologies

• Interviews
• Downgrading the human

• Can truth survive Big Tech?

• TED Talks: How a handful of tech 
companies control billions of minds every 
day

https://www.tristanharris.com/videos-interviews-1
https://www.youtube.com/watch?v=vGx5n_CX72M
https://www.youtube.com/watch?v=wHQQFOv7QgQ
https://www.youtube.com/watch?v=C74amJRp730
https://www.youtube.com/watch?v=C74amJRp730
https://www.youtube.com/watch?v=C74amJRp730


Jaron Lanier

• Computer scientist and 
philosoper, composer,  
businessperson

• Founder of virtual reality

• Web

• Interviews
• How social media ruins your 

life
• TED Talk: How we need to 

remake the Internet

http://www.jaronlanier.com/
https://www.youtube.com/watch?v=kc_Jq42Og7Q
https://www.youtube.com/watch?v=kc_Jq42Og7Q
https://www.youtube.com/watch?v=qQ-PUXPVlos
https://www.youtube.com/watch?v=qQ-PUXPVlos


Justin Rosenstein

• Software programmer and 
entrepreneur

• Co-founder of Asana

• Developer of the Facebook Like 
button 

• Interviews
• Why not a Dislike button?

https://www.youtube.com/watch?v=11WbGqALF_I


Tim Kendall

• Tech CEO

• CEO of Moment, an app that 
helps adults and children use 
their phones in healthier 
ways

• Former director of monetization 
at Facebook and president of 
Pinterest

• Interviews

• On Social Dilemma and social 
media addiction

https://www.youtube.com/watch?v=qjN30XGcfXw
https://www.youtube.com/watch?v=qjN30XGcfXw


Capitalismul 
datelor

Personalizare și profiluri digitale
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Source, 2023

Cele mai valoroase companii, 2023

https://www.visualcapitalist.com/the-50-most-valuable-companies-in-the-world-in-2023/


Personalizare & 
predicție:

- Predicție prin A/B testing
- Predicție prin adicție
- Predicție prin profiluri digitale & ML
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„Data is the new oil”

Source

https://ediscoverytoday.com/2023/04/20/2023-internet-minute-infographic-by-ediscovery-today-and-ltmg-ediscovery-trends/


Sursa Sursa

https://www.statista.com/chart/22677/the-age-of-the-tech-giants/
https://www.statista.com/chart/28237/annual-sales-of-gafam-companies/












Capitalismul datelor

• Modelul de afaceri Google, 
Facebook etc. depinde de 
marketingul algoritmic 
personalizat (AdTech)

• Piețele de date sunt în 
expansiune

• GenerativeAI solicită și mai 
multe date pentru 
antrenament
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Recoltarea datelor
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Date colectate legal
(conform T&C)

Date captate clandestin, în umbra T&C
Imagini, texte recoltate fără copyright

Scurgeri, atacuri

Controlul asupra datelor 
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🔓 Data Breaches in 2023

🌐 MOVEit Data Breach (May 2023)

• 👥 Individuals Impacted: 17.5 million

• 📂 Sensitive Data: PII

• 👿 Perpetrator: Clop (Russian-linked 

group)

• 🛠 Method: SQL injection (CVE-2023-

34362)

• 🏛 Notable Victims: Universities & 

Organizations

• 📝 Context: Globally-used MFT 

software’s critical vulnerability exploited, 

affecting various sectors.

🧪 Enzo Biochem Data Breach (April 2023)

• 👥 Individuals Impacted: 2.5 million

• 📂 Sensitive Data: PII and potential medical data

• 👿 Perpetrator: Unspecified (Ransomware 

attack)

• 📝 Context: Pioneer in medical diagnostics and 

treatments experienced significant data 

compromise.

💊 PharMerica Data Breach (March 2023)

• 👥 Individuals Impacted: 6 million

• 📂 Sensitive Data: PII, healthcare-focused

• 👿 Perpetrator: Money Message ransomware 

group
Source, 2023

https://sites.udel.edu/threat/2023/08/08/major-security-breaches/


Source: CrackedLabs 36

https://crackedlabs.org/en/corporate-surveillance


Mașinăria de supraveghere Oracle

Oracle claims it has & sells extensive data 
on 5 billion world citizens (out of 8)

A suit filed in Aug. 2022 in California by 3 
privacy activists & researchers

Commenting on the suit in a statement, 
Ryan said: “Oracle has violated the 
privacy of billions of people across the 
globe. This is a Fortune 500 company on 
a dangerous mission to track where 
every person in the world goes, and what 
they do. We are taking this action to stop 
Oracle’s surveillance machine.”

37

Source, Aug 2022

https://techcrunch.com/2022/08/22/oracle-us-privacy-class-action/


A massive data 
breach at Uber?

• What would become 
known about us?

• What could be 
inferred about us?



Source, 2023

https://www.technologyreview.com/2023/01/10/1066500/roomba-irobot-robot-vacuum-beta-product-testers-consent-agreement-misled/?truid=*|LINKID|*&utm_source=the_download&utm_medium=email&utm_campaign=the_download.unpaid.engagement&utm_term=*|SUBCLAhttps://www.technologyreview.com/2023/01/10/1066500/roomba-irobot-robot-vacuum-beta-product-testers-consent-agreement-misled/


Tech surveillance when abortion is 
criminalized

• What data could be used 
against women prosecuted 
for abortion?

• Online purchases (medicines, 
etc.)

• Search history

• Social media posts

• Chat messages

• Location history
• GPS

• Mobile signal

• Image recognition on car plates

Source, Jul. 2022

https://www.nytimes.com/2022/07/13/technology/personaltech/abortion-privacy-roe-surveillance.html


Date captate de Facebook
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WSJ, 2019

42

https://www.wsj.com/articles/you-give-apps-sensitive-personal-information-then-they-tell-facebook-11550851636


WSJ, 2019

43

https://www.wsj.com/articles/you-give-apps-sensitive-personal-information-then-they-tell-facebook-11550851636


Date captate de brokerii 
de date

• Cele 10 aplicații studiate au transmis 
date spre 135 terțe  părți implicate in 
AdTech

• Android Advertising ID a fost 
transferat spre 70 terțe părți

• Alte date transmise: adresa IP, locația 
GPS, gen, vârstă, diferite activități ale 
utilizatorilor inclusiv date foarte 
sensibile (din aplicații de dating sau 
sănătate)

44Norwegian Consumer Council 2020

https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf


45Norwegian Consumer Council 2020

https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf


Data enrichment 
companies can leak 
information about us 
to unprecedented 
levels.



https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Date 
scurse / 
furate
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https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


Massive breach: Shanghai Police, 2022

Source, July 2022 48

https://www.theregister.com/2022/07/05/shanghai_police_database_for_sell/


Massive breach: Aadhar, India’s ID database

Source, March 2018

Known as Aadhaar, the government ID database 
is packed with identity and biometric 
information -- like fingerprints and iris scans -- 
on more than 1.1 billion registered Indian 
citizens, official figures show. 

Anyone in the database can use their data -- or 
their thumbprint -- to open a bank account, buy 
a cellular SIM card, enroll in utilities, and even 
receive state aid or financial assistance. 

Even companies, like Amazon and Uber, can tap 
into the Aadhaar database to identify their 
customers.

49

https://www.zdnet.com/article/another-data-leak-hits-india-aadhaar-biometric-database/
https://uidai.gov.in/enrolment-update/ecosystem-partners/state-wise-aadhaar-saturation.html
https://www.buzzfeed.com/pranavdixit/amazon-is-asking-indians-to-hand-over-their-aadhaar-indias?utm_term=.dfdEkRyQAw#.bfZov7Yz3L
https://www.buzzfeed.com/pranavdixit/airbnb-uber-and-ola-may-start-using-aadhaar-indias?utm_term=.vhXD8YQwbV#.xaOlQGawek


Security breach: Twitch

• Among the information hackers 
obtained and leaked were Twitch’s 
source-code, internal security 
protocols, and earning records of many 
streamers. [1]

• Twitch's top streamers each made 
millions of dollars from the Amazon-
owned company in the past two years.
[2]

Sources: [1] [2], Oct. 2021 50

https://www.jdsupra.com/legalnews/recent-data-breach-at-twitch-exposes-2128405/
https://www.bbc.com/news/technology-58817658


Massive breach & long-term hacking: Syniverse

Source, Oct. 2021 51

https://www.vice.com/en/article/z3xpm8/company-that-routes-billions-of-text-messages-quietly-says-it-was-hacked


Recunoașterea facială masivă – Clarivate AI

52Source, Oct. 2021 Source, March 2022

https://www.wired.com/story/clearview-ai-new-tools-identify-you-photos/
https://www.reuters.com/technology/exclusive-ukraine-has-started-using-clearview-ais-facial-recognition-during-war-2022-03-13/


ChatGPT image 
to text tool
• It can suggest recipes 

from a photo of your 
fridge, but…

• It can possibly become 
a tool of massive facial 
recognition

53

Source, 2023

https://www.nytimes.com/2023/03/14/technology/openai-new-gpt4.html


Severe implications of facial recognition

• “In 2016, Georgetown Law researchers 
estimated that approximately one out of four 
state and local law enforcement agencies 
had access to the technology”

• “In response to privacy and ethical concerns, 
and after the protests over George Floyd’s 
murder in 2020, some technology 
companies, including Amazon, Microsoft, 
and IBM, pledged to either temporarily or 
permanently stop selling facial recognition 
technologies to law enforcement agencies.” 

Lee and Chin (2022)
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Project Megapixels – investigating datasets

• Over 24 million non-cooperative, non-consensual 
photos in 30 publicly available face recognition 
and face analysis datasets

• Over 15 million face images are from Internet search 
engines, over 5.8 million from Flickr.com, 

• over 2.5 million from the Internet Movie Database 
(IMDb.com)

• nearly 500,000 from CCTV footage
• Over 6,000 of the images were from US, British, Italian, 

and French embassies (mostly US embassies)

• All images were collected without any explicit 
consent ("in the wild“)

• Only about 25% of the citations are from the 
United States while the majority are from China

55Project Megapixels

https://megapixels.cc/research/munich_security_conference/


Project 
Megapixels

• “several computer vision image 
datasets created by US 
companies and universities 
were unexpectedly also used 
for research by the National 
University of Defense
Technology in China, along 
with top Chinese surveillance 
firms including SenseTime, 
SenseNets, CloudWalk, 
Hikvision, and Megvii/Face++ 
which have all been linked to 
oppressive surveillance in the 
Xinjiang region of China”

56Project Megapixels

https://megapixels.cc/research/munich_security_conference/


Cars are a privacy nightmare – Mozilla, 2023

• 🌐 Widespread Data Collection:

• 😟 Concern: All 25 car brands studied failed 

Mozilla Foundation's privacy tests.

• 🔄 Usage: 21 brands share, review, or sell collected 

data.

• 🛏 Intimate & Unexpected Data Points:

• 🔍 Findings: Six companies can collect extremely 

personal information, like medical and genetic 

data.

• 🚘 Nissan includes data regarding "sexual activity".

• 🚘 Kia can process information about your “sex 

life,” “political opinions,” “religious beliefs,” and 

even "trade union membership".

• 🌎 Exploitation & Future Implications:

• 📈 Use Case: Data utilized to infer aspects like 

intelligence and interests, fueling a $1.5tn 

potential market in new services (according to 

McKinsey).

• ⚠️ Security Issues: Tesla, facing previous 

criticisms, failed all review areas - including 

security and data control.

• 🛑 Resistance & User Control:

• EU Leadership: Renault & Dacia (Europe-based) 

were the only brands allowing users to delete 

their personal data, compliant with GDPR.

• 🔏 Security: Inability to confirm if any brand 

meets minimum security standards.
Source, 2023

https://www.theguardian.com/business/2023/sep/06/cars-collect-extensive-personal-data-on-drivers-study-warns


Date captate de 
mașini

• Cars not only know how much we 
weigh but also track how much weight 
we gain. They know how fast we drive, 
where we live, how many children we 
have — even financial information. 
Connect a phone to a car, and it 
knows who we call and who we text.

• But who owns and, ultimately, 
controls that data? And what are 
carmakers doing with it?

58Hanvey 2019, NY Times The Privacy Project

https://www.nytimes.com/2019/05/20/opinion/car-repair-data-privacy.html


Source

Date captate de 
paturi

https://time.com/5592792/a-wake-up-call-on-smart-beds-and-sleep-apps-that-collect-your-data/


Bruce Schneier:
Date captate de frigidere

• „Last year, when my refrigerator broke, the 
serviceman replaced the computer that controls it. I 
realized that I had been thinking about the 
refrigerator backwards: it’s not a refrigerator with a 
computer, it’s a computer that keeps food cold.”



Profiluri digitale 

• Urme digitale procesate prin ML
• Factuale și inferate
• Cumpărate și consolidate
• Cvasi-anonime: Unique ID 

• Individualizate și colective
• Ce facem noi
• Ce fac cei din „audiențe similare” 

(lookalike audiences)

61
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Digital 
Profile

Data flows

Harvested, 
bought, 
inferred

Unique IDs

Lookalike 
audiences

Prediction 
& feedback 

loops



Avem oare un geamăn 
zombie digital?

Social Dilemma
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Shoshanna Zuboff: 
Surveillance capitalism

• Data – Prediction products – Behavior modification
• Business model

• Scale

• Consolidation

• Interviews: The Intercept, The Guardian

64

https://theintercept.com/2019/02/02/shoshana-zuboff-age-of-surveillance-capitalism/
https://www.theguardian.com/books/2019/oct/04/shoshana-zuboff-surveillance-capitalism-assault-human-automomy-digital-privacy


Surveillance capitalism
• “Once we searched Google, but now Google searches 

us. Once we thought of digital services as free, but 
now surveillance capitalists think of us as free.”

• “Economies of action”: systems designed to modify 
our behavior for commercial outcomes

• “It is no longer enough to automate information flows 
about us; the goal now is to automate us.”

• “We are trapped in an involuntary merger of personal 
necessity and economic extraction”

65



Frederike Kaltheuner 
Privacy International report

• “More than 600 apps had access to 
my iPhone data” (BBC interview)

• “Over the course of a single week, 
Quantcast has amassed over 5300 
rows and more than 46 columns 
worth of data including URLs, time 
stamps, IP addresses, cookies IDs, 
browser information and much 
more” (PI investigation)

66 66

https://www.bbc.com/news/business-43697133
https://privacyinternational.org/long-read/2433/i-asked-online-tracking-company-all-my-data-and-heres-what-i-found


Invasion story

• Datele sunt “bizar de specifice”

• Prezise/inferate:  gender, age,  number 
of children and their ages, education 
level, and gross yearly household income

• Travel and leisure to Canada

• Frequent transactions in Bagel 
Restaurants

• City Prosperity:World-Class Wealth

• Alcohol at Home Heavy Spenders

• Baby Nappies & Wipes
• “wrong, very wrong”

(PI investigation)

67

https://privacyinternational.org/long-read/2433/i-asked-online-tracking-company-all-my-data-and-heres-what-i-found


• “It is impossible for me to understand 
why I am classified and targeted the 
way I am; 

• It is impossible to reconstruct which 
data any of these segmentations are 
based on and - most worryingly – 

• It is impossible for me to know 
whether this data can (and is) being 
used against me.”

 (PI investigation)

68

https://privacyinternational.org/long-read/2433/i-asked-online-tracking-company-all-my-data-and-heres-what-i-found


Reacții civice și legale

69



Reacții civice și legale

• Reglementări legale
• The Digital Services Act in EU – from 2024 

• The GDPR in EU – since May 25th, 2018

• The California Consumer Privacy Act (CCPA) – 
since January 1st, 2020

• Investigații anti-trust
• Ex. EU anti-trust decisions against Google 

(2017, 2018, 2019, 2022)

• US House Judiciary Committee investigation on 
Google, Facebook, Amazon and Apple (Sept. 
2020 Report)

• US antitrust cases (Source) – eg California 
against Amazon, 2022

• Acțiune colectivă prin ONG-uri

https://digital-strategy.ec.europa.eu/en/policies/digital-services-act-package
https://en.wikipedia.org/wiki/General_Data_Protection_Regulation
https://en.wikipedia.org/wiki/California_Consumer_Privacy_Act
https://ec.europa.eu/commission/presscorner/detail/en/IP_19_1770
https://www.reuters.com/technology/eu-courts-wed-ruling-record-44-bln-google-fine-may-set-precedent-2022-09-14/
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519
https://judiciary.house.gov/uploadedfiles/competition_in_digital_markets.pdf?utm_campaign=4493-519
https://www.channele2e.com/business/compliance/big-tech-antitrust-regulatory-breakup-updates/
https://www.theguardian.com/technology/2022/sep/14/california-amazon-antitrust-lawsuit-higher-prices


Source, 
Sept. 2022
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https://www.statista.com/chart/25691/highest-fines-for-gdpr-breaches/


GDPR vs Google Analytics

• Dec. 2021: The use of Google Analytics on 
NetDoktor violates GDPR (Austrian Data 
Regulator) (Wired)

• Dec. 2021: European Parliament’s Covid-19 
testing website breached GDPR by using cookies 
from Google Analytics and Stripe (European 
Data Protection Regulator) (Wired)

• July 2020: Privacy Shield, use to transfer data 
from EU to US, is invalid (European Court of 
Justice) (Wired)

• Data are not protected from access by US 
intelligence agencies

72

https://www.wired.com/story/google-analytics-europe-austria-privacy-shield/
https://www.wired.com/story/google-analytics-europe-austria-privacy-shield/
https://www.wired.co.uk/article/privacy-shield-ruling


Privacy activism: noyb.eu 
My privacy is none of your business

73



Source

https://noyb.eu/en/buy-phone-get-tracker-unauthorized-tracking-code-illegally-installed-android-phones


Source Source

https://dataprivacymanager.net/5-biggest-gdpr-fines-so-far-2020/
https://www.laquadrature.net/


Federal Trade 
Commission 
privacy fines

• Human rights (EU) vs. 
consumer choice (US)

• “Despite repeated 
promises to its billions of 
users worldwide that they 
could control how their 
personal information is 
shared, Facebook 
undermined consumers’ 
choices”

Source
76

Source

https://www.ftc.gov/news-events/press-releases/2019/07/ftc-imposes-5-billion-penalty-sweeping-new-privacy-restrictions
https://www.statista.com/chart/18805/highest-penalties-in-privacy-enforcement-actions-worldwide/


Concluzii
• Tehnicile de analiză a datelor identifică patternuri

• Capitalismul supravegherii se bazează pe personalizare 
prin...

• Colectarea masivă de date personale

• Agregarea de profiluri digitale individuale

• Țintirea prin mesaje comerciale, politice personalizate

• Predicția & imitarea creativității umane: generative AI

• Google: extinderea modelului de business AdSense bazat pe 
personalizare prin datele din cuvintele cheie

• Evoluția AdTech și a profilării digitale

• Controverse
• Degradarea autonomiei individuale
• Discriminarea algoritmică
• Înlocuirea indivizilor prin predicția gândirii umane 77
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