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Intreruperi

* Un eveniment extern procesului care este in executie.
Evenimentul provoaca o schimbare in fluxul normal al executiei
instructiunilor; de obicei, generat de dispozitive hardware
externe CPU-ului.

* Punctul cheie este ca intreruperile sunt asincrone fata de
procesul curent.

* De obicei, indica faptul ca un anumit dispozitiv necesita atentie.




De ce avem nevoie de ele?

* Sistemele de calcul au multe periferice externe

— Tastatura, mouse, ecran, unitati memorie, scanner, imprimanta, placa de
sunet, camera web etc.

— Toate aceste dispozitive au nevoie ocazional de interactiune cu procesorul

e Dar nu putem sa stim cand
— Vrem sa tinem CPU ocupat (sau in sleep) intre evenimente

— Trebuie sa existe un mecanism prin care CPU determina care periferic are
nevoie de atentie




Solutie posibila: polling

* CPU verifica periodic daca un periferic are nevoie de atentie

— Polling este ca si cum te-ai uita la telefon in fiecare secunda ca sa verifici
daca cineva te suna
— Pro: poate fi eficient daca evenimentele vin in succesiune rapida

— Con: tine procesorul ocupat chiar si atunci cand nu se petrece nici un
eveniment




Alternativa: Intreruperi

Fiecare periferic are o linie
prin care poate sa semnalizeze
procesorului ca are nevoie de
atentie (IRQ)

Cand un IRQ soseste la
procesor, se lanseaza o rutina
de tratare a intreruperii
(interrupt handler)

Nu exista nici un ciclu pierdut
atunci cand nu exista cereri de
intrerupere

=> Interrupt

Peripheral 1

Peripheral 2

Peripheral 3

Peripheral 4

=> Peripheral P sends int X

Interrupt
controller

O Execute P’s X handler

CPU




Cum functioneaza intreruperile?

= Interrupt
O Clear interrupt

Peripheral 1

=> Peripheral P sends int X O Execute P’s X handler

. € ACKP’sint X € ACKP’sint X
Peripheral 2

Interrupt

controller S

Peripheral 3

De ce e mai eficient sa avem un
controller dedicat pentru intreruperi?

Peripheral 4

LU




Controllerul de intreruperi

« Trateaza intreruperi simultane
* Receptioneaza cereri de intrerupere in timp
ce procesorul trateaza
« Seteaza flag-uri de intrerupere
« CPU poate sa faca poll pe aceste flag-uri in
loc sa sara imediat intr-un interrupt handler

* Multiplexeaza multe linii de IRQ la putine
linii
e CPU nu are nevoie de o linie dedicata de
IRQ la fiecare periferic

Fun fact: Controllerele de
intreruperi au fost circuite
integrate separate!

Intel 8259A IRQ chip




Cum sa lucrezi cu intreruperi

1.Procesorul initializeaza perifericul si activeaza intreruperile pe
care doreste sa le primeasca de la acel periferic

2.Procesorul initializeaza controlerul de intreruperi cu o lista de
prioritati pentru fiecare intrerupere activata

3.Codeaza rutina de tratare a intreruperii si plaseaz-o in memoria
de program a.i. procesorul s-o execute atunci cand este nevoie

4.Dupa rularea rutineri de tratare a intreruperii, revino la executia

normala a codului




Sequential execution

of program commands PROGRAM
program control
l jumps to ISR
ISR
-
l ISR execlute;s
H/W interrupt to completion
caught here 4
program control
returns to interrupted
l program
v

Sequential execution
of program picks up
where it left off

https://www.scaler.com/topics/operating-system/interrupt-handling/



https://www.scaler.com/topics/operating-system/interrupt-handling/

Executia rutinelor de tratare a intreruperilor

INTRERUPERE

1. Asteapta ca instructiunea curenta sa se execute

2. Salveaza PC in stiva

3. Salveaza toate registrele active in stiva

4. Salt la adresa rutinei de tratare a intreruperii (RTI) specificata in tabela de
vectori de tratare a intreruperilor

5. La intoarcerea din RTI, reface registrele active si PC salvate pe stiva




Intreruperi la ATmega324P

e 32 intreruperi
specificate in ordinea
prioritatii

* Toate sunt mascabile
* Mai putin RESET

* Un periferic poate avea
unul sau mai multi
vectori de intrerupere

Vector Program
No. Address”? | Source Interrupt Definition
1 |s0000™ | RESET Watehdog Reset and JTAG AVR Reset
2 $0002 INTO External Interrupt Request 0
3 $0004 INT1 External Interrupt Request 1
4 $0006 INT2 External Interrupt Request 2
5 $0008 PCINTO Pin Change Interrupt Request 0
6 $000A PCINT1 Pin Change Interrupt Request 1
7 $000C PCINT2 Pin Change Interrupt Request 2
8 $000E PCINT3 Pin Change Interrupt Request 3
9 $0010 WDT Watchdog Time-out Interrupt
10 $0012 TIMER2_COMPA Timer/Counter2 Compare Match A
11 $0014 TIMER2_COMPB Timer/Counter2 Compare Match B
12 $0016 TIMER2_OVF Timer/Counter2 Overflow
13 $0018 TIMER1_CAPT Timer/Counter1 Capture Event
14 $001A TIMER1_COMPA Timer/Counter1 Compare Match A
15 $001C TIMER1_COMPB Timer/Counter1 Compare Match B
16 $001E TIMER1_OVF Timer/Counter1 Overflow
17 $0020 TIMERO_COMPA Timer/Counter0 Compare Match A
18 $0022 TIMERO_COMPB Timer/Counter0 Compare match B
19 $0024 TIMERO_OVF Timer/Counter0 Overflow
20 $0026 SPI_STC SPI Serial Transfer Complete
21 $0028 USARTO0_RX USARTO Rx Complete




Mecanismul de tratare al intreruperilor la ATmega324P

Finalizeaza instructiunea curenta
Push la PC + 2 in stiva
Push la SREG si orice alte registre generale folosite in bucla principala

Salt la adresa din tabela vector intreruperi corespunzatoare tipului
intreruperii sosite

n tabeld trebuie s& fie un jmp la RTI

Executie RTI

La retur din RTI, pop la registre generale utilizate, pop la SREG
Pop la PC + 2 -> reluarea executiei in bucla main()
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Initializare intreruperi pentru un periferic in avr-gcc

Sa zicem ca vrem sa activam intreruperile |la
receptionarea unui caracter pe interfata USART

Setam bitul din registrul perifericului (USART) care activeaza
intreruperea (RXCIEO din UCSRBO) — local interrupt enable

Setam bitul / din SREG — global interrupt enable
Scriem codul pentru RTI — ISR(USARTO_RX_vect)

Bit 7 6 5 4 3 2 1 0
0x3F (0x5F) 1 T H S \' N z Cc
Read/Write R/W R/W R/W R/W R/W R/W R/W R/W
Initial Value 0 0 0 0 0 0 0 0

SREG




Exemplu: intreruperi externe la ATmega324P

- ATmega324P are 3 linii de intrerupere externa (INTO,
INT1 si INT2)

- Orice periferic extern conectat la una din aceste linii

poate genera o intrerupere prin schimbarea valorii
logice a pinului

- Chiar si un buton




Exemplu: intreruperi externe la ATmega324P

Bit 7 6 5 4 3 2 1 0
(0x69) I - - ISC21 1ISC20 ISC11 ISC10 ISC01 ISC00 | EICRA
Read/Write R R RW R/W R/W R/W R/W R/W
Initial Value 0 0 0 0 0 0 0 0
ISCn1 ISCn0 | Description

0 0 The low level of INTn generates an interrupt request.

0 1 Any edge of INTn generates asynchronously an interrupt request.

1 0 The falling edge of INTn generates asynchronously an interrupt request.

1 1 The rising edge of INTn generates asynchronously an interrupt request.
Bit 7 6 5 4 3 2 1 0
oxiD(Ox3D) | - - | - - - INT2 INT1 IINTO | EmMsk
Read/Write R R R R/W R/W R/W
Initial Value 0 0 0 0 0 0 0 0

* Bits 2:0 — INT2:0: External Interrupt Request 2 - 0 Enable

When an INT2:0 bit is written to one and the I-bit in the Status Register (SREG) is set (one), the corresponding
external pin interrupt is enabled. The Interrupt Sense Control bits in the External Interrupt Control Register,
EICRA, defines whether the external interrupt is activated on rising or falling edge or level sensed. Activity on
any of these pins will trigger an interrupt request even if the pin is enabled as an output. This provides a way of

generating a software interrupt.

(PCINT13/MOSI) PB5
(PCINT14/MISO) PB6
(PCINT15/SCK) PB7
RESET
vce
GND
XTAL2
XTAL1
(PCINT24/RXD0) PDO
= = =(RCINT250X R0} RO /=
| (PCINT26/RXD1/INTO) PD2

@ 44,,42, 40
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Exemplu: intreruperi externe la ATmega324P

Probabil cel mai simplu

exemplu de cod cu intreruperi <o vect)
{

ISR se executa atunci cand | PORTC = (1 << PC0);
pinul INTO are valoarea O
()
. e . {
sei() seteaza bitul | din SREG DoRC | (1 - PCo).
cli() 11 dezactiveaza cei(); o

Bucla principala cicleaza la (1);
infinit }
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Rezultatul compilarii

<

<«

\

0000000 <__vectors>:

__vectors():

@: Oc 94 3e 0O jmp Ox7c Ox7c <__ctors_end>

4: Oc 94 48 00 jmp 0x94 0x94 < vector 1>

8: Oc 94 48 00 jmp 0Ox90 0x90 <__bad_interrupt>
C: Oc 94 48 00 jmp 0x90 0x90 <__bad_interrupt>
10: Oc 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
14: @c 94 48 00 jmp Ox90 ; O0x90 <__bad_interrupt>
18: Oc 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
1c: Oc 94 48 00 jmp Ox90 ; 0x90 <__bad_interrupt>
20: Oc 94 48 00 jmp Ox90 ; 0x90 <__bad_interrupt>
24: Oc 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
28: OcC 94 48 00 jmp Ox90 ; 0x90 <__bad_interrupt>
60: 0c 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
64: 0c 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
68: 0c 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
6C: Oc 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
70: 0c 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
74: @c 94 48 00 jmp Ox90 ; Ox90 <__bad_interrupt>
78: 0c 94 48 00 jmp ©x90 ; Ox90 <__bad_interrupt>

0000007c <_

ctors_end>:

Vector Program

No. Address'” | Source Interrupt Definition

1| soo00® | RESET Walohdog Reset, and JTAG AVR Reset

— 2 $0002 INTO External Interrupt Request 0

3 $0004 INT1 External Interrupt Request 1

4 $0006 INT2 External Interrupt Request 2

5 $0008 PCINTO Pin Change Interrupt Request 0

6 $000A PCINT1 Pin Change Interrupt Request 1

7 $000C PCINT2 Pin Change Interrupt Request 2

8 $000E PCINT3 Pin Change Interrupt Request 3

9 $0010 wWDT Watchdog Time-out Interrupt

10 $0012 TIMER2_COMPA Timer/Counter2 Compare Match A
11 $0014 TIMER2_COMPB Timer/Counter2 Compare Match B
12 $0016 TIMER2_OVF Timer/Counter2 Overflow

13 $0018 TIMER1_CAPT Timer/Counter1 Capture Event

14 $001A TIMER1_COMPA Timer/Counter1 Compare Match A
15 $001C TIMER1_COMPB Timer/Counter1 Compare Match B
16 $001E TIMER1_OVF Timer/Counter1 Overflow

17 $0020 TIMERQO_COMPA Timer/Counter0 Compare Match A
18 $0022 TIMERO_COMPB Timer/Counter0 Compare match B
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Rezultatul compilarii

__trampolines_start():
7c:
7e:
80:
82:
84:
86:
88:
8c:

11
1f
cf
ds
de
cd
Qe
oc

24
be
ef
e0
bf
bf
94 4a 00
94 59 00

<&

<

eor rl, ri

out ox3f, ril
1di r28, OxFF
1di r29, 0x08
out 9x3e, r29
out 9x3d, r28

call oxbs8
jmp ©xco

<__bad_interrupt>: _ vector 22():
90: O0c 94 00 00

jmp @ ; 0x0 <__ vectors>

e We We Le Lo Ve Lo

Ox7c e adresa la care programul sare la RESET

ri =20
SREG = ri . |
255 Initializare stiva. Stack pointer pozitionat pe ultima
S - ox / adresa din RAM (0x08FF pentru ATmega324P)

= OX
SPL = OXFF

oxb8 <main> ¢——_ =

OXcO <_exit> Apel la rutina main()

«_——————— Orice intrerupere genereaza un RESET

Unde gasim ce registre sunt la adresele 0x3f, 0x3e, 0x3d etc.? In datasheet:

Address

Name

Bit 7

Bit 6

Bit 5

Bit4

Bit 3

Bit 2

Bit 1

Bit 0

Page

0x3F (0x5F)

SREG

T

H

S

\'4

N

Z

18

0x3E (0x5E)

SPH

SP15

SP14

SP13

SP12

SP11

SP10

SP9

SP8

19

0x3D (0x5D)

SPL

SP7

SP6

SP5

SP4

SP3

SP2

SP1

SPO

19
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Rezultatul compilarii

__vector_1():
#include <avr/io.h>

#include <avr/interrupt.h>

ISR(INTO vect){

94:
96:
98:
9a:
9c:
9e:
ao:

1f
of
of
of
11
8f
of

PORTC

a2:
a4:
a6:
a8:

aa:
ac:
ae:
bo:
b2:
b4:
b6:

88
91
89
88

of
8f
of
of
of
1f
18

92
92
b6
92
24
93
93

A=

bl
(=19]
27
b9

o1
91
90
be
90
99
95

push
push
in
push
eor
push
push
(1<«
in r
1di
eor
out

pop
pop
pop
out
pop
pop
reti

rl
ro
0, Ox3f
ro
ri, rl
r24
r25
PCO);
24, 0x08
r25, oxol
r24, r25

r25

r24

ro

ox3f, ro
ro

rl

J

J

.
)

salvare context

r@ = SREG - Continutul SREG este pus pe stiva

salvare SREG

Continutul ISR specificat in codul C (ce vede

; r24 = PORTC
/ programatorul)

0x08, ra4 ;

PORTC = r24

refacere context

Reface SREG

SREG = ro

/ Reface PC (pop mascat din stiva)
return from interrupt
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Rezultatul compilarii

int main()

{
DDRC |= (1 << PCO);

b8: 38 9a sbi 0x07, © ; set bit © DDRC
EIMSK |= (1 << INTO);

ba: e8 9a sbi ox1d, © ; set bit @ EIMSK

sei(); Set Enable Interrupt (seteaza bitul | din SREG)
bc: 78 94 sei <—
be: ff cf rijmp .-2 ; Oxbe <main+0x6>

000000co < exit>:
exit():
cO: 8 94 cli

Sare inapoi 2 adrese (la adresa Oxbe) -
echivalent cu while(1)

0000ROCc2 <___stop_program>:
__stop_program():

c2: ff cf rjmp .-2 ; Oxc2 <__stop program> Clear gIobaI interrupt flag




ISR Attributes

Sintaxa: ISR(vector, attributes), undeattributes poate sa fie:

ISR_BLOCK — are acelasi efect ca un call simplu ISR(vector) - laintrarea in executie
a codului din ISR se dezactiveaza orice alta intrerupere

ISR_NOBLOCK — ISR ruleaza cu intreruperile activate. Permite executia de nested
interrupts (Intrerupere in intrerupere)

°* Recomandat doar daca stiti foarte bine ce faceti, executia nested interrupts poate sa conduca la
supraincarcarea stivei si executie eronata!

ISR_NAKED — nu se mai face automat salvarea si refacerea contextului la intrarea/iesirea
din ISR. Este la latitudinea programatorului sa faca acesti pasi in cod.

ISR_ALIASOF — ISR e legat de alt ISR. Ajuta daca vreti sa rulati aceeasi rutina de tratare
pentru doua intreruperi din surse diferite



https://www.nongnu.org/avr-libc/user-manual/group__avr__interrupts.html

Alte aspecte

Puteti vedea un ISR ca un fir de
executie care ruleaza independent
de main()

Daca vrem sa comunicam intre un
ISR si main() trebuie sa apelam la
variabile globale

volatile instruieste compilatorul sa
nu optimizeze pentru acea variabila

Ce se intampla daca nu declaram var
ca volatile?

volatile var
(INTO_vect)

var

()

~

DDRC ( PCO):
EIMSK ( INTO) ;

();
stdout mystdout;

();
(1)

(var){
(



Pin Change INTerrupt (PCINT

- La ATmega324P, orice
pin de GPIO poate
genera o intrerupere

- Patru vectori alocati
pentru PCINT
- PCINTO: PCINT7..0
- PCINT1: PCINT15..8
- PCINT2: PCINT23..16
- PCINT3: PCINT31..24

Vector Program
No. Address'”) | Source Interrupt Definition
1 |so000” | RESET Watohdog Reset. and JTAG AVR Reset
2 $0002 INTO External Interrupt Request 0
3 $0004 INT1 External Interrupt Request 1
4 $0006 INT2 External Interrupt Request 2
5 $0008 PCINTO Pin Change Interrupt Request 0
6 $000A PCINT1 Pin Change Interrupt Request 1
7 $000C PCINT2 Pin Change Interrupt Request 2
8 $000E PCINT3 Pin Change Interrupt Request 3
"9 T |so0i0  TwbT | Walchdog Time-out Interrupt
10 $0012 TIMER2_COMPA Timer/Counter2 Compare Match A
11 $0014 TIMER2_COMPB Timer/Counter2 Compare Match B
12 $0016 TIMER2_OVF Timer/Counter2 Overflow
13 $0018 TIMER1_CAPT Timer/Counter1 Capture Event
14 $001A TIMER1_COMPA Timer/Counter1 Compare Match A
15 $001C TIMER1_COMPB Timer/Counter1 Compare Match B
16 $001E TIMER1_OVF Timer/Counter1 Overflow
17 $0020 TIMERO_COMPA Timer/Counter0 Compare Match A
18 $0022 TIMERO_COMPB Timer/Counter0 Compare match B




Activare PCINT

¢ F | eca re d i n CEI 4 PCICR - Pin Change Interrupt Control Register

Bit 7 6 5 4 3 2 1 0

: . . (0x68) I - | - | - | - | pces PCIE2 PCIE1 PCIE0O | PCICR
vectori activat din . H——F—F"—"FFF ==
Initial Value 0 0 0 0 0 0 0 0

bitul corespunzator
. PCMSK3 - Pin Change Mask Register 3
dln PCICR Bit 7 6 5 4 3 2 1 0

(0x73) | PCINT31 | PCINT30 | PCINT29 | PCINT28 PCINT27 PCINT26 PCINT25 | PCINT24 | PCMSK3
Read/Write R/W RW R/W RIW RIW R/W RW R/W

. Intreruperile mavws o0 o 0 o 0 o
individuale activate -------------------"------—--.
d | n Ce I e pat r u PCMSKO - Pin Change Mask Register 0

Bit 7 6 5 4 3 2 1 0
re gi St re PC M S K (0x6B) [PCINTZ | PCINTG | PCINTS | PCINT4 | PCINT3 | PCINT2 | PCINT1 | PCINTO | PCMSKO
Read/Write RW R/W R/W R/W RW RW R/W R/W
Initial Value 0 0 0 0 0 0 0 0




PCINT Code

- Butonul este conectatla .. .. .o
PD6 si corespunde [SR(PCINTD_vect) { ‘
PClNT3O } ((PIN? ;; PD6))) update ‘!"a.u—";
- Observati folosirea (void) {
volatile si a lui R s
ATOMIC_BLOCK el b
 Ultimul probabil nu e PR |- _oU(PCIED); /3
necesar aici din cauza o |
pauzei de debounce, e
dar devine util cand pot SRS LGN L PRI
aparea intreruperi P
repetate
1 update
}
}


https://www.nongnu.org/avr-libc/user-manual/group__util__atomic.html
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Use'delays in an ISR



THREAD ( ) {

Multithreading WOk

Threads::yield();

: . }
- Se poate face multithreading }
pe AVR? THREAD (void) {
- DA! (dar sunt limitari) bl(inl)(LéD();
. . Threads::yield();
- Un exemplu de multithreading o UGB
cooperativ in codul din dreapta *
- Fiecare thread ruleaza, apoi (void) {
" . } Threads::init( );
cedeaza executia altui thread Threads: :createThread(workerThread);

AU Threads::createThread(blinkerThread) ;
° Implementarea este constransa

de dimensiunea fizica a stivei (1) {
prepareWork();

Threads::yield();
outputWork();



https://github.com/phkeese/avr-threads

Multithreading

: : () {

La fiecare yield() se SM_SAVE_CONTEXT()
salveaza contextul

thread'UIUi curent (’I‘n currentThread->stackptr = SP;

cazul de fata pushin

stiva pentru toate reg.

generale si SREG), apoi
( );

S€ reface ConteXtUI SP = currentThread->stackptr;

pentru threadul

urmator }

currentThread currentThread->next;

SM_RESTORE_CONTEXT ()




Alt exemplu multitasking: RIOS

RIOS este un planificator de sarcini cooperativ multi-
tasking, scris in intregime in C

Este simplu si usor de inteles pentru programatorul incepator
de sisteme integrate.

Poate oferi capacitati de multi-tasking cooperativ de baza,
nepreemptive sau preemptive, pentru sarcini cooperative.

Necesita doar cateva zeci de linii de cod C.

Reduce nevoia de a folosi un RTOS (sistem de operare in timp
real).



https://www.cs.ucr.edu/~vahid/rios/rios_avr.htm
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