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Main topics

1. Introduction. Why care about privacy? 

2. Digital profiles

3. The ethical perspective: Fairness, harm & autonomy

4. The economic perspective: Free markets & competition

5. The psychological perspective: Cognition & emotions

6. The sociological perspective: Communities & ideologies

7. Role: Users. Curation & Privacy-enhancing tools

8. Role: Experts. Whistleblowing & Collective action

9. Role: Policymakers. GDPR & Single Digital Market



Take away – Course 1

• Why?
• Privacy is not cake: Tech is downgrading human autonomy 

• Why now? Emerging policies, investigations, NGO collective action

• Who cares?

• Sensemaking: Four perspectives
• Ethical | Economic| Psychological | Sociological

• Taking action: Three roles 
• User | Expert | Policy-maker

• Privacy = choice in the new world order
• 4th Industrial Revolution

• Digital infrastructures & Platform capitalism

• Surveillance capitalism



Take away – Course 2

• Illusion of control: Data vs. metadata

• Data flows are floods, not trickles
• Legal harvesting at scale
• Exposures & leaks
• Data & China

• Digital profiles

• So what?
• We are mined for time and attention
• We are gently nudged in thought and action
• We are replaced: automation

• Taking action
• Critical technology analysis
• Regulating tech, making tech & using tech



Outline – Course 3

1. Ethical reflection
• Norms, principles, values

• Digital relativism

• Learned helplessness

2. Ethical analysis
• Highlighting the values at stake: fairness, harm, autonomy

• Ethical vs. impact analysis: economics, psychology and sociology

3. Examples of ethical analysis
• Privacy and fairness: platform capitalism

• Privacy and harm: addiction to smartphones and social media

• Privacy and autonomy: surveillance capitalism, misinformation



Norms, principles, values
Ethical reflection
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Ethical reflection: How should we act?

Norms

Principles

Values

• Respect norms
• Also: defy norms!

• Live by principles

• Pursue & balance values



What social norms 
are relevant for us, 
today?



Norms| Principles | Values

• Wear a mask | Protect others & self | Health, solidarity

• Go on color green, wait on red | Avoid injuries, smooth traffic | Health, solidarity

• Do not lie | Be truthful | Truth, authenticity, trust

• Give to charity| Support others | Solidarity, intimacy

• Consume less, do not pollute| Save nature | Natural beauty & health

• Buy Romanian products | Help the Romanian economy | Welfare & nation

• Work hard | Prove yourself & Make a difference | Character strength

• Pray / Party / Travel / Read | Live a meaningful live | Religious spirituality, pleasure, 
experience, wisdom



How should we act?

• Norms: respect or defy?
• Go on color green
• Wait on color red

• Principles
• Coordinate action with others
• Avoid harm through collisions
• Gain time for self and others
• Maintain awareness

• Values
• Health
• Time



Norms 
vs. principles & values

• Norm: a driver should signal 
others on the highway the 
proximity of a Police car

• Principle 1: keep 
community solidarity, help 
others

• Value: solidarity, help

• Principle 2: collective safety 
through speed limits

• Value: traffic safety



Ethical perspective: in pursuit of values| 1

• Difference vs. fairness 

• One major variable in severity 
of COVID-19 is age. But this 
can’t explain the sex bias seen 
globally because the increased 
male fatality rate is the same in 
each age group from 30 to 90+

• Source: Australia Science 
Channel

https://www.cebm.net/covid-19/global-covid-19-case-fatality-rates/
https://australiascience.tv/why-do-more-men-die-from-coronavirus-than-women/


Ethical perspective: in pursuit of values| 2

• Difference vs. fairness

• “In Michigan, black people 
have died at more than eight 
times the rate of white people. 
In Illinois, they have died at 
nearly six times the rate. 
In Louisiana, the difference is 
fivefold.”

• Graph source: Jarvie & 
Hennesy-Fiske 2020

https://www.michigan.gov/coronavirus/0,9753,7-406-98163_98173---,00.html
http://ldh.la.gov/Coronavirus/
https://www.latimes.com/world-nation/story/2020-04-07/a-crisis-within-a-crisis-black-americans-face-higher-rates-of-coronavirus-deaths


Digital relativism

• What principles and values 
are right?

• The Internet: polyphony at 
scale

• Divergent worlds in close 
proximity

• Mistrust

• Powerlessness



Digital relativism | 2

Expertise relativism Moral relativism



Learned helplessness

• Martin Seligman: research on dogs subjected to 
electric shocks  (in 1967)

• Learned helplessness = “interference with adaptive 
responding produced by inescapable shock” 
(Seligman 1972)

• Chronically reproducing situations of perceived 
subjective failure
• School failure

• Involvement in abusive relationships

• Anxiety in social situations

• Acceptance of persistent prejudice

• Addictions

https://www.annualreviews.org/doi/pdf/10.1146/annurev.me.23.020172.002203


How do you react 
when you receive 
fake news in social 
media groups?



Ethical analysis of tech 
controversies



Tech 
controversies

• Privacy, digital surveillance and 
algorithmic regulation

• Digital tech, attention spans and 
instant gratification

• Misinformation, fake news

• Filter bubbles and echo chambers, 
digital polarization

• Hate speech and online harassment

• Intellectual property and digital piracy

• The gig economy



Ethical perspective

• Conflicting norms, principles and 
values

• Should we post our emotions? 
• Self-expression and comfort vs. 

vulnerability through profiling

• Gaining through profiling?

• Should we use Tiktok? 
• Self-expression vs. supporting an 

abusive Govt.



Ethical perspective: 
focus on values

• Fairness

• Welfare / Harm

• Autonomy





What’s at stake in 
allowing / banning 
QAnon groups on 
social media?



Ethical vs. impact analysis
Ethics \ Science Economics Psychology Sociology

Fairness Platform capitalism: unfair 

distribution of information, 

power, and wealth

Data dividends

Unequal quality of digital 

engagement

Enhanced vs. diminished 

cognition & abilities

Algorithmic biases

Unequal access to 

digitalization

Harm Platform capitalism: harm to 

competitors

Gig & ghost economies: 

harm to working people

Online harassment

Self-harm related to social 

media consumption

Polarization

Mistrust in democracy and 

expertise

Decrease in social capital & 

public goods
Autonomy Surveillance capitalism: 

gradual reduction of free 

choice through nudging 

(prediction products)

Addiction to social media and 

digital stimuli

Decreased control over our 

attention and time

Filter bubbles & 

misinformation machines: 

decreased control on 

information flows



3. Examples of analysis
Privacy & Fairness, Harm, Autonomy



3.1 Privacy & Fairness

• Data dividends: who gets them?
• Unfair distribution of wealth in platform 

capitalism

• Algorithmic bias
• Credit

• Education

• Policing

• Justice



Unfair distribution of 
wealth
The top 1% takes most of the 
newly created wealth in the 
USA



Unfair grades: Algorithmic bias in UK 2020

• Algorithmic bias = Unfair 
privilege deriving from the 
data, success criteria, or other 
elements of the algorithmic 
learning & decision-making

• Large vs. small class = ?

• “determining your future 
based on someone else’s past 
has much greater 
implications” (The 
Conversation)

• Other: Wiki page

https://theconversation.com/a-level-results-why-algorithms-get-things-so-wrong-and-what-we-can-do-to-fix-them-142879
https://en.wikipedia.org/wiki/Ofqual_exam_results_algorithm


The “averaging 
society”
• “Algorithms supported by machine 

learning aim not to replicate the 
decisions of experts but rather to 
replicate the average decision-
making from past data.

• This logic of averaging society is 
dangerous for a society that 
values individual creativity and 
achievement.”

(The Conversation)

https://theconversation.com/a-level-results-why-algorithms-get-things-so-wrong-and-what-we-can-do-to-fix-them-142879


Unfairness of the Gig & 
Ghost Economy

• Creation of a large working 
force which receives the 
crumbs of digital capitalism

• Low wages

• No social security

• No career path

• Vulnerability to abusive 
customers

• Dependency on platforms’ 
rules



Privacy & Harm

• Norwegian Consumer Council 
2020 on AdTech harms:
• discrimination and exclusion
• data being used for unknowable 

purposes
• widespread fraud
• chilling effects of massive 

commercial surveillance systems 
• erosion of trust in the digital 

industry
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https://fil.forbrukerradet.no/wp-content/uploads/2020/01/2020-01-14-out-of-control-final-version.pdf


Privacy & 
mental health 
harms



US suicide 
rate by age, 
1980-2016

Deaths per 100.000 people



Harms from social media 
violence:Twitter outrage

• Welfare/Harm

• Harm for exposed users

• Harm for perpetrators



3.3 Privacy & Autonomy

• Digital addiction (see above)

• Surveillance capitalism

• Filter bubbles & misinformation



Loss of autonomy 
through nudging
• Jaron Lanier (The Social Dilemma): 

the resource is not our time or 
attention, but our slight 
modification in behavior

• Nudging through…

• Targeted ads

• Targeted messages 

• Information bubbles

• Dark patterns in choice 
presentation



Shoshanna Zuboff: 
Surveillance capitalism

• Data – Prediction products – Behavior modification
• Business model

• Scale

• Consolidation

• Interviews: The Intercept, The Guardian

https://theintercept.com/2019/02/02/shoshana-zuboff-age-of-surveillance-capitalism/
https://www.theguardian.com/books/2019/oct/04/shoshana-zuboff-surveillance-capitalism-assault-human-automomy-digital-privacy


Surveil-lance Cap-i-tal-ism, n.

• 1. A new economic order that claims human experience as free
raw material for hidden commercial practices of extraction,
prediction, and sales; 2. A parasitic economic logic in which the
production of goods and services is subordinated to a new
global architecture of behavioral modification; 3. A rogue
mutation of capitalism marked by concentrations of wealth,
knowledge, and power unprecedented in human history; 4. The
foundational framework of a surveillance economy; (..) 8. An
expropriation of critical human rights that is best understood as
a coup from above: an overthrow of the people’s sovereignty.

Shoshanna Zuboff, Surveillance capitalism



Suveillance capitalism
• “Once we searched Google, but now Google 

searches us. Once we thought of digital 
services as free, but now surveillance 
capitalists think of us as free.”

• “Economies of action”: systems designed to 
modify our behavior for commercial 
outcomes

• “It is no longer enough to automate 
information flows about us; the goal now is 
to automate us.”

• “We are trapped in an involuntary merger of 
personal necessity and economic extraction”







Business model vs. 
misinformation

• For the digital platforms 
we are not citizens, but 
eyeballs with credit cards 
(Voinea 2020)

• The AdTech business 
model needs large 
uncritical audiences 

• Misinformation is 
incentivized by 
business models



Take away – Course 3

1. Ethical reflection
• Norms, principles, values

• Digital relativism

• Learned helplessness

2. Ethical analysis
• Highlighting the values at stake: fairness, harm, autonomy

• Ethical vs. impact analysis: economics, psychology and sociology

3. Examples of ethical analysis
• Privacy and fairness: platform capitalism

• Privacy and harm: addiction to smartphones and social media

• Privacy and autonomy: surveillance capitalism, misinformation
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