
Edge Computing 
& Databases for 
the Internet of 
Things (IoT)

Managing Data from Devices to 
Cloud



Why IoT Data is 
Hard to Handle

Massive scale: millions of devices generating 
continuous streams of data

High velocity: data points arrive every second or 
millisecond

Variety: metrics, events, images, logs, GPS, 
commands, etc.

Real-time needs: many applications require instant 
reactions

Unreliable networks and intermittent connectivity 
at the edge



The Role of Databases in IoT Systems

• Store sensor readings and events, often as time-series data

• Maintain device metadata: firmware, location, owner, configuration

• Persist commands, alarms, and logs for auditing and analytics

• Enable queries on historical data: trends, correlations, anomalies

• Feed analytics, dashboards, and machine learning models



Key Concepts in IoT Databases

• Data storage

• Built to ingest high-frequency data from many distributed sensors and devices

• Real-time analytics

• Support low-latency queries and streaming analytics for instant insights

• Scalability and availability

• Scale horizontally and remain highly available for 24/7 operation



Benefits of Specialized IoT Databases

• Improved efficiency through real-time optimization of processes and resources

• Better decision-making with data-driven insights and predictive maintenance

• More personalized experiences based on user and device data

• New business models: data-as-a-service, usage-based pricing, new services



Limitations of Traditional 
Databases for IoT

• Data volume: hard to ingest and store 
massive sensor streams in a monolithic DB

• Latency: batch-oriented processing delays 
critical decisions

• Rigid schemas: difficult to integrate many 
heterogeneous device payloads

• Scaling up vertically is costly and complex 
compared to horizontal scaling



IoT Data Models

• Time-series model

• Measurements, tags (dimensions), fields (values), timestamps

• Event-based model

• Discrete events or logs with attributes and timestamps

• State model

• Current state of devices or assets derived from events and measurements

• Graph model

• Devices, gateways, locations, and their relationships as a graph



Common IoT Database Choices

• Time-series databases (e.g., InfluxDB, 
TimescaleDB) for timestamped metrics

• NoSQL/document stores (e.g., MongoDB, 
Cassandra) for flexible device payloads

• Key-value stores and caches (e.g., Redis) for 
ultra-fast access and caching

• Relational databases for transactional data and 
integration with legacy systems

• Graph databases for modeling device topologies 
and dependencies



Examples of IoT Database 
Platforms

• InfluxDB

• Open-source time-series database optimized for high 
write throughput

• TimescaleDB
• Time-series extension on PostgreSQL with SQL support

• Firebase Realtime Database and Firestore

• Cloud-hosted NoSQL databases often used for mobile 
and IoT backends

• AWS Timestream

• Managed time-series database service for IoT and 
operational data

• Azure Cosmos DB
• Globally distributed, multi-model database for IoT 

telemetry and metadata



IoT Platform Services Beyond Storage

Device management: 
provisioning, authentication, 
configuration, and firmware 
updates

Messaging and event routing 
(e.g., MQTT, HTTP, 
WebSockets, pub/sub)

Stream processing and real-
time analytics pipelines

Rule engines for alerts, 
notifications, and automated 
actions

Integration with serverless 
functions and microservices

Dashboards, visualizations, 
and reporting tools for IoT 
data



Schema Evolution in IoT Databases

• Devices and firmware evolve: new sensors, new fields, changed formats

• Schema-on-write vs schema-on-read strategies

• Versioned schemas and backward/forward compatibility (e.g., Avro, Protobuf)

• Using flexible structures (JSON, document DBs, JSONB in SQL) to absorb 
changes

• Impact on query logic and downstream analytics when schemas change



Query Patterns for IoT Data

• Time-window queries: sliding/tumbling windows over recent data

• Downsampling and rollups: per-minute/hour/day aggregates

• Join measurements with metadata (e.g., device type, location, owner)

• Geospatial queries (e.g., sensors in a region, within a radius of a point)

• Anomaly detection and pattern queries over time-series



What is Edge 
Computing?

Moves data processing closer to where data 
is generated (gateways, local servers, 
devices)

Reduces round-trip time to distant cloud 
data centers

Enables decisions to be made locally before 
sending summarized data to the cloud

Uses distributed nodes for scalability and 
fault tolerance



Benefits of Edge Computing in IoT

Lower latency for real-
time control and safety 

systems

Improved responsiveness: 
immediate actions close 

to the devices

Bandwidth savings by 
sending only aggregated 

or filtered data

Better resilience when 
cloud connectivity is poor 

or unavailable

Enhanced data privacy by 
keeping sensitive data on 

site



Typical Edge–Cloud Architecture

IoT devices

Sensors and actuators that 
produce and consume data

Edge nodes / gateways

Local processing, filtering, and 
short-term storage; may run 
lightweight databases

Cloud back end

Centralized long-term storage, 
global analytics, ML, and 
management dashboards



Databases at the Edge and in the Cloud

• Hold recent 'hot' data for quick decisions 
and local dashboardsEdge databases

• Store historical 'warm' and 'cold' data for 
trends, ML, and compliance

Cloud databases 
and data lakes

• Periodic uploads, streaming pipelines, or 
event-driven replication

Synchronization 
and replication



End-to-End IoT Data Flow with Edge

Data collection
Devices send measurements and events to 
an edge gateway or edge server

Edge processing
Edge validates, cleans, aggregates, and 
analyzes data, forwarding key results

Cloud storage and analytics
Long-term storage, advanced analytics, 
AI/ML, and cross-site comparisons



Reliability and Offline Operation

• IoT systems must tolerate network partitions, power loss, and node failures

• Local buffering with back-pressure control when cloud is unreachable

• Store-and-forward queues at edge nodes

• Idempotent writes and deduplication in the cloud back end

• Designing for graceful degradation instead of total failure



Consistency vs Availability in IoT (CAP, PACELC)

• CAP theorem: trade-offs between Consistency, Availability, and Partition tolerance

• Edge nodes often prioritize Availability during network partitions

• Eventual consistency is common for replicated IoT data

• PACELC: if no partition, trade latency vs consistency

• Edge: typically prioritize low latency; cloud: can use stronger consistency selectively



Consistency Models & Conflict 
Resolution

• Strong consistency vs eventual consistency in IoT state

• Session and read-your-writes consistency for user/device interactions

• Conflict resolution strategies: last-write-wins, vector clocks, CRDTs

• Application-specific rules (e.g., 'max' or 'latest timestamp' semantics)

• Trade-offs between simplicity, correctness, and performance



Stream Processing & Complex Event 
Processing (CEP)

• Model IoT data as unbounded streams rather than static tables

• Continuous queries over sliding or tumbling windows

• Operators: filter, map, aggregate, join, pattern detection

• CEP: detect complex patterns over event streams (e.g., sequences, correlations)

• Useful for real-time alerts, control loops, and monitoring dashboards



CEP for IoT – Example 
Pattern

• Example rule: detect overheating with abnormal vibration in a time window

• IF temperature > 80°C AND vibration anomaly score > threshold WITHIN 5 
minutes FOR the same machine THEN raise alert and schedule 
maintenance

• Pseudo-SQL example:

SELECT machine_id

FROM sensor_stream

MATCH_RECOGNIZE (

PARTITION BY machine_id

MEASURES A.timestamp AS start_ts, B.timestamp AS end_ts

PATTERN (A B) WITHIN INTERVAL '5' MINUTE

DEFINE A AS A.temp > 80, B AS B.vibration_score > threshold);



Edge AI and TinyML

• Run ML inference directly on edge devices or gateways

• Use cases: anomaly detection, object detection, activity 
recognition, forecasting

• Benefits: reduced latency, lower bandwidth, improved 
privacy

• Constraints: limited compute, memory, and power on 
edge devices

• Techniques: model compression, quantization, pruning, 
distillation



Edge AI Deployment Patterns

• Inference at the edge, training in the cloud

• Periodically retrain global models using historical data in the cloud

• Push updated models to edge devices via OTA updates

• Federated learning: collaborative training without sharing raw data

• Hybrid approaches: simple model at the edge, complex model in the cloud



Security Threats 
in IoT Systems

Compromised devices acting as attack vectors or 
botnet members

Eavesdropping and data exfiltration on unsecured 
links

Spoofing and tampering with sensor data or 
commands

Denial of service attacks on gateways and cloud 
back ends

Physical attacks on devices deployed in 
uncontrolled environments



Securing IoT 
Data and Edge 
Nodes

Mutual authentication 
between devices, gateways, 

and cloud endpoints

Use of per-device credentials 
and certificates, key rotation

Secure boot and hardware 
roots of trust for edge 

devices

Encryption in transit (TLS) 
and at rest (disk/database 

encryption)

Least-privilege access control 
and auditing for data access



Privacy and Data 
Minimization

IoT data can expose sensitive information 
about people and organizations

Process and aggregate data at the edge to 
avoid sending raw details

Anonymization, pseudonymization, and 
differential privacy mechanisms

Data retention policies aligned with legal 
and regulatory requirements

Transparency and user control over what 
data is collected and how it is used



Case Study: Smart Factory with 
Edge & IoT Databases

• Devices

• Machines with vibration, temperature, and energy sensors 
on the shop floor

• Edge gateway

• Collects sensor data via fieldbus protocols, converts to 
MQTT/HTTP, runs TS DB

• Local analytics

• CEP engine detects anomalies; local dashboard for 
operators

• Cloud back end

• Ingests aggregated data for long-term storage, analytics, 
and ML training

• Feedback loop

• Cloud-trained models deployed back to edge for real-time 
inference



Research Directions & Open 
Problems

• Efficient cross-edge and edge–cloud query 
processing and optimization

• Data and metadata management at massive IoT 
scale (billions of devices)

• Energy-aware data management and analytics 
on constrained devices

• Secure, privacy-preserving collaborative IoT 
analytics across organizations

• Formal methods for verifying safety and 
correctness of edge-deployed analytics



Use Cases for Edge + IoT Databases

Traffic control, parking management, environmental monitoring, public safetySmart cities

Predictive maintenance, production optimization, quality inspection
Industrial 

automation

Remote patient monitoring, wearables, smart hospital roomsHealthcare

Precision farming, soil/weather sensing, automated irrigationAgriculture



Design Considerations & Best Practices

• Match database technology to access patterns and constraints

• Partition functionality between edge and cloud based on latency vs cost

• Plan for schema evolution and backward/forward compatibility

• Design for failure: partitions, offline operation, and graceful degradation

• Embed security and privacy in the architecture from the start



Key Takeaways

IoT generates huge, fast, and diverse data streams 
that must be managed carefully

Specialized IoT databases provide scalability and 
real-time analytics capabilities

Edge computing reduces latency and bandwidth, 
and can improve resilience and privacy

Consistency, reliability, and security are central 
challenges in IoT data management

Emerging topics: edge AI, federated learning, and 
cross-edge query processing
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