Dragos Niculescu (dragos.niculescu » cs pub ro)

These lecture slides are based in part on materials from dr. Schiller’s slides online at Freie Universitat Berlin
http://www.mi.fu-berlin.de/inf/groups/ag-tech/teaching/index.html
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Informatii despre curs

* Structura cursului - 2 ore/sapt.

= Teorie: nivel fizic, MAC, TCP, localizare
= Tehnologie: 3G, 4G, WiFi, VoiP, GPS

 Structura laboratorului - 2 ore/ sapt.
= Practica: Android, retelistica in Android

e Structura notei
— 20% extemporale, fara materiale
— 50% colocvii — nota minima 5.0

— 35% examen scris/oral, cu materiale - nota minima 5.0

* Echipa: Dragos Niculescu, Andrei Rosu-Cojocaru, Radu Stoenescu
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Resurse

* planse de prezentare

NU sunt suficiente pentru examen

* documentatie obligatorie:

— Jochen Schiller, Mobile Communications 2" ed, capitole

37478)9
— Matthew Gast, 802.11 Wireless Networks: The Definitive
Guide capitole 2,3,4,7

— A. Tanenbaum 4" ed, Retele de calculatoare, selectie

— H. Sinnreich Internet Communications using SIP, cap 6,18
— Alte documentatii postate

— actualizat nttp://ocw.cs.pub.ro/courses/eim/reading
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mobile computing?

* Informatica mobila cuprinde Cum se plaseazé acest

Retelistica mobila/radio generalé 3 informaticii

— Hardware/Software mobi 1 A5
mobile?

— Ubiquituous computing
— Pervasive computing
— Sensor networking

°* Problematica .
Probleme interconectate!
— Interfata

— Consum energie €G————— Discutie paranteza 1

— Securitate

— Conectivitate _ DiSCLIi,'.ie parantezé >

— Scalabilitate

— Localizare
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mobile computin

* Informatica mobila cuprinde
— Sisteme distribuite
— Retelistica mobila/radio
— Hardware/Software mobil
— Ubiquituous computing
— Pervasive computing
— Sensor networking

°* Problematica

— Conectivitate
— Scalabilitate

— Localizare
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Portabilitatea dispozitivelor implica

* Consum de energie
— Ecran

— Retea

— CPU: consum de putere ~ NCV3f
°* N: numar de tranzistoare
* C: capacitate interna, in scadere
* V: voltaj
° f: freventa de ceas

* Resurse limitate
— Stocare, CPU -> cloud?
— conectivitate

* Pierderea datelor
— Probabilitate mare -> design (backup, privacy)

° Ul limitat
— compromis dimensiune - portabilitate



Energia consumata:
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C. Nicutar et al, Using Cooperation for Low Power Low Latency Cellular Connectivity. CONEXT 2014
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Energia consumata de aplicatii/3G

Apblications Network 1 11=06s, 12=0s

PP Average Projected Drain

current (mA) | battery life (h) speed

None 6.1 268.7 x1
Google services 9.0 183.7 x1.5
Google, WhatsApp 12.3 134.4 x2.0
Google, Viber 12.6 131.4 x2.0
Google, Skype 17.2 95.9 x2.8
Google, Facebook 10.2 162.6 x1.7
Google, Skype, WhatsApp, 22.4 73.5 x3.6
Viber
Apblications Network 2 11=8s, 12=12s

PP Average Projected Drain

current (mA) | battery life (h) speed

None 5.9 279.7 x1
Google services 22.5 73.3 x3.8
Google, WhatsApp 28.3 58.4 x4.8
Google, Viber 27.5 59.9 x4.7
Google, Skype 31.8 51.9 x5.4
Google, Facebook 22.9 72.1 x3.9
Google, Skype, WhatsApp, 54.5 30.3 x9.2
Viber

Table from A. Aucinas et al, Staying Online While Mobile: The Hidden Costs, CONEXT 2013
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mobile computing?

* Informatica mobila cuprinde
— Sisteme distribuite
— Retelistica mobila/radio
— Hardware/Software mobil
— Ubiquituous computing
— Pervasive computing
— Sensor networking

°* Problematica

Probleme interconectate!
— Interfata

— Consum energie

Conectivitate

calapliitate

€ Discutie parantez3 2

— Localizare
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wireless vs. wired

* Pierderi mari

— Distanta, interferenta
* Legislatie

— Frecvente cu si fara licenta
* Rate de transmisie reduse

— Bluetooth ~2Mbps, WiFi ~ 50Mbps, 3G ~8Mbps, GSM~ 150 kbps,
LTE ~ 20 Mbps; distante

* Latenta si jitter crescute
— Conectareain 2G/3G ~ secunde, LTE,WiFi ~ milisecunde

* Mediul mereu partajat
— MAC, capacitate, coliziuni, securitate

* Securitate redusa
— Mediu cu difuzare (broadcast)
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mobile computing?

* Informatica mobila cuprinde /Y$'$ Cum se plaseazi acest
— Sisteme distribuite curs in problematica
— Retelistica mobila/radio general3 a informaticii
— Hardware/Software mobil mobile?

— Ubiquituous computing
— Pervasive computing
— Sensor networking

* Problematica

— Interfata
— Consum encyle
— Securitate » _ Probleme interconectate!

— Conectlwtate
— Scalabilitate
— Localizare ’
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Retelistica mobila

* Cel mai mare sistem conectat
* Dispozitivele mobile predomina
* Aplicatiile mobile domina traficul

* Posibilitati noi, amenintari noi
* Tehnologia mobila - parte a vietii 24/7, oriunde in lume
* Servicii suport (distribuite)
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Homework

* To google: “best of CES 2016”
" Wearables, loT, Gamification of life, drones

* Toread: Mark Weiser, The Computer for the 21st Century

— ‘... most profound technologies are those that disappear...into
the fabric of everyday life”
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Sumar orientativ

— Notiuni generale despre radio — Mobilitate nivel transport
— Accesul la mediul radio * I-TCP, MPTCP

* SDMA, FDMA, TDMA, CDMA * middlebox-uri

* CSMA/CA — VolP
— Sisteme de comunicatii mobile ® Qo5,RTP

’ * SIP
— Descoperire servicii
* zeroconf, mDNS, DNS-SD
* CDN
— Servicii de locatie
* Exterior: GPS, CellID
* Interior: WiFi

* 2G: GSM, GPRS
* 3G: UTRA, UMTS, HSDPA
e 4G:LTE
— WIiFi
* 802.11a/b/g/n/ac/ad
* Infrastructuri

— Mobile IP

* Locator/ldentifier split
* Routing
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pe mobil:

incarcarea
unel pagini

Why it takes time to
download a webpage

User opens app.

This wakes up the radio (if
idle), which sends a request
to a cell tower for a channel,

Cell tower and device

exchange control messages.
The device is promoted to the full-
power state, and signaling exchange
takes about 2 seconds (appis not
responsive during this time) )

This 2-second setup is
needed only if device is idle.

210s

App can now request content
from a webpage.

Before opening TCP connection to
the webpage, DNS address lookup is
first performed (if needed)

Round-trip for DNS lookup is 220 s
about 100-200ms. '

TCP connection for home page takes
another 100-200 ms. Home page is
returned with instructions for down-
loading additicnal objects (images,
audio, video).

240 s
DNS lookup. One for each
domain visited for first
__ time (approx.100-200ms).
)
........ e
......... i
e
i
250s

TCP connection
(100-200ms roundtrip)

TCP connection established,  2.60s
Data transfer can begin to
download objects.

HTTP request "« -... :

i ...-.

HTTP response

Round-trip takes 100-200ms.
One per object

270s

The HTTP step repeats multiple times;
some object retnevals may require
additional TCP, DNS steps also

Round trips take 100-200ms each. The

number & length of trips depend on:

* number of objects (some apps can
have 150 objects).

« whether a new TCP connection or a
DNS lookup is required.

« whether HTTP requests are
sequential or pipelined.

+ the number of concurrent TCP
connections

Completed page is displayed.
Page may start displaying before all
content arnves

Total time elapsed:
3-60 seconds*

*Actual time is highly vanable, depend-
ing on whether device was idle, the
amount of prefetching, number of
objects and DNS lookups, number

of TCP connections, distance from
servers, and whether pipeline was
used
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°
E e mObll : App can now request content

incarcarea
unel pagini

Why it takes time to
download a webpage

=\
\

Android

Medium Access

2G

— I y w—— ram

3G hange

T@Res doouT £ SEConas 1app 1s not
responsive during this ime)
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This 2-second setup is
needed only if device is idle.

210s

Mobile IP

the webpage, DNS address lookup is
first performed (if needed)

Round-trip for DNS lookup is 220 s
about 100-200ms.
TCP connection for home page takes
another 100-200 ms. Home page is
returmed with instructions for down-
loading additional objects (images,
audio, video).

240s

DNS

Geolocation
L

250s

= ‘ -a"’ SynAck

ﬁ'jCP in mobile

TCP connection established. 260s
Data transfer can begin to
download objects

S

i HTTP request - -.
"

HTTP response

Round-trip takes 100-200ms.

One per object

270s
The HTTP step repeats multiple times
some object retnevals may require
additional TCP, DNS steps also

Round trips take 100-200ms each. The

DNS "

have 150 objects).

CDN

« whether HTTP requests are
sequential or pipelined.

« the number of concurrent TCP
connections

Android

content arnves

Total time elapsed:
3-60 seconds*

*Actual time is highly variable, depend
ng on whether device was idle, the
amount of prefetching, number of
objects and DNS lookups, number

of TCP connections, distance from
servers, and whether pipeline was
used
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MEET WITH THE LDC IF YOU HAVE ANY

AHA! JUST AND MAKE SURE THE
THE PERSON I MRT GETS URPED WHEN QUESTIONS, T DONT
NEED THE RFIT GETS NERKED HAVE TIME FOR THAT
: SORT OF THING.

TO THE ORCAT.

P

www.dilbert.com scottadams®aol.com

821-05 ©2005Scott Adams, Inc./Dist. by UFS, Inc,

3GPP ACH ACK ACL ADSL AES AP ARQ ATIM ATM BCCH BCH BER BFSK B-ISDN
BNEP BPSK BSC BSS BSS BTS CBR CC CCA CCCH CCH CCK CD CDN CDMA
CGl CIDR CIF COA Codec CRC CS CSMA CSMA/CA CSMA/CD CTS CW DA DBPSK
DCF DHCP DIFS DNS DOP DS DSL DSSS DTIM DVB ECN EDGE EIRP ESS FA
FCH FDM FDMA FEC FHSS FIB FOMA FSK GGSN GPRS GPS GRE GSM HAHDLC
HDTV HID HLR HM HO HSDPA HTML HTTP IAPP IBSS ICMP IEEE IETF IFS IMEI
IMSI IP Ir DA ISDN ISI I-TCP ITU-T JPEG L2CAP LAN MAC MACA MANET MH MIMO
MPEG MPLS MS MSC TCP NAV NAT NFS OFDM OSS OTA PCH PCM PDA PHY PIN
PKI PLCP PLL PMD POTS PSK PSM PSTN PUK QAM QoS QPSK RACH RCH
RFCOMM RFID RFC RIP RPC RSS RTS RTT S-DMB SA SAAL SACCH SAMA SAP
SAT SATM SC SC SCF SDM SDMA SDR SGSN SIFS SIM SIP SLP SMS SS7 SSL
TCHTCP TDD TDM TDMA TOS TSF TTL UDP UE UMTS UPnP URL UTRA UWB

VAD VBR VLR wW3C WAN WCDMA WLAN WLL WPA2 WPAN WWAN WWW XML
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Notiuni generale des

re radio

* Unitati de masura

* Atenuare

* Capacitate

* Codare, modulare
* Detectie, corectie

February 21, 2016
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Unitati de masura

°* Banda
Fizic: MHz
Retea: Mbps = 10° bps

* Atenuare dB
1dB =10 log,, (P,/P,)

°* Putere mW, dBm
1W = 1000mW = 30dBm
1mW = 0odBm
P[dBm] =10 log,, P[mW]
P[mW] = 1oPldBml/o
3dB = putere dubla

February 21, 2016
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Unitati de masura

* Signal to Noise Ratio SNR = S[mW]/N[mW]
SNR[dB] = 10log, (S/N)

=10log, S - 10log, N =

= S[dBm]-N[dBm]

February 21, 2016 20



Path loss In dB (atenuare)

P=10W
10"

dB =10 log (%—)
2

Powe

Path loss from source to d2 = 70dB

P=1mW
10,000 times 1,000 times
40 dB 30dg P,=1uW
—————————— - ‘___________”
source d1 d2
16
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P=10W _ =40dBm dBm = 10 log (- -1--
101 1MW

+ 10,000 times
Powe

103 S PT=_1 mW LT 0 dBm
- 1,000 times
10608 - B !---------_--___Ec?__T%V__f_ﬁQ_@Bm
source d1 d2
17

cyu9l@csuohio.edu
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Atenuarea undelor radio

P_= P /atenuare, unde atenuare = (4mtdf/c)"
d = distanta
f = frecventa purtatoarei
n = exponent specific mediului
¢ = viteza luminii

mediu n propagare
coridoare 1.4 - 1.9 ghid unda
Camere mari, libere 2 free space loss

Camere cu mobila FSL + multicai

3
Camere incdrcate 4 non LOS, difractie, imprastiere
5

Intre etaje traversare podele, pereti

23



Atenuare

Atenuare[dB] = 10 log,, (4df/c)" =
=10nlog,(d) + Const.

Efect: puterea receptionatd][dB] depinde logaritmic de
distanta

P,

In dBm: P, = P, - atenuare \

-~
~~-

Distanta

v
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Unitati de masura

° Bit Error Ratio (BER) = probabilitatea de eroare 1 bit
—1000BASE-T : 10
— Fibra: 107
— Wireless: 10° .. 1

* Packet Error Ratio (PER)

* probabilitatea de eroare 1 pachet de L biti
* PER=1-(1-BER)

February 21, 2016 25



Nivelul fizic (radio

* Scop: Transferul bitilor prin mediu

* Codare: transforma un semnal digital in altul, mai potrivit
— Control erori (FEC)
— Bit -> chip (CDMA)
— Imprastiere (spread spectrum)
°* Modulare/demodulare
— conversia digital-analog-digital
* MCS = modulation + coding scheme
° suport L2 (temporizare, sincronizare, incadrare )
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Exemplu MCS pentru WiFi 1iMbps

data
Codare Barker ; ,

Barker sequence _l— l— :

(1701101110007 0117011100 0;

—.

Transmitted data

i1011011100001001000711°1:

Data

0 0 1
i i +—»Time
27y 3T, 4T,

Modulare BPSK !
JAVAVAVA
i ?:;

0

27



Modulation&coding scheme

* MCS = combinatie de codare + modulare

* obtine o rata fixa de emisie in bps

* ratele mari necesita putere mare

55 I I I I I I I

Sl ——
MCS2 ——
L MCS3 —%—
al Mew —e5—
MCS5
L MCS6
40
e = 8 g 8 B S = g
351
=)
8 30r
=
2 25F e + . 3 . + + —————x
E |
20
T
15+ |
10 F
S | III|
0 — - - ——r"l: i 1 1 ] ] L L |
2 4 6 8 10 12 14 16 13 20 22 24 26 28 30

Tx P [dBm] 28



Controlul erorilor
pe canale cu zgomot

ARQ, FEC, HARQ
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Controlul erorilor (PHY + LL

* Detectie \ XI. y
physical n

— Biti de paritate
e P layer layer
— Checksum, CRC
* Corectie
— FEC (Forward Error Correction)

" Coduri bloc
" Hamming, Reed-Solomon

— ARQ (Automatic Repeat Request): Stop&Wait, GoBackN,
Selective Repeat

— HARQ (Hybrid ARQ)
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Detectie vs Corectie

* Ambele sunt necesare
— Detectie fara corectie?
— Corectie fara detectie?

* Detectie - overhead mic
— Ethernet, WiFi: payload CRC 4 octeti
— IP header checksum: 2 octeti
— TCP/UDP payload checksum: 2 octeti

* Corectie - overhead in timp/biti
— ARQ: se retransmite
— FEC: se folosesc biti suplimentari

31



FEC: Coduri Corectoare pe bloc

* Codare la transmisie (FEC encoder)

— bloc de k simboluri se mapeaza la un cuvant de n simboluri
— se emit n simboluri

* Decodare lareceptie (FEC decoder)

A.din n simboluri primite se recupereaza k simboluri corecte
B.se detecteaza maximum t erori nerecuperabile => BER
C.nu se detecteaza erori, desi ele sunt prezente

* Cod(n, k)
— Overhead = (n-k)/k

2/21/16 32



FEC: Cod cu repetitie

* Simbol = 1bit
* k=1n=3

* transmit 3 biti pentru 1
* voteaza la receptie

* corectie 1 bit eronat

* overhead: 200%

Interpretare

000

001

010

100

011

101

110

111

o(fara eroare)
0
0
0
1
1
1

1 (fard eroare)
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FEC: Cod corector Hammin

*k=4n=7

* Codeaza 4 biti in 7 biti

* Corecteaza 1 bit eronat
* Detecteaza 2 biti eronati
°* Overhead 75%

34



FEC: cod Reed Solomon

n
N

. %~ Exemplu RS(255, 223):

DATA rarry | S=8 bit per simbol

2t=32 simboluri de paritate
n=2%1 lungimea cuvantului

* k simboluri de transmis => se emit n = k + 2t = s(25-1) biti
* corecteaza max t erori — pozitii necunoscute in n

* Overhead (n-k)/k

°* Complexitate codec depinde de t,s
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Exemplu RS(255,2

25-Bit noise burst

SYMB 1 SYMB 2 SYMB 3 SYMB 4 SYMB 5 SYMB 6

2/21/16

OK HIT HIT HIT HIT OK

* bloc de 255 simboluri de 8 biti

* 247 originale + 8 de paritate

* orice 4 simboluri se pot pierde

* rezista cu bine la o rafala de pierderi de 25 biti
* dar la 25 de biti raspanditi aleator?
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Performanta RS

i ' 107 I T
10-5 | I
W -5
I 10 Creste
& [ Rrs@2 £ overhead 1
< 10-10 =5 4= .
;h: = g 10-10 -
5 1 C k=32 1
- 1 =2 B i
3 R-S (64, 56) 5 I .
3 10-15 5= 1 &
@) A — B B
10 i _‘ 8 10-15 k = 48 -
i R-S (256, 224) i i
s=8 | i i
i R-S(128,112) | i k=4 R
2L S=7 /| | ! | /R )
10~ _ | |
10-6 10-5 10-¢ 10-3 10-2 10 2100_4 03 pwr: To-1
Random channel-bit-error rate Random channel-bit-error rate
overhead fix de 1/7 cu s=5..8 RS(64,k):
* s creste => creste blocul * k scade => creste overhead
* s creste => creste rezistenta * k scade => creste rezistenta
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Proprietati FEC

* Overhead-ul depinde de capacitatea de corectie dorita

* Functioneaza pana la o rata maxima de erori
— Necesita detectie
— Necesita calitatea canalului cunoscuta :-(

* Aplicatii

— RTT mare: spatiu (Marte OWD = 4-24 minute)
— Stocare: informatia e “uitata’” la sursa
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Automatic Repeat reQuest

* necesita detectia erorilor

° repeta cadrul/cadrele
eronate

* Overheadin timp
— RTT + timeout

(5]
fomt
oo
~

\

— Retransmisia propriu-zisa

* Stop&Wait

Timeout

Timeout

Timeout

Sender

Sender

%

Receiver

Receiver

(b)

Sender Receiver

Timeout

Timeout

Sender Receiver

Timeout

Timeout




Automatic Repeat reQuest

* necesita detectia erorilor
° repeta cadrul/cadrele eronate

* Overhead in timp, capacitate
— RTT + timeout
— Retransmisia propriu-zisa

* Stop&Wait
°* Window based: Go back N, Selective Repeat

° HARQ (Hybrid ARQ)
— Cadrele necorectate de FEC sunt recuperate cu ARQ
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PHY si LL (nivelele 1 si 2) in radio

Ll

=
)‘Z’ Putere emisa[W], PER, debit [Mbps], <
7 antend, MCS jitter, RTT n

o

Atenuare[dB] FEC, ARQ

Zz Putere receptionata[dBm] BER I S
- —— Z
1 antena, SNR[dB MCS A
4 antend, S PHY, 2

PDR = packet delivery ratio
BER = bit error rate

RTT =roud trip time
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