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Abstract Image steganography is one of the most important research areas of informa-
tion security where secret data is embedded in the images to conceal its existence while
getting the minimum possible statistical detectability. To achieve a good tradeoff between
the hiding capacity and image quality, more work needs to be further researched. In this
paper, we propose high capacity data hiding scheme by employing the absolute moment
block truncation coding (AMBTC) compression. It exploits the redundancy of blocks of
the AMBTC-compressed image to embed the secret data. The pixel values of the AMBTC-
compressed image are modified at most by one for hiding the secret data. Thus, it is able
to maintain the stego-image quality after hiding the secret data. Experimental results vali-
date the effectiveness of the proposed scheme and show that it outperforms various existing
methods in terms of both hiding capacity and stego-image quality.

Keywords Data hiding · Pixel value adjusting · Secret data · Stego-image · Absolute
moment block truncation coding

1 Introduction

Due to the emergence and proliferation of network technologies, Internet has become a very
popular means of communication. However, data can be transmitted over the public net-
works such as the Internet, is not reliably safe because of counterfeiting, copyright violation,
forgery and fraud (Artz 2001). Therefore, there is a need to develop somemethods in order to
protect digital data especially sensitive data.Several techniques have been designed to secure
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digital data, the data hiding (also known as information hiding) is one of them. It embeds
secret messages into a cover-media so that an unintended observer will not be aware of the
existence of the hidden messages (Li et al. 2006). Cover media can be in the form of texts,
images, digital sound files, and videos. There exist two main parameters that really affects
data hiding scheme, these are the visual quality of stego images and embedding capacity (or
payload) (Lin et al. 2008). A data hiding scheme having low image distortion is more secure
than with high distortion because it does not raise any suspicions of adversaries. Therefore,
image quality factor is the first important one. The next important factor is embedding capac-
ity. Generally, an information hiding scheme with high payload is preferred so that more
secret data can be communicated. However, embedding capacity is inversely proportional to
visual quality i.e, if capacity is increased then visual quality is reduced and vice versa. The
tradeoff between the two factors above is made by users depending on user’s requirement
and application fields. Thus, different techniques of data hiding are needed to span the range
of possible applications. It has been found that data hiding techniques are divided into two
groups namely steganography and watermarking. In case of first group i.e., steganography,
it is a technique in which secret data is embedded into cover media. There is no relationship
betweenmessage and the cover image in steganography. The cover image is treated as a decoy
to mask the presence of communication. The basic purpose of steganography is the covert
communication in which the very existence of the secret data is not possible to be detected
by the attackers. There are three fundamental requirements namely perceptual transparency,
robustness, and hiding capacity for designing steganographic systems (Lu et al. 2009). The
security or perceptual transparency deals with the ability of an eavesdropper to figure, or
suspect the hidden information easily. High security can be achieved by minimizing the dis-
tortion between the cover text and the stego text. The robustness refers to the resist possibility
of modifying or destroying the unseen data. The capacity refers to the maximum no of bits
that can be hidden into the cover media. It is given by the ratio of bits of secret message
to bits of stego cover. As far as watermarking is concerned, it alters a cover object, either
imperceptibility or perceptibility to embed a message about the cover objects. Watermarking
finds application in copyright protection, transaction tracking, and broadcast monitoring. In
watermarking, some relevant information is provided by the embedded message (like image
caption, authentication code, and author’s signature).

Data hiding techniques in image steganography can be broadly classified into three
domains: Spatial domain, transform domain and compressed domain. In the spatial domain,
secret data are embedded into pixels by directly modifying the image pixels (Lin et al. 2009).
In the transform domain scheme, the host image must first be transformed into frequency
coefficients by utilizing a frequency oriented mechanism such as discrete cosine transforma-
tion (DCT) (Yang et al. 2011) or discrete wavelet transformation (DWT) (Xuan et al. 2006).
Subsequently, secret data are combined with the relative coefficients. Lastly, the modified
coefficients are used to reconstruct the frequency-form image as a stego-image. Generally,
the transform domain based schemes have the capability to resist against attack when com-
pared with the spatial domain, still these suffers from computational complexity problem
and uncompressed stego-image. To overcome this problem, compressed domain schemes are
evolved. The compressed domain-based methods hide the secret data in the images com-
pressed by different methods like JPEG (Wang et al. 2013), vector quantization (Lu et al.
2009), block truncation coding (Hu and Chang 1999) etc. In compressed domain, embedding
and extraction process does not involve transforming to the frequency domain due to this,
computation cost is relatively low as compared to transform domain. Moreover, compressed
stego-image can enhance the efficiency of data transmission and reduce suspicion from the
attackers. The AMBTC method is a variant of BTC, proposed by Lema and Mitchell (1984)
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to further improve the compression performance of traditional BTC. AMBTC is computa-
tionally simpler than BTC method and also maintains the first absolute moment along with
the mean. Here, each image block is encoded by using one-bit plane and two quantization
levels. To get advantages of AMBTC compression, in this paper, we propose an absolute
moment block truncation coding (AMBTC) compression based data hiding scheme using
a pixel value adjusting strategy. This scheme considers the compressed image in the non-
overlapping 4×4 pixel blocks for hiding the secret data. It embeds the secret data (converted
into a base 3 representation) into the AMBTC compressed image by modifying the pixel
value at most by one and some of the pixels might remain untouched. Thus, it is able to
maintain the good quality stego-image even after hiding a large amount of the secret data.
Experimental results show that the proposed scheme is superior to other existing schemes in
terms of both hiding capacity and stego-image quality.

The rest of the paper is organized as follows. In Sect. 2, we briefly introduce the Absolute
Moment Block Truncation Coding (AMBTC) compression technique and existing BTC and
AMBTC based data hiding methods. The embedding and extraction process of the proposed
scheme are introduced in Sect. 3. The experimental results and analysis are given in Sect. 4.
Finally, in Sect. 5, the paper is concluded.

2 Related work

In this section, we will review the standard concepts of Absolute Moment Block Truncation
Coding (AMBTC) and some recently developed and important BTC and AMBTC based data
hiding methods which are presented in Sects. 2.1 and 2.2, respectively.

2.1 Absolute moment block truncation coding (AMBTC)

BTC is a simple and efficient block based spatial domain lossy image compression technique
for grayscale images. This technique is mainly used for the real-time application and arm-
based application due to its low complexity, low computational cost and easy to implement
characteristics. The main idea of this technique is to quantize the pixels in each block into
two levels while maintaining certain statistical moments of small blocks of the gray scale
image. Later, theAMBTCmethod as a special kind of BTC is proposed by Lema andMitchell
(1984) to further improve the compression performance of traditional BTC by preserving the
first absolute moment along with the mean instead of using the standard deviation. AMBTC
is computationally simpler than the BTCmethod. The main difference between AMBTC and
BTC is the calculation of two quantization level during the encoding procedure. However,
the image decoding procedure of AMBTC technique is same as that of the traditional BTC
technique. The details of the image encoding procedure and decoding procedure of the
AMBTC method are described as follows.

During the encoding procedure, the input image is first decomposed into several non-
overlapping M × M sized blocks. It is noted that M is set to be 4 during the conventional
AMBTC encoding phase. For each image block, its mean pixel value AVG and its standard
deviation var are then computed by using Eqs. (1) and (2), respectively.

AVG =
∑M×M

i=1 µi

M × M
(1)

var =
∑M×M

i=1 |μi − AVG|
M × M

(2)
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Where μi represents the i th pixel value in each block of the image and M denotes the size
of the image block. For each block, take the i th block, for example; each pixel value μi in
the i th block is compared with its AVG in such a way that a bitmap that is composed of two
groups is generated according to the following two rules:

(i) If the pixel value μi is less than its corresponding AVG, then the corresponding bit in
the bitmap of the i th block is determined as group-0 and is denoted as‘0’ in the bitmap.

(ii) Otherwise, the bit belongs to group-1 and is denoted as‘1’ in the bitmap.

During the decoding phase, the low mean values Lm for group-0 and the high mean values
Hm for group-1 can be derived from Eqs. (3) and (4), respectively.

Lm = AVG − M × M × var

2 (M × M − β)
(3)

Hm = AVG + M × M × var

2β
(4)

Where β is the number of pixels that are greater than or equal to AVG derived using Eq. (1)
in the bitmap of the i th block, M denotes the size of the encoding block, and var denotes
the standard deviation for the i th block. Once two mean values Lm and Hm are obtained, the
corresponding reconstructed image block can be easily generated from the received bitmap
by replacing each‘0’ of bitmap with a low mean value Lm and each‘1’of bitmap with a high
mean value Hm.

To compare the image quality of the reconstructed images after BTC and AMBTC com-
pression, an experiment was implemented by us. The experiment was performed with twelve
commonly used grayscale images, namely Airplane, Couple, Elaine, Boat, House, Lena,
Man, Mandrill, Peppers, Sailboat, Splash, and Tiffany of size 512×512. The block size used
in BTC and AMBTC compression is set to 4 × 4 pixels. After compression, the host image
was reconstructed to compare the image quality. For example, a block of the image is shown
in Table 1(a). The calculated mean value of the image block is AVG = 139 and var = 28 by
using Eqs. (1) and (2), respectively. The mean value AVG = 139 is then taken as a threshold
to generate the bitmap as shown in Table 1(b). Pixels with values greater than or equal to
AVG are set to 1 in the bit plane; otherwise, the binary value 0 is set. Two quantization levels
Lm = 111 and Hm = 167 are obtained by Eqs. (3) and (4), respectively. By using these two
quantization levels Lm , Hm and a bitmap, the image block can be reconstructed as shown
in Table 1(c). If the corresponding indicator is 0, then the receiver decodes a pixel with Lm

Otherwise, the pixel is reconstructed by Hm .
Assume that each of two quantization levels Lm and Hm requires 8 bits, and the bit

pattern of the block requires M × M bits. For a 4 × 4 block, the total number of bits
required is (8 + 8 + 4 × 4) = 32 bits. Thus, the compression rate of the AMBTC method is
(8 + 8 + 4 × 4) /16 = 2 bpp, which is the same as that of the traditional BTC method. As
stated in Lema andMitchell (1984), the AMBTCmethod preserves the first absolute moment
along with the mean instead of using the standard deviation in the BTC method, so that the
AMBTC method does not require complex computation as compared to the BTC method.

Table 2 shows the comparison of PSNR values derived by BTC and AMBTC for recon-
structed images. Note that all of the reconstructed images derived from AMBTC keep the
same image quality as that of BTC. In addition, for each encoding block, the two quantization
levels, the mean pixel value AVG and its standard deviation var , are generated during the
encoding phase rather than the two mean values that are required in BTC. Hence, hiding data
using AMBTC degrades the hiding distortion while preserving the image quality as in BTC
because the standard deviation var is slightly smaller than the mean values generated by
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Table 1 Shows the AMBTC
encoding and decoding (a) Original image block

130 92 161 165

133 97 90 170

147 175 140 183

124 194 106 116

(b) Bit pattern of the image block

0 0 1 1

0 0 0 1

1 1 1 1

0 1 0 0

(c) Reconstructed image block

111 111 167 167

111 111 111 167

167 167 167 167

111 167 111 111

BTC. In next sub-section, we discuss some related and important BTC and AMBTC based
data hiding methods.

2.2 Related work of BTC and AMBTC based data hiding methods

Chuang andChang (2006) discussed aBTCbased data embedding scheme. It first compresses
a gray scale cover image by dividing it into blocks using BTC technique to get two quanti-
zation values and one bitmap for each block. Then, a predefined threshold is used to classify
each BTC-encoded block as smooth or complex. Subsequently, secret data is embedded into
the bitmap of the selected BTC-encoded blocks. This scheme is limited to gray scale images
only and the stego image quality is significantly degrades with the increase in threshold
value thus increasing the suspicion from the attackers. Later, Chang et al. (2008) proposed a
data hiding method for color images compressed by BTC. In this method, BTC technique is
applied to each block of a cover image which results into three pairs of quantization levels
and three bitmaps. In order to improve the compression rate further, a genetic algorithm is
used to find an approximate optimal bitmap out of three bitmap. Next, Chang et al. (2009)
suggested a data embedding method based on the genetic algorithm and absolute moment
block truncation coding for color images. In this scheme, the bitmap generation procedure of
GA-AMBTC has been modified. This method suffers from low embedding capacity and high
distortion after pixel modifications. Chen et al. (2010) introduced a data hiding method for
BTC compressed images. Here, the highmean and the lowmean values are used to embed the
secret data in the uniform blocks. The difference between the high mean and the low mean
values of each block is used to determine whether only 1 bit of the secret data is to be hidden
in the block or to toggle bits in the bitmap to hide more bits. However, it mimimize the dis-
tortion problem but also suffers from the low hiding capacity. Next, Li et al. (2011) discussed
a data hiding method for BTC-compressed images based on bit plane flipping and histogram
shifting of mean tables. In this technique, two strategies are used, one is based on the bitplane
flipping technique that hides the secret bits by swapping the high mean and low mean, other
is a histogram shifting of the resulting mean tables after swapping. However, it achieves very
low image distortion after data embedding and enhances the security of embedded conven-
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tional data, still this technique not able to provide sufficient data hiding capacity. Raja (2012)
proposed a data hiding scheme that makes use of AMBTC and interpolative technique. In this
scheme, the secret image is stored in the bit plane of the AMBTC compressed image and is
recovered during decompression process. Later, Zhang et al. (2013) introduced a data hiding
scheme for BTC-compressed images by further losslessly encoding the BTC-compressed
data according to the secret bits. Initially, the BTC technique is applied to the original image
to get the BTC-compressed data that consists of a high mean table, a low mean table, and a
bitplane sequence which is used to hide the secret data. Li et al. (2015) discuss a bi-stretch
data hiding algorithm for absolute moment block truncation coding compressed images. In
this scheme, the AMBTC compressed image is divided into non overlapped blocks first, after
that, four feasible cases are employed to embed secret data, which takes advantage of the
characteristics of the coefficients of the AMBTC compressed image and leads to very small
distortion of the AMBTC compressed image. Huang et al. (2016) discuss a hybrid secret hid-
ing schemes based on absolute moment block truncation coding for embedding more secret
data into the complex and smooth blocks. It utilizes two different hiding methods for embed-
ding the secret data into the smooth and complex blocks. In case of smooth blocks, the small
variation of the block is adopted to define the embedding rule to minimize the distortion after
data embedding. As for the complex blocks, the large variation of the block is used to embed
more secrets while maintaining good visual quality.Malik et al. (2016)modified the AMBTC
technique by providing two bit plane with four quantization levels to improve image quality
and payload. Although the aforementionedmethods achieve good visual quality and payload,
they cause permanent distortion to the original AMBTC codes. Sun et al. (2013) proposed
high-performance data hiding technique for block truncation coding compressed image. It
improves the Li et al. (2011) method in terms of higher embedding capacity. In this method,
a joint neighbor coding technique is used for encoding the BTC-compressed data according
to the secret bits. The secret data is embedded in both the high mean and low mean table. It
embeds two bits of the secret data in eachmean table. Thismethod can obtain a capacity that is
four times as large as the number of blocks in the cover image. However, it requires extra data
to be included in the stego-code stream, and also the reconstructed images cannot be derived
by a conventional BTC-decoding algorithm directory. Later, Lin et al. (2013) discussed a
data hiding method based on the AMBTC compression technique. This method explores the
redundancy in a block of AMBTC-compressed images to determine if a block is embeddable
or non-embeddable. In this method, four disjoint sets are created for embeddable blocks to
embed data using different combinations of themean value and the standard deviation. It does
not require extra data to be included in the stego-code stream like Sun et al. (2013) method.
This method suffers from low hiding capacity. Pan et al. (2014) introduced a data hiding
scheme for AMBTC compressed images using a reference matrix. The quantization levels of
eachAMBTC-compressed image block are used to embed the secret data by using a reference
matrix. For each image block, original quantization levels are changed into another stegomes-
sagewhich is combinedwith a bitmap. Later, Ou and Sun (2014) discussed anAMBTC based
data hiding scheme having minimum distortion. In this technique, a threshold is defined to
divide the blocks of the AMBTC-compressed codes as smooth and complex, in which secret
data are embedded. In case of smooth blocks, the bit planes are directly used to embed the
data by replacing the bits with the secret data bits. Next, the two quantization levels are re-
calculated to reduce the caused distortion. For complex blocks, a proportion of secret bits are
hidden by exchanging the order of two quantization levelswith together toggling the bit plane.
As discussed above, the existing techniques either suffer from low embedding capacity or low
quality of stego-image. Our method tries to keep a balance between hiding capacity and the
quality of stego image, i.e., it tries to improve the hiding capacity while maintaining a good
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quality of the stego-image. It exploits the redundancy of blocks of the AMBTC-compressed
image to embed the secret data. The pixel values of the AMBTC-compressed image are
modified at most by one to embed the secret data, which consequently gives high-quality
stego-image. Our scheme has better performance than the recently developed methods like
Ou and Sun (2014), Lin et al. (2013), Li et al. (2011) and Chang et al. (2008).

3 Proposed scheme

The proposed scheme is a compressed domain based scheme which hides the secret data into
the compressed codes. The scheme compresses the cover image using AMBTC compression
and then embeds the secret data into the AMBTC compressed image using embedding rules.
After AMBTC compression, the cover image is divided into M×M sized blocks where each
block contains only two different values i.e. Lowmean (Lm) and Highmean (Hm). The secret
data bit stream is converted into a base 3 representation. For embedding the secret data digits
into the compressed image, we, first of all, identify the embeddable and non-embeddable
blocks of the compressed image. If the difference between the Hm and Lm is greater than
±1 then this block is determined to be an embeddable one otherwise it is non-embeddable
block. Now, we identify the non-embeddable pixels in each embeddable block. The first Hm

and the first Lm pixel of the block are considered as non-embeddable pixels.

3.1 Embedding rule

Embed Secret data into the embeddable pixels pE j of each block bi

3.2 Illustrations of embedding process

An example to explain the proposed embedding process for stego-image construction is
shown in Fig. 1. The embedding process considers 4 × 4 pixel block size and scanning the
image in a raster manner from coordinates (0, 0) to (3,3). We have P1, P2, P3, P4, P5, P6,
P7, P8, P9, P10, P11, P12, P13, P14, P15, and P16 pixels in 4 × 4 block which are 130, 92,
161, 165, 133, 97, 90, 170, 147, 175, 140, 183, 124, 194, 106, and 116, respectively. Firstly,
this block is compressed using AMBTC compression and then Low mean (Lm) and High
mean (Hm) values are calculated. The bit plane of the original image block which contains
only two values i.e., 0 and 1 is generated and then the compressed block can be reconstructed
using Lowmean (Lm) and High mean (Hm) values. The pixel values of the compressed block
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12020201201002

130 92 161 165

133 97 90 170

147 175 140 183

124 194 106 116

0 0 1 1 

0 0 0 1 

1 1 1 1 

0 1 0 0 

111 111 167 167

111 111 111 167

167 167 167 167

111 167 111 111

111 112 167 166

111 110 111 166

167 168 166 167

112 167 111 110

AMBTC

Reconstruction

Proposed 
Embedding 

Strategy 

Original block

Stego block Compressed block

Bit plane 

First LOW ( )

Secret data bit stream  

=111, =167

1010101001000100100101

Secret data in base 3 form  

Covert bit stream into base 3 
First HIGH (

Fig. 1 An example to explain the proposed embedding process

are P1 (= 111), P2 (= 111), P3 (= 167), P4 (= 167), P5 (= 111), P6 (= 111), P7 (= 111),
P8 (= 167), P9 (= 167), P10 (= 167), P11 (= 167), P12 (= 167), P13 (= 111), P14 (= 167),
P15 (= 111), and P16 (= 111). We identify the non-embeddable pixels from the compressed
block which are the first Lm and the first Hm valued pixels. In our example, the first Low
mean pixel (Lm) is made green colored i.e., P1 (= 111) and the first High mean pixel (Hm)

is made blue colored i.e., P3 (= 167).
The rest of the pixels are considered as embeddable pixels which can be used to hide the

secret data. For embedding the secret data digits, if the secret data digits are ‘1’ then the
corresponding pixel value of the block is increased by one and if it is ‘2’ then pixel value
is decreased by one. In case the secret data digit is ‘0’ then the corresponding pixel value
remains unchanged. Consider, a secret data bitstream S = (1010101001000100100101)2
which is converted into a base 3 representation as (12020201201002)3. The first digit of the
secret data is ‘1’ which will be hidden into the first embeddable pixel of the block which is
P2 by increasing its value by 1. Thus, after embedding, the pixel value is 112. The second
digit of the secret data is also ‘2’ which will be embedded into the second embeddable pixel
which is P4 by decreasing its value by 1. Now, the pixel P4 value is 166. The third digit of
the secret data is ‘0’ which will be embedded into the third embeddable pixel P5 which does
not cause any change in the pixel value. The fourth digit of the secret data is ‘2’ which will
be embedded into the fourth embeddable pixel P6 of the block by decreasing the pixel value
by 1. Now, the pixel value becomes 110. Thus proceeding, the entire secret data is embedded
into the block and the obtained pixel values are as follows P1 = 111, P2 = 112, P3 = 167,
P4 = 166, P5 = 111, P6 = 110, P7 = 111, P8 = 166, P9 = 167, P10 = 168, P11 = 166,
P12 = 167, P13 = 112, P14 = 167, P15 = 111, and P16 = 110.
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3.3 Extracting phase

In the extracting phase, the secret data are extracted from the Stego AMBTC compressed
image and the image can be recovered to the original AMBTC compressed image. For
extracting the secret data, the extracting algorithm is given below:
Input: A Stego AMBTC-compressed image.
Output: A recovered AMBTC-compressed image and extracted secret data.
Step 1. Read the M × M-sized block of the stego-image X .
Step 2. Count the number of different values in the current block.
Step 3. Check the number of different pixel values in the current block. If the number of
different pixel values is 2, then calculate the difference of the values if it is <2 then go to
step 4 otherwise go to Step 6.
Step 4. Because the number of different pixel values is 2 and the difference of the values is
<2, means the block is a non-embeddable block which does not contain any secret data digit.
The current block is the original block of the AMBTC compressed image.
Step 5. Go to Step1 until all of the blocks of the stego-image have been processed.
Step 6. Because the number of different pixel values is >2, the block is embeddable block
and contains the secret data.
Step7. Identify the non-embeddable pixels in each block i.e. two pixels. The very first pixel
of the block is always considered as the non-embeddable pixel. The second non-embeddable
pixel is the first pixel whose difference is greater than one of the first non-embeddable pixel
of the block.
Step 8. Least valued non-embeddable pixel is denoted as Lm and another non-embeddable
pixel is by Hm .
Step 9. Extract the secret data from the embeddable pixels p′

E of each block b′
i

Step10. Go to Step1 until all of the blocks of the stego-image have been processed.
Step11. Convert the obtained secret data digits into binary form to obtain the original secret
data bit stream.

Thus, we get the secret data S and the recovered AMBTC compressed image I.
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3.4 Illustrations of extracting process

Similarly, an example is taken for illustrating the process of data extraction. Recall to the
previous example of Fig. 1, for extraction of the secret data digits from the stego block, we
first identify the non-embeddable pixels of the block which are P1 = 111 and P3 = 167. The
remaining pixels of the block contain the secret data. The minimum of {P1, P3} is considered
as Low mean (Lm) value and maximum of {P1, P3} is considered as High mean (Hm) value.
If the embeddable pixel value is equal to the {Low mean (Lm) ,High mean (Hm)} then the
embedded secret data digit is ‘0’ and there had been no change in the pixel value; if the pixel
value is greater than by atmost 1 than {Lowmean (Lm) ,High mean (Hm)} itmeans embedded
digit of the secret data is ‘1’ and recover the pixel value by decreasing by 1 otherwise the
embedded digit of the secret data is ‘2’and recover the pixel value by increasing it by 1. The
first embeddable pixel is P2 = 112 which is equal to (Lm + 1) means the embedded digit is
‘1’. For recovering the pixel value, we decrease its value by 1. The second embeddable pixel
is P4 = 166 which is equal to (Hm − 1) means the embedded digit is ‘2’. For recovering, the
pixel value, we also increase it by 1. The third embeddable pixel is P5 = 111 whose value is
equal to Low means the embedded digit is ‘0’ and it also implies that the pixel had not been
modified in embedding phase, so no need to recover it as it is in its original form. The fourth
embeddable pixel P6 = 110 whose value is equal to (Lm − 1) means embedded digit is ‘2’.
For recovering the pixel value, we increase it by 1. Proceeding, in the same way, we will
obtain the original compressed image and the secret data digits (12020201201002)3 which are
converted into binary form to obtain original bit stream S = (1010101001000100100101)2.
The obtained pixel values are P1 (= 111), P2 (= 111), P3 (= 167), P4 (= 167), P5 (= 111),
P6 (= 111), P7 (= 111), P8 (= 167), P9 (= 167), P10 (= 167), P11 (= 167), P12 (= 167),
P13 (= 111), P14 (= 167), P15 (= 111), and P16 (= 111). Then, this block uncompressed by
the AMBTC technique and we have P1, P2, P3, P4, P5, P6, P7, P8, P9, P10, P11, P12, P13,
P14, P15, and P16 original pixels of the cover image in 4 × 4 block which are 130, 92, 161,
165, 133, 97, 90, 170, 147, 175, 140, 183, 124, 194, 106, and 116, respectively.

4 Experimental results and discussion

In this section, we will investigate the performance of the proposed work by conducting some
experiments. The main objective of this work is to demonstrate that the proposed scheme
achieves high capacity and good image quality at the same time. Twelve grayscale cover
images of size 512× 512 pixels as shown in Fig. 2a–l are used in our experiment. The block
size used in the AMBTC compression is 4× 4 pixels. The proposed scheme is implemented
in MATLAB running on Intel (R) Core (TM) i5 processor 3.20-GHz with the 4-GB RAM
hardware platform. The secret data used in the experiments is a stream of random bits,
generated by a pseudo-random number generator (PRNG). For comparison, two parameters,
namely hiding capacity and visual quality of the stego-image are used to evaluate the power
of the previously existing schemes and the proposed scheme.

The hiding capacity is used to measure the amount of secret data bits that can be hidden in
the cover images. The bit per pixel is a measure for hiding capacity. Here it is symbolized by
bpp as given by Eq. (5). It is calculated by dividing the number of secret data bits embedded
in an image with the number of pixels used in the embedding.

bpp = number of secret data bits

number of pixels
(5)
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Airplane Couple Elaine Boat

House Lena Man Mandrill 

Peppers Sailboat Splash Tiffany

(a) (b) (c) (d)

(e) (f) (g) (h)

(i) (j) (k) (l)

Fig. 2 Cover images, each of size 512 × 512

With regard to the second parameter, the visual quality of the image is measured by the
peak-signal-to-noise ratio (PSNR) defined as:

PSNR = 10 log10

[
255 ∗ 255

MSE

]

(6)

Where, MSE is the Mean Square Error and is defined as

MSE = 1

M × M

∑M

i=1

∑M

j=1

(
Ii j − Xi j

)2 (7)

MSE represents the difference between the original cover image I and the stego-image X
sized M × M , and Ii j and Xi j are the pixels located at the i th row and j th column of image
I and X , respectively. In general, the larger the PSNR value is, the better the image quality
of the image would be. Figure 3a–l shows the visual quality of the AMBTC-compressed
images with their corresponding PSNR values. Figure 4a–l shows the stego-image along
with computed the data hiding capacity and PSNR between AMBTC compressed image and
stego-image. It is clearly evident from Fig. 4 that it is too hard to distinguish the stego-images
from the cover image. Since, embedding the secret data in the AMBTC-compressed image
slightly decreases the PSNR value. It is also observed that after extracting the secret data
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 “Airplane” 
PSNR = 31.9649 

 “Couple” 
PSNR = 32.9126 

  “Elaine” 
PSNR = 33.8758 

“Boat” 
PSNR = 31.1450 

 “House” 
PSNR = 30.8817 

 “Lena” 
PSNR = 33.1882 

 “Man” 
PSNR = 36.8151 

“Mandrill” 
PSNR = 26.9679 

“Peppers” 
PSNR = 33.3949 

“Sailboat” 
PSNR = 29.8497 

“Splash” 
PSNR = 36.7185 

“Tiffany” 
PSNR = 35.7199 

(a)(a) (b) (c) (d)

(e) (f) (g) (h)

(i) (j) (k) (l)

Fig. 3 AMBTC compressed images

from stego images the PSNR values of all stego-images are equal to the original AMBTC-
compressed images, for this reason, our proposed scheme works in a lossless manner.

4.1 Performance comparison of proposed scheme with another scheme

We now discuss the experimental results of our proposed scheme by comparing with some
AMBTC and BTC based data hiding schemes such as Chang et al. (2008) method, Li et al.
(2011) method, Lin et al. (2013) method, and Ou and Sun (2014) method for twelve AMBTC
compressed images. Table 3 demonstrates the comparison results in terms of hiding capacity
measured in bpp, and image quality (measured in PSNR) for proposed scheme and related
schemes for all the images.However, Chang et al. (2008)method can’t reconstruct the original
image by the BTC-decoding compression as the additional information is incorporated in the
stego-image while hiding the secret data bits. It is not good for the security during the image
transmission because the unusual stego code that are generated by Chang et al. (2008) scheme
can attract the suspicion of malicious users and incur attacks on this basis. With respect to
hiding capacity, it is found from Table 3 that proposed scheme has higher hiding capacity
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 “Airplane”
PSNR = 49.9582 

Capacity = 1.5149 bpp 

“Couple” 
PSNR = 49.9702 

Capacity = 1.5145 bpp  

 “Elaine” 
PSNR = 49.9667 

Capacity = 1.5148 bpp 

 “Boat” 
PSNR = 49.9565

Capacity = 1.5158 bpp 

 “House”
PSNR = 49.9543 

Capacity = 1.5151 bpp 

 “Lena” 
PSNR = 49.9540 

Capacity = 1.5157 bpp 

 “Man” 
PSNR = 56.0520 

Capacity = 1.5162 bpp 

“Mandrill” 
PSNR = 49.9679 

Capacity = 1.5148 bpp 

(a) (b) (c) (d)

(e) (f) (g) (h)

 “Peppers” 
PSNR = 49.9582 

Capacity = 1.5146 bpp 

“Sailboat”
PSNR = 49.9565 

Capacity = 1.5162 bpp 

 “Splash”
PSNR = 49.9543 

Capacity = 1.5167 bpp 

 “Tiffany”
PSNR = 49.9625 

Capacity = 1.5159 bpp 

(i) (j) (k) (l)

Fig. 4 Stego-images of the proposed scheme

than all the other schemes. The percentage increments for the hiding capacity of our scheme
is in the range of 51.48–51.78%, respectively, as compared to Lin et al. (2013) method which
has the highest hiding capacity in the existing data hiding schemes.Our scheme embeds 24
bits on average in each 4× 4 pixel block. However, Lin et al. (2013) method embeds only 16
bits in each 4 × 4 pixel block. The capacity of Ou and Sun (2014) method, Li et al. (2011)
and Chang et al. (2008) methods is approximately 1, 1 and 2 bit(s) per pixel, respectively,
in case of 4 × 4 pixel block. Our proposed scheme is able to achieve approximately 1.5 bpp
data hiding capacity and also allows the recoverability of the original image at the same time.
Thus, our scheme outperforms the existing AMBTC and BTC based data hiding schemes in
terms of embedding capacity.

The other very important aspect of analyzing the performance is PSNR. In Table 3, we
have also shown the performance of the proposed scheme and other related schemes in
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terms of PSNR. It is clearly evident from Table 3 that proposed scheme has an increment
in PSNR percentage in the range of 2.28–5.35% in comparison to Lin et al. (2013) method.
The proposed scheme achieves very good quality because the pixel values are modified at
most by 1 (i.e., ± 1) and even some of the pixels might remain unchanged depending on the
secret data bits. Thus, we find that the proposed scheme is superior as compared to the other
schemes in terms of the hiding capacity and image quality for all the test images.

5 Conclusions

In this paper, we have proposed an AMBTC compression based data hiding scheme using
pixel value adjusting strategy. Our scheme achieves very good quality as it modifies the
pixel value of the compressed image maximum by 1 either by increasing or decreasing the
pixel value and even some pixel values remain untouched depending on the secret data.
Additionally, it is also able to manage approximately 1.5 bpp data hiding capacity as it hides
1 digit of base 3 representation of the secret data stream into every embeddable pixel of the
compressed imagewhile the contemporary schemes provide only 1 bpp hiding capacity. Thus,
it has the higher hiding capacity and better image quality. Our scheme can also be applied
to color images by operating on individual color components and hence, it is applicable to
both the grayscale and color images.
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