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RFID employee tags

Seceleanu loan-Adrian

Introduction

| created a solution to monitoring employees' check in and check out of office using programmable
RFID tags which contain the name of each employee, each employee having a unique tag with a UID
(unigue ID) and key (password of the tag/data encryption).

When employees come to the office, they scan their RFID tag, same as when they leave the office. It
can be stored in a log that shows each employees' check in and check out dates and hours. Great for
monitoring emplyee activity

General Description

We use the generic Arduino UNO paired with a RFID read/write module.

| was thinking how can | make a project that actually has a usage far away from personal use, so |
came with the idea of making this. Each employee from a certain company has his own unique tag
that contains his name. When someone gets employed, we use the MASTERwrite program to encrypt
his data on a new tag, knowing the UID and the key of the tag, then giving him the tag. When he gets
at the office he will scan the tag at check in and check out, which will be stored in a log accessible by
the boss, making it easy for him to know how many hours an employee works a day, who was and
who wasn't at the office at a certain day.

I made two programs. One is the MASTERwrite, which will be given to the boss of the company so he
can program the tags for each employee with his personal details. The other one is the reader, which
is the program that will read the data off a tag. The reader program can only show the name of the
employees, not the UID and key of their tag. (safety measures)

Easy employee activity monitoring!

Hardware Design

Components used:

CS Open CourseWare - http://ocw.cs.pub.ro/courses/



Last update: 2023/05/28 pm:prj2023:avaduva:rfid_employee_tags http://ocw.cs.pub.ro/courses/pm/prj2023/avaduva/rfid_employee_tags

22:29

1. Arduino UNO
2. RC522 RFID reader/writer module

Arduino connection scheme:

The hardware:

@ RFID-RC522 @
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Software Design

I made 2 programs, one is the MASTERwrite and the second is the reader:
1. MASTERwrite

#include <SPIl.h> #include <MFRC522.h>

#define RST_PIN 9 #define SS_PIN 10

MFRC522 mfrc522(SS_PIN, RST_PIN); Create MFRC522 instance void setup() { Serial.begin(9600);
Initialize serial communications with the PC

SPI.begin(); // Init SPI bus
mfrc522.PCD Init(); // Init MFRC522 card
Serial.println(F("Write personal data of the employee: "));

}

void loop() {
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// Prepare key - all keys are set to FF FF FF FF at chip delivery from the
factory.

MFRC522: :MIFARE Key key;

for (byte i = 0; i < 6; i++) key.keyByte[i] = OxFF;

// Reset the loop if no new card present on the sensor/reader. This saves
the entire process when idle.
if ( ! mfrc522.PICC IsNewCardPresent()) {

return;

}

// Select one of the cards
if ( ! mfrc522.PICC ReadCardSerial()) {

return;

}

Serial.print(F("Card UID:")); //Dump UID

for (byte i = 0; i < mfrc522.uid.size; i++) {
Serial.print(mfrc522.uid.uidByte[i] < Ox10 ? " 0" : " ");
Serial.print(mfrc522.uid.uidByte[i], HEX);

}

byte buffer[34];

byte block;

MFRC522: :StatusCode status;

byte len;

Serial.println();

Serial.setTimeout (20000L) ; // wait until 20 seconds for input from
serial

// Ask personal data: Family name

Serial.println(F("Type Family name, ending with #."));

len = Serial.readBytesUntil('#', (char *) buffer, 30) ; // read family name
from serial

for (byte i = len; i < 30; i++) buffer[i] = ' '; // pad with spaces

block = 1;
//Serial.println(F("Authenticating using key A..."));
status = mfrc522.PCD Authenticate(MFRC522::PICC CMD MF AUTH KEY A, block,
&key, &(mfrc522.uid));
if (status != MFRC522::STATUS OK) {
Serial.print(F("PCD Authenticate() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

else Serial.println(F("PCD Authenticate() success: "));

// Write block
status = mfrc522.MIFARE Write(block, buffer, 16);
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if (status != MFRC522::STATUS OK) {
Serial.print(F("MIFARE Write() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}
else Serial.println(F("MIFARE Write() success: "));

block = 2;
//Serial.println(F("Authenticating using key A..."));

status = mfrc522.PCD Authenticate(MFRC522::PICC CMD MF AUTH KEY A, block,

&key, &(mfrc522.uid));

if (status != MFRC522::STATUS OK) {
Serial.print(F("PCD Authenticate() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

// Write block

status = mfrc522.MIFARE Write(block, &buffer[16], 16);

if (status != MFRC522::STATUS OK) {
Serial.print(F("MIFARE Write() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}
else Serial.println(F("MIFARE Write() success: "));

// Ask personal data: First name
Serial.println(F("Type First name, ending with #"));
len = Serial.readBytesUntil('#', (char *) buffer, 20)
from serial

’

: // read first name

for (byte i = len; i < 20; i++) buffer[i] = ' '; // pad with spaces

block = 4;
//Serial.println(F("Authenticating using key A..."));

status = mfrc522.PCD_Authenticate(MFRC522::PICC_CMD MF AUTH KEY_ A, block,

&key, &(mfrc522.uid));

if (status != MFRC522::STATUS OK) {
Serial.print(F("PCD Authenticate() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

// Write block

status = mfrc522.MIFARE Write(block, buffer, 16);

if (status != MFRC522::STATUS OK) {
Serial.print(F("MIFARE Write() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}
else Serial.println(F("MIFARE Write() success: "));
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block = 5;
//Serial.println(F("Authenticating using key A..."));
status = mfrc522.PCD_Authenticate(MFRC522::PICC CMD MF AUTH KEY_ A, block,
&key, &(mfrc522.uid));
if (status != MFRC522::STATUS OK) {
Serial.print(F("PCD_Authenticate() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

// Write block

status = mfrc522.MIFARE Write(block, &buffer[16], 16);

if (status != MFRC522::STATUS OK) {
Serial.print(F("MIFARE Write() failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}
else Serial.println(F("MIFARE Write() success: "));

Serial.println(" ");
mfrc522.PICC HaltA(); // Halt PICC
mfrc522.PCD StopCryptol(); // Stop encryption on PCD

}

2. reader
#include <SPl.h> #include <MFRC522.h>
#define RST_PIN 9 #define SS_PIN 10

MFRC522 mfrc522(SS_PIN, RST_PIN); Create MFRC522 instance void setup() { Serial.begin(9600);
Initialize serial communications with the PC

SPI.begin(); // Init SPI
bus

mfrc522.PCD_Init(); // Init
MFRC522 card

Serial.println(F("Read personal data on a MIFARE PICC:")); //shows in

serial that it is ready to read

}

void loop() {

// Prepare key - all keys are set to FFFFFFFFFFFFh at chip delivery from the
factory.

MFRC522: :MIFARE Key key;

for (byte i = 0; 1 < 6; i++) key.keyByte[i] = OxFF;
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//svariables we need

byte block;

byte len;

MFRC522: :StatusCode status;

// Reset the loop if no new card present on the sensor/reader. This saves
the entire process when idle.
if (! mfrc522.PICC IsNewCardPresent()) {

return;

}

// Select one of the cards
if ( ! mfrc522.PICC ReadCardSerial()) {
return;

}

Serial.println(F("**Card Detected:**")); // prints card detected if the
rfid can read any cards

Serial.print(F("Name: "));
byte bufferl[18];

block = 4;
len = 18;
Y L GET FIRST NAME

status = mfrc522.PCD_Authenticate(MFRC522::PICC_CMD MF AUTH KEY A, 4, &key,
&(mfrc522.uid)); // if the card is encrypted with a password different than
the generic one FF FF FF FF, the program will display "autentification
failed"
if (status != MFRC522::STATUS OK) {
Serial.print(F("Authentication failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

status = mfrc522.MIFARE Read(block, bufferl, &len); // if the card is
encrypted and the program cannot read data from it, it will display "reading
failed"
if (status != MFRC522::STATUS OK) {
Serial.print(F("Reading failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

//PRINT FIRST NAME
for (uint8 t i = 0; i < 16; i++)
{

if (bufferl[i] !'= 32)
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Serial.write(bufferl[i]);
}
}

Serial.print(" ");
R R GET LAST NAME

byte buffer2[18];
block = 1;

status = mfrc522.PCD Authenticate(MFRC522::PICC CMD MF AUTH KEY A, 1, &key,
&(mfrc522.uid)); //line 834
if (status != MFRC522::STATUS OK) {
Serial.print(F("Authentication failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

status = mfrc522.MIFARE Read(block, buffer2, &len);

if (status != MFRC522::STATUS OK) {
Serial.print(F("Reading failed: "));
Serial.println(mfrc522.GetStatusCodeName(status));
return;

}

//PRINT LAST NAME

for (uint8 t i = 0; i < 16; i++) {
Serial.write(buffer2[i] );

}

Serial.println(F("\n**End Reading**\n"));
delay(1000); //change value if you want to read cards faster

mfrc522.PICC HaltA();
mfrc522.PCD_StopCryptol();

}

Results Obtained

As for results, i took some photos of how the whole proccess works:

1. We scan a RFID tag using the reader program:
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109 | mPrc522.PCD_StopCryptol(); *

- _

&) Output Serial Monitor X ¥ O
= Message (Enter to send messa 9600 baud

& **Card Detected:**
Name:

ﬁB.

**End Reading#**

p Uno on /dev/cu.usbserial-110 (22 B

+2008@Pe®

We see it has no name on it, it's empty.

2. It's time to write the name of a new employee on it:
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| started MASTERwrite program in the background, now we just have to put the tag on the RFID
module;
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3. After we put the tag on the RFID module, the MASTERwrite program will read it's UID, verify it's key
and then it will ask us to put the new employee name on it:

o

B Ai_write_paesonal_data | Arduing 108 2.0
Em uno j W O

rfid_write_personal_data.ino

133 ‘

134 block = 5; i
135 #Serial.println{F("Authenticating using key A...")):

136 status = mf 8822, PCD_Authenticate (MFRC522: :PTCC_CMD_MFPAUTH_KEY

e aE PP YT LWL LT B Pl

Output  Serial Monitor >

T Lj@ 9600 baud

Card UID: 12 SA FF 13

Type Family name, ending with #.
PCD_ARuthenticate() success:
MIFARE Write() success:

MIFARE Write() success:

Type First name, ending with #

Ln 70, Col 3  Arduino Uno on /devicu.usbserial-110 (23 B

Type First name, ending with #

Ln78 Col1 Arduino Uno on /devicu.usbserial-110 (%2 B

4. After populating the tag with the new employee name, we will use the reader program to check if it
was done properly:
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s_tatus = mfréS22.MIFARE_Read(block, buffer2, #len);
if (status != MFRC522::STATUS_OK) {
= i (RS e B2 e £ 2 4. AL

Output  Serial Monitor X »

Message (Enter to send message to 'Arduino U

**Card Detected;*+
Name :

Alex Vaduva
**End Reading##

Ln 786, Col 1 Arduino Uno on fl:lewcu.usbserial-

e LLLET PPy Tor =

1m0 (22
®e

5. We check another empty RFID tag just to make sure the software works properly (after reading a
card, it repeats the loop of waiting for another card to be read. When another card is read it will
display the new card data) :
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Status = mfrc522.MIFARE_Read(block, buffer2, &len);

if {status 1= MFRC522: :STATUS_OK) {
L .‘rlllr_\......_l_'-..- T B L1 .

| Output Serial Monitor 3 .

|y
\J'ﬂﬁazaaae {Enter to send messa ¢ i

9= \Enter 1o send message to 'Arduinc i

“resoae o runo Y Newtine 0000 b

*#Card Detected;++
Hame ;

]
*+End Eﬂ-&ﬂ_]_ug* *

Ln 76, Col 1

a&ma Ps

6. And after that we read another RFID tag, which happens to have my name on it.
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status = mfrcszz.HIFME_Readthluck, buffer2, &len);

I if (status 1= MFRC522: :STATUS_0K) {
—lamidal e e b LR _ 1

LR N

**Card Detectedyws
Hame

&
**End Hll.d_i_ngt w

\

Status = mfrc522,.MIFA
s RE_Read(bloc

i~

k, bufferz P
| atus 1= MFRC522: : STATUS oK) { ' &1&11]:
= =, 4.::-..‘1:.-.___,;__ {__'_

Serial Monjitor ® i.w"" TER

(Enter to 5 ; a5 —
_ °ro send message to 'Arduin l New Lin
— i e

**Card Dateﬂtndg b
Name ;

Adrian Seceleany
**End R‘“ﬁﬂing'*i

d Ln 76, Col 1
‘ a ‘_-# m @ M F: Arduing Ljng unfﬂevfcu.ushsarhkﬁn 25
' et LIS 1T

Conclusions

Working with the RC522 RFID module is quite a headache because every time you want to make a
change on the data of a tag you need to check if the key is okay. Tags usually have a generic key
when they are new, which is FF FF FF FF, but you can change that key to make it encrypted (you will
need to know the key to access the data on that certain tag) and if you do not note the key and the
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UID of that certain tag, you will not be able to access the information on it (unless you can backdoor
the tag using some sorts of hacking software).

The software was quite a pain because i had to get informed on how buffers work in arduino for data
reading, | had to search for every commands RFID uses and they're not so common like an LCD
screen commands or some sensor commands.

Every time i want to write data on a certain card i had to check the status of MIFARE, use a buffer and
stop it after writing something.

The tags can only be programmed when they are directly on the RFID module and not moving. If you
start writing employee name on a tag and the tag doesnt stay put on the module, the
whole operation will fail and you need to try again!
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